
Evolving resilience management guidelines
for crisis management

19th September 2016, SMR Workshop – Kristiansand, Norway

Matthieu Branlat, SINTEF, WP2 Leader



Agenda

• DARWIN Project overview

• Development of resilience management guidelines

• Examples of guidelines and discussion

• Evolving and flexible guidelines

• Upcoming events



DARWIN – Expect the unexpected and know how to respond

3

Partners

• 9 organizations

• 6 European countries

• Project lead by SINTEF

DARWIN Community 

of Practitioners (DCoP)

• 50 members

• 8 EU and other countries

Improve the ability of stakeholders to anticipate, monitor, respond, 
adapt, learn and evolve, to operate efficiently in the face of crises.
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• Our proposition

DARWIN will develop European resilience management 
guidelines aimed at critical infrastructure managers, crisis 
and emergency response managers, service providers, first 
responders and policy makers.

• Conceptual framework: Resilience Engineering and Community 
Resilience 

Resilience as “The ability to resist, absorb, accommodate to 
and recover from the effects of disturbances and changes in a 
timely and efficient manner, including through adaptation 
and restoration of basic structures and functions (UNISDR, 
2009; Hollnagel, 2011)”.
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Survey of concepts, practices, user 
needs and requirement

(WP1)

Evaluating and cataloguing resilience 
concepts and approaches for crisis 

management

M1-M10

Development of evolving 
guidelines

(WP2)

Adapted to healthcare and 
aviation

M9-M36

Enabling tools for resilience 
guidelines

(WP3)

Diverse representation, 
serious games, simulation, 

training

M7-M28
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Pilots: Demonstration & evaluation
(WP4)

Representative cases cascade effects, 
evolution of guidelines

M8-M34

Outreach: Community of crisis 
and resilience practitioners

(WP5)

Sharing knowledge and 
practices

M1-M36

Outreach: Dissemination and 
exploitation

(WP6)

Influencing policy as well as 
different governance 

structures

M1-M36

!      !  

16 July 2014 

Ivonne A. Herrera 

Stiftelsen SINTEF 

Norway 

Facsimile: +47 73 59 33 50  

e-Mail: Ivonne.A.Herrera@sintef.no 

Subject: Letter of Support for DARWIN 

Dear Dr. Herrera, 

On behalf of , I would like to offer my strong support for the  

DARWIN (adapted to survive) project  

Full title: " Expecting the unexpected and know how to respond" 

a proposal in response to the EU Secure societies H2020-DRS-2014-14  topic 

addressing DRS-7-2014: Crises and disaster resilience – operationalizing resilience 

concepts. 

!
I hereby confirm that I am a representative from The Ohio State University. DARWIN 

addresses resilient abilities essential to continue operations when facing crisis, and I 

have studied and modeled these capabilities for over 15 years in developing 

Resilience Engineering techniques. The project requires insight and knowledge 

from different security domains and  multiple representatives from the value chain — 

from first responders to policy makers and experts.  My past work and network of 

collaborators allow me to help the project by providing inputs from these different 

perspectives. The DARWIN project results on operationalization of resilience 

concepts to improve organizations preparedness towards expected and 

unexpected events will benefit multiple organizations, industries and geographic 

regions as they face new environmental and other threats.  

!
With a view of the above, I confirm our intention to participate in the Community of 

Crisis and Resilience Practitioners (CoCRP), contributing specifications to 

requirements in terms of resilience, follow-up development of resilience 

management guidelines and provide remarks to the operationalization of resilience 

concepts. The support is to advise the project by participating in at least 2 meetings 

(during the project duration) and to follow up the project results afterwards. In this 

16 July 2014

Ivonne A. Herrera

Stiftelsen SINTEF

Norway

Facsimile: +47 73 59 33 50

e-Mail: Ivonne.A.Herrera@sintef.no

Subject: Letter of Support for DARWIN

Dear Dr. Herrera,

On behalf of the University of Southern Denmark, I would like to offer my strong support for 

the 

DARWIN (adapted to survive) project 
Full title: " Expecting the unexpected and know how to respond"

a proposal in response to the EU Secure societies H2020-DRS-2014 -14 topic addressing DRS-

7-2014: Crises and disaster resilience – operationalizing resilience concepts.

I  hereby  confirm  that  I  am  a  representative  from  the  University  of  Southern  Denmark.

DARWIN addresses resilient abilities essential to continue operations when facing crisis. The

project  requires insight  and knowledge from different  security domains and representatives

from the value chain, from first responders to policy makers and experts, and it is in our interest

to  help  the  project  by  providing  such.  We  benefit  from  the  DARWIN  project  regarding

operationalization  of  resilience  concepts  to  improve  organizations  preparedness  towards

expected and unexpected events.

With a view of the above, I confirm our intention to participate in the Community of Crisis and

Resilience  Practitioners  (CoCRP),  contributing  specifications  to  requirements  in  terms  of

resilience, follow-up development of resilience management guidelines and provide remarks to

the  operationalization  of  resilience  concepts.  The  support  is  to  advise  the  project  by

participating in at least 2 meetings (during the project duration) and to follow up the project

results  afterwards.  In this  work we will  contribute  exchange of insights  and viewpoints  in

support of the overall understanding of questions regarding existing crisis management.

It  is  understood  that  the  content  of  the  participation,  and  subsequently  the  technical  and

financial aspects, shall be mutually agreed.

Sincerely,

Erik Hollnagel

Professor
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Starting point: requirements from WP1
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D1.3 – Practitioner and academic requirements for resilience management guidelines 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 
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3.1.5 Concept requirements 

Table 8: Concept requirements on the guidelines (GRC), regarding Collaboration, from D1.2 

Req-ID Requirement Importance3 Source 

GRC-01 The DRMG should support that the stakeholders involved in 

resilience management have a clear understanding of their 

responsibilities 

essential D1.2 

Concepts 

ID5 

GRC-02  The DRMG should address the impact of interdependencies and 

interaction between stakeholders on resilience management 

important D1.2 

Concepts 

ID 21 

GRC-03 

 
The DRMG should support  that the stakeholders involved in 

resilience management have a clear understanding of the 

responsibilities of other involved stakeholders 

important D1.2 

Concepts 

ID 6 

GRC-04 The DRMG should support  the establishment of coordinated 

networks of stakeholders to ensure close cooperation between 

stakeholders 

important D1.2 

Concepts 

ID 2 

GRC-05 

 
The DRMG should support that stakeholders that need to collaborate 

have a mutual understanding of each other’s goals 

important D1.2 

Concepts 

ID 7 

GRC-06 

 
The DRMG should support coordination and synchronization of 

systems to ensure efficient collaboration 

important D1.2 

Concepts 

ID 52 

GRC-07 

 
The DRMG should support  national collaboration in resilience 

management  

important D1.2 

Concepts 

ID 3 

GRC-08 

 
The DRMG should support a comprehensive response to increase 

trust between responders and populations 

important D1.2 

Concepts 

ID 56 

GRC-09 

 
The DRMG should support clarification of the link between resilience 

management and other efforts aimed at ensuring continuity 
important D1.2 

Concepts 

ID 1 

GRC-10 

 
The DRMG should address potential interdependencies between the 

different stakeholders and systems 
important D1.2 

Concepts 

ID 8 

GRC-11 

 
The DRMG should support  international collaboration in resilience 

management 
important D1.2 

Concepts 

ID 4 

 

Table 9: Concept requirements on the guidelines (GRC), regarding Planning, from D1.2 

Req-ID Requirement Importance Source 

GRC-12 The DRMG should support the establishment of a common 

terminology concerning resilience management across stakeholders 

essential D1.2 

Concepts 

ID N1 

GRC-13 The DRMG should address development of plans for immediate 

response as part of resilience management 

important D1.2 

Concepts 

ID 54 

                                                      

3 As explained in Section 2.3.1, these concepts, approaches and practices were imported from D1.2 Table B.2, including 

their level of importance. Note that the requirements derived from the D1.2 Concepts are the only requirements that 

include a level of importance, as these were the only requirements for which WP1 could generate this information 

empirically. 
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WHAT needs to be done to achieve 

management of resilience related to crises

Support through guidelines

HOW it can be accomplished



A simple example

“The Resilient Management Guidelines should 
support enhancing resilience by 
applying organizational learning techniques
(e.g., log-books, debriefings, after-action reviews)”

• Large consensus, widely used

• DARWIN can provide a perspective and expertise on 
how to apply those techniques

10
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Development of guidelines: Concept Cards

	Expect the unexpected and know how to respond  

The	research	leading	to	these	results	has	received	funding	from	Horizon	2020,	the	European	Union's	
Framework	Programme	for	Research	and	Innovation	(H2020/2014-2020)	under	grant	agreement	n°	
653289.	
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DARWIN	Concept	 Noticing	brittleness	
Requirement	ref.	 DR-083-Z	
Purpose	 To	identify	sources	of	brittleness	in	order	to	invest	in	their	correction.	
Actor(s)	of	crisis	
management	

All	–	noticing	brittleness	can	occur	at	all	levels	and	is	all	phases	of	crisis	management.	It	
benefits	from	form	the	involvement	of	all	perspectives	of	crisis	management.		

Expected	benefit	 Understanding	the	brittleness	in	the	system	allows	organizations	to	address	them	and	
avoid	situations	that	would	result	in	potential	harm	or	damage.	

Adaptive	
capability	

Noticing	brittleness	can	occur	through	understanding	when	the	system	lacks	adaptive	
capacity,	or,	more	generally,	faces	challenges	with	adaptation.	Through	investigating	
brittleness,	organizations	can	notice	signs	that	indicate	their	adaptive	capacities	are	either	
eroding	or	ill-matched	to	the	demands	that	are	about	to	occur,	allowing	them	to	invest	in	
order	to	adjust	those	capacities.	This	can	happen	before,	during,	or	after	a	crisis	event.	

Further	
description	of	
purpose	(rationale,	
needs,	origin)	

As	part	of	the	assessment	of	resilience,	noticing	brittleness	is	the	approach	that	aims	at	
revealing	and	understanding	the	absence	of	resilience	of	the	system	under	consideration.	
The	opposite	of	a	resilient	system	is	a	brittle	one.	Brittle	systems	break	down	especially	in	
the	face	of	surprising	situations	at	the	boundaries	of	what	the	system	typically	handles.	In	
those	situations,	they	are	unable	to	accommodate	even	minor	disturbances	without	
ceasing	to	function.	Brittleness	is	a	useful	concept	because	it	can	be	easier	to	describe	and	
notice	when	systems	can	breakdown.		
Examining	the	factors	that	undermine	resilience	is	important	in	order	to	identify	the	most	
effective	measures	to	actually	enhance	resilience	and	reduce	brittleness.	This	assessment	
supports	preparedness	(e.g.,	related	to	planning	or	training)	and	the	avoidance	of	
situations	that	would	result	in	potential	harm	or	damage,	for	instance	by	anticipating	
potential	bottlenecks	in	the	response	to	a	crisis	situation.	

Associated	
challenges	

Noticing	brittleness	requires	that	actors	are	familiarized	with	the	principles	of	resilience.	It	
is	nonetheless	a	perspective	and	skill	that	can	be	learned	(see	Practice	1).	
Enhancing	resilience	requires	to	also	understand	why	things	go	right.	Noticing	brittleness	
is	a	useful	way	to	anticipate,	react	to,	and	learn	from	challenging	situations,	but	should	not	
be	the	sole	focus	of	a	resilience	assessment.	
Because	it	focuses	on	how	the	system	behaves	under	challenging	situations,	noticing	
brittleness	is	also	different	from	understanding	the	threats	or	vulnerabilities	of	the	system.	

Implementation	
across	phases	

How	brittleness	manifests,	what	can	be	noticed	
Noticing	brittleness	can	be	expressed	in	the	form	of	a	set	of	questions	that	relate	to	how	
the	system	handles	challenging	situations.	Those	questions	are	derived	from	typical	
challenges	associated	with	a	system’s	capacity	to	adapt	to	surprising	or	particularly	
demanding	situations.	Three	basic	patterns	of	adaptive	failure	described	in	RE	literature	
(decompensation,	working	at	cross	purposes,	stale	adaptation)	can	serve	as	a	basis	to	
understand	those	challenges	to	adaptation	in	crisis	situations.	
The	questions	drive	the	investigation	of	brittleness	and	can	be	applied	in	different	ways	in	
all	phases	of	crisis	management:	they	can	be	asked	directly	to	actors	operating	at	various	
levels	(see	Practice	1,	Method	2),	some	can	be	part	of	an	actual	domain	of	practice	(see	
Practice	2),	and	they	can	be	used	as	guides	for	analysis	(see	Method	1).	
	
Noticing	brittleness	includes:	
- Understanding	goal	conflicts	and	trade-offs,	such	as	competition	for	resources:	goal	

conflicts,	and	how	organizations	respond	to	the	tradeoffs	and	dilemmas	created,	are	
central	drivers	to	the	brittleness	or	resilience	of	complex	systems,	

- Investigating	how	the	system	can	fail	to	understand	or	manage	functional	
interdependencies	between	subsystems,	

- Understanding	assumptions	related	to	operational	variability	or	work-as-done,	
revealing	how	the	system	might	be	operating	riskier	than	any	party	realizes,	

- Revealing	limitations	in	learning	processes,	i.e.,	associated	with	the	model	of	safety	
underlying	investigations.	

	
What	is	needed	to	notice	brittleness	
- Select	a	method	based	on	objectives	and	resources,	
- Build	the	necessary	skills	for	those	in	charge	of	the	assessment,	both	the	skills	to	

understand	and	notice	brittleness,	and	the	skills	to	reveal	it	and	organize	discussions	
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The DARWIN Resilience Management Guidelines…

… are
• a guide to help or advice a certain organization 

in developing a critical view on its own crisis 
management activities (management of 
resources, creation/assessment/improvement 
procedures, training, etc.) based on resilience 
concepts and principles

• complementary to existing 
guidelines/procedures/practices in a certain 
organization

• intended for / directly addressed to policy 
makers, decision makers and managers at 
different levels in a organization

… are not

• intended to replace 

guidelines/procedures

already existing in a 

certain organization

• directly addressed to 

front line operators or 

first responders in crisis 

management
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DR083-Z – Noticing brittleness

Intervention
• Develop actors’ resilience-related knowledge and skills to notice 

and discuss brittleness in the system
• Conduct activities within organization to assess brittleness prior 

to occurrence of adverse events
• Implement (and train for) practices to notice, communicate and 

capture brittleness during crisis situations
• Conduct after-the-fact analyses of brittleness in crisis 

management.

Mechanism
• Activities such as reading groups or workshops help operators 

and managers develop the skills to notice and discuss brittleness
• Discussing brittle aspects allows for gathering various 

perspectives about issues and potential solution, and for 
strategic investments in their reduction

• Noticing brittleness allows organizations to anticipate the 
occurrence of crises and improve their management.

Outcome:
• Improved understanding of the absence of resilience in crisis 

situations for the system under consideration
• Better identification of the most effective measures to enhance 

resilience and reduce brittleness

Context
• Anticipated crisis-

prone situation
• Occurrence of 

adverse event 
resulting in crisis



Does the general approach of concepts cards guiding 
implementation of resilience concepts, practices and 
strategies make sense for your organization and 
context?

How does the intervention proposed relate to 
activities already in place in your organization?

What are successes and challenges associated with 
these activities?
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DR085 – Communication between policy makers and first responders

Intervention
• Regular coordination and dialogue between policy-makers, first 

responders, and involved layers of management, within and 
between organizations, to ensure mutual understanding on the use 
of policy.

• Coordination and dialogue in connection to the design and 
implementation of policies for policy-makers to better understand 
the operational reality.

• Coordination and dialogue in connection to learning from crisis 
events to reduce the gap between work-as-imagined and work-as-
done.

Mechanism
• Dialogue about the fitness of policy ensures mutual understanding 

on the use of policy and needs/opportunities of refining policy to 
fit practice.

• Thematic workshops or focus groups, observational studies, and 
evaluations of (simulated) events and operational processes, to 
uncover the strategies used by operators, when and how they are 
applied, and how they relate to policies and policy makers’ 
objectives.

Outcome:
• More flexible and effective use of policy by first responders as a 

useful resource in actual crisis situations.

Context

• Introduction of 
new policy

• Evaluation or 
auditing of first 
responders’ 
activities w.r.t. 
the following of 
policies.
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DARWIN Wiki
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Knowledge Management structure for the creation, revision, 
adaptation, delivery and use of the guidelines: 
http://sintef9013.com/darwin_wiki/

http://sintef9013.com/darwin_wiki/
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Upcoming events

• ESREL conference – 26-29 Sept 2016, Glasgow (Scotland)
DRS-7 panel, resilience and crisis management sessions, DARWIN 
papers

• DARWIN webinar – Oct 2016
Specific content TBD

• DARWIN CoP workshop – Spring 2017
Location TBD

• Resilience Engineering Association symposium – 26-29 June 
2017, Liège (Belgium)
Organization is on-going
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Thank you for your attention!

Practitioners and researchers interested in crisis 
management and resilience are welcome to join DCoP

More information: http://www.h2020darwin.eu/
News: https://twitter.com/darwinh2020
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