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• Our	  proposition
DARWIN	  will	  develop	  European	  resilience	  management	  
guidelines aimed	  at	  critical	  infrastructure	  managers,	  crisis	  
and	  emergency	  response	  managers,	  service	  providers,	  first	  
responders	  and	  policy	  makers.

• Conceptual	  framework:	  Resilience	  Engineering	  and	  Community	  
Resilience	  
Resilience	  as	  “The	  ability	  to	  resist,	  absorb,	  accommodate	  to	  
and	  recover	  from	  the	  effects	  of	  disturbances	  and	  changes	  in	  a	  
timely	  and	  efficient	  manner,	  including	  through	  adaptation	  
and	  restoration	  of	  basic	  structures	  and	  functions	  (UNISDR,	  
2009;	  Hollnagel,	  2011)”.
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D1.3 – Practitioner and academic requirements for resilience management guidelines 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 

Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 
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3.1.5 Concept requirements 
Table 8: Concept requirements on the guidelines (GRC), regarding Collaboration, from D1.2 

Req-ID Requirement Importance3 Source 

GRC-01 The DRMG should support that the stakeholders involved in 
resilience management have a clear understanding of their 
responsibilities 

essential D1.2 
Concepts 
ID5 

GRC-02  The DRMG should address the impact of interdependencies and 
interaction between stakeholders on resilience management 

important D1.2 
Concepts 
ID 21 

GRC-03 
 

The DRMG should support  that the stakeholders involved in 
resilience management have a clear understanding of the 
responsibilities of other involved stakeholders 

important D1.2 
Concepts 
ID 6 

GRC-04 The DRMG should support  the establishment of coordinated 
networks of stakeholders to ensure close cooperation between 
stakeholders 

important D1.2 
Concepts 
ID 2 

GRC-05 
 

The DRMG should support that stakeholders that need to collaborate 
have a mutual understanding of each other’s goals 

important D1.2 
Concepts 
ID 7 

GRC-06 
 

The DRMG should support coordination and synchronization of 
systems to ensure efficient collaboration 

important D1.2 
Concepts 
ID 52 

GRC-07 
 

The DRMG should support  national collaboration in resilience 
management  

important D1.2 
Concepts 
ID 3 

GRC-08 
 

The DRMG should support a comprehensive response to increase 
trust between responders and populations 

important D1.2 
Concepts 
ID 56 

GRC-09 
 

The DRMG should support clarification of the link between resilience 
management and other efforts aimed at ensuring continuity 

important D1.2 
Concepts 
ID 1 

GRC-10 
 

The DRMG should address potential interdependencies between the 
different stakeholders and systems 

important D1.2 
Concepts 
ID 8 

GRC-11 
 

The DRMG should support  international collaboration in resilience 
management 

important D1.2 
Concepts 
ID 4 

 

Table 9: Concept requirements on the guidelines (GRC), regarding Planning, from D1.2 

Req-ID Requirement Importance Source 

GRC-12 The DRMG should support the establishment of a common 
terminology concerning resilience management across stakeholders 

essential D1.2 
Concepts 
ID N1 

GRC-13 The DRMG should address development of plans for immediate 
response as part of resilience management 

important D1.2 
Concepts 
ID 54 

                                                      
3 As explained in Section 2.3.1, these concepts, approaches and practices were imported from D1.2 Table B.2, including 
their level of importance. Note that the requirements derived from the D1.2 Concepts are the only requirements that 
include a level of importance, as these were the only requirements for which WP1 could generate this information 
empirically. 



Development	  objectives:	  from	  WHAT	  to	  HOW

Operationalization	  of	  key	  concepts	  identified
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WHAT needs	  to	  be	  done	  to	  achieve	  
management	  of	  resilience	  related	  to	  crises

Support	  through	  guidelines
HOW it	  can	  be	  accomplished



9

Building	  blocks:	  Concept	  Cards
	Expect the unexpected and know how to respond 

The	research	leading	to	these	results	has	received	funding	from	Horizon	2020,	the	European	Union's	
Framework	Programme	for	Research	and	Innovation	(H2020/2014-2020)	under	grant	agreement	n°	
653289.	
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DARWIN	Concept	 Noticing	brittleness	
Requirement	ref.	 DR-083-Z	
Purpose	 To	identify	sources	of	brittleness	in	order	to	invest	in	their	correction.	
Actor(s)	of	crisis	
management	

All	–	noticing	brittleness	can	occur	at	all	levels	and	is	all	phases	of	crisis	management.	It	
benefits	from	form	the	involvement	of	all	perspectives	of	crisis	management.		

Expected	benefit	 Understanding	the	brittleness	in	the	system	allows	organizations	to	address	them	and	
avoid	situations	that	would	result	in	potential	harm	or	damage.	

Adaptive	
capability	

Noticing	brittleness	can	occur	through	understanding	when	the	system	lacks	adaptive	
capacity,	or,	more	generally,	faces	challenges	with	adaptation.	Through	investigating	
brittleness,	organizations	can	notice	signs	that	indicate	their	adaptive	capacities	are	either	
eroding	or	ill-matched	to	the	demands	that	are	about	to	occur,	allowing	them	to	invest	in	
order	to	adjust	those	capacities.	This	can	happen	before,	during,	or	after	a	crisis	event.	

Further	
description	of	
purpose	(rationale,	
needs,	origin)	

As	part	of	the	assessment	of	resilience,	noticing	brittleness	is	the	approach	that	aims	at	
revealing	and	understanding	the	absence	of	resilience	of	the	system	under	consideration.	
The	opposite	of	a	resilient	system	is	a	brittle	one.	Brittle	systems	break	down	especially	in	
the	face	of	surprising	situations	at	the	boundaries	of	what	the	system	typically	handles.	In	
those	situations,	they	are	unable	to	accommodate	even	minor	disturbances	without	
ceasing	to	function.	Brittleness	is	a	useful	concept	because	it	can	be	easier	to	describe	and	
notice	when	systems	can	breakdown.		
Examining	the	factors	that	undermine	resilience	is	important	in	order	to	identify	the	most	
effective	measures	to	actually	enhance	resilience	and	reduce	brittleness.	This	assessment	
supports	preparedness	(e.g.,	related	to	planning	or	training)	and	the	avoidance	of	
situations	that	would	result	in	potential	harm	or	damage,	for	instance	by	anticipating	
potential	bottlenecks	in	the	response	to	a	crisis	situation.	

Associated	
challenges	

Noticing	brittleness	requires	that	actors	are	familiarized	with	the	principles	of	resilience.	It	
is	nonetheless	a	perspective	and	skill	that	can	be	learned	(see	Practice	1).	
Enhancing	resilience	requires	to	also	understand	why	things	go	right.	Noticing	brittleness	
is	a	useful	way	to	anticipate,	react	to,	and	learn	from	challenging	situations,	but	should	not	
be	the	sole	focus	of	a	resilience	assessment.	
Because	it	focuses	on	how	the	system	behaves	under	challenging	situations,	noticing	
brittleness	is	also	different	from	understanding	the	threats	or	vulnerabilities	of	the	system.	

Implementation	
across	phases	

How	brittleness	manifests,	what	can	be	noticed	
Noticing	brittleness	can	be	expressed	in	the	form	of	a	set	of	questions	that	relate	to	how	
the	system	handles	challenging	situations.	Those	questions	are	derived	from	typical	
challenges	associated	with	a	system’s	capacity	to	adapt	to	surprising	or	particularly	
demanding	situations.	Three	basic	patterns	of	adaptive	failure	described	in	RE	literature	
(decompensation,	working	at	cross	purposes,	stale	adaptation)	can	serve	as	a	basis	to	
understand	those	challenges	to	adaptation	in	crisis	situations.	
The	questions	drive	the	investigation	of	brittleness	and	can	be	applied	in	different	ways	in	
all	phases	of	crisis	management:	they	can	be	asked	directly	to	actors	operating	at	various	
levels	(see	Practice	1,	Method	2),	some	can	be	part	of	an	actual	domain	of	practice	(see	
Practice	2),	and	they	can	be	used	as	guides	for	analysis	(see	Method	1).	
	
Noticing	brittleness	includes:	
- Understanding	goal	conflicts	and	trade-offs,	such	as	competition	for	resources:	goal	
conflicts,	and	how	organizations	respond	to	the	tradeoffs	and	dilemmas	created,	are	
central	drivers	to	the	brittleness	or	resilience	of	complex	systems,	

- Investigating	how	the	system	can	fail	to	understand	or	manage	functional	
interdependencies	between	subsystems,	

- Understanding	assumptions	related	to	operational	variability	or	work-as-done,	
revealing	how	the	system	might	be	operating	riskier	than	any	party	realizes,	

- Revealing	limitations	in	learning	processes,	i.e.,	associated	with	the	model	of	safety	
underlying	investigations.	

	
What	is	needed	to	notice	brittleness	
- Select	a	method	based	on	objectives	and	resources,	
- Build	the	necessary	skills	for	those	in	charge	of	the	assessment,	both	the	skills	to	
understand	and	notice	brittleness,	and	the	skills	to	reveal	it	and	organize	discussions	
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DARWIN concept 1
- category
- abilities
- relationship with other concepts
- relevant end-users
- operational description
- related operational information
- rationale, origin
- illustrative case, lessons learned
- examples of practices + TRL
- examples of methods + TRL
- examples of tools + TRL

- other information to consider: 
validated within DARWIN (or is 
this part of rationale)? relation 
to risk management and added 
value (or is this issue at a higher 
level - not concept level)?

DARWIN concept 2
- category
- abilities
- relationship with other concepts
- relevant end-users
- operational description
- related operational information
- rationale, origin
- illustrative case, lessons learned
- examples of practices + TRL
- examples of methods + TRL
- examples of tools + TRL

- other information to consider: 
validated within DARWIN (or is 
this part of rationale)? relation 
to risk management and added 
value (or is this issue at a higher 
level - not concept level)?

DARWIN concept 5
- category
- abilities
- relationship with other concepts
- relevant end-users
- operational description
- related operational information
- rationale, origin
- illustrative case, lessons learned
- examples of practices + TRL
- examples of methods + TRL
- examples of tools + TRL

- other information to consider: 
validated within DARWIN (or is 
this part of rationale)? relation 
to risk management and added 
value (or is this issue at a higher 
level - not concept level)?

DARWIN concept 4
- category
- abilities
- relationship with other concepts
- relevant end-users
- operational description
- related operational information
- rationale, origin
- illustrative case, lessons learned
- examples of practices + TRL
- examples of methods + TRL
- examples of tools + TRL

- other information to consider: 
validated within DARWIN (or is 
this part of rationale)? relation 
to risk management and added 
value (or is this issue at a higher 
level - not concept level)?

DARWIN concept 3
- category
- abilities
- relationship with other concepts
- relevant end-users
- operational description
- related operational information
- rationale, origin
- illustrative case, lessons learned
- examples of practices + TRL
- examples of methods + TRL
- examples of tools + TRL

- other information to consider: 
validated within DARWIN (or is 
this part of rationale)? relation 
to risk management and added 
value (or is this issue at a higher 
level - not concept level)?

reading path

association

Concept	  Cards	  are	  not	  independent

	Expect the unexpected and know how to respond 

The	research	leading	to	these	results	has	received	funding	from	Horizon	2020,	the	European	Union's	
Framework	Programme	for	Research	and	Innovation	(H2020/2014-2020)	under	grant	agreement	n°	
653289.	
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DARWIN	Concept	 Noticing	brittleness	
Requirement	ref.	 DR-083-Z	
Purpose	 To	identify	sources	of	brittleness	in	order	to	invest	in	their	correction.	
Actor(s)	of	crisis	
management	

All	–	noticing	brittleness	can	occur	at	all	levels	and	is	all	phases	of	crisis	management.	It	
benefits	from	form	the	involvement	of	all	perspectives	of	crisis	management.		

Expected	benefit	 Understanding	the	brittleness	in	the	system	allows	organizations	to	address	them	and	
avoid	situations	that	would	result	in	potential	harm	or	damage.	

Adaptive	
capability	

Noticing	brittleness	can	occur	through	understanding	when	the	system	lacks	adaptive	
capacity,	or,	more	generally,	faces	challenges	with	adaptation.	Through	investigating	
brittleness,	organizations	can	notice	signs	that	indicate	their	adaptive	capacities	are	either	
eroding	or	ill-matched	to	the	demands	that	are	about	to	occur,	allowing	them	to	invest	in	
order	to	adjust	those	capacities.	This	can	happen	before,	during,	or	after	a	crisis	event.	

Further	
description	of	
purpose	(rationale,	
needs,	origin)	

As	part	of	the	assessment	of	resilience,	noticing	brittleness	is	the	approach	that	aims	at	
revealing	and	understanding	the	absence	of	resilience	of	the	system	under	consideration.	
The	opposite	of	a	resilient	system	is	a	brittle	one.	Brittle	systems	break	down	especially	in	
the	face	of	surprising	situations	at	the	boundaries	of	what	the	system	typically	handles.	In	
those	situations,	they	are	unable	to	accommodate	even	minor	disturbances	without	
ceasing	to	function.	Brittleness	is	a	useful	concept	because	it	can	be	easier	to	describe	and	
notice	when	systems	can	breakdown.		
Examining	the	factors	that	undermine	resilience	is	important	in	order	to	identify	the	most	
effective	measures	to	actually	enhance	resilience	and	reduce	brittleness.	This	assessment	
supports	preparedness	(e.g.,	related	to	planning	or	training)	and	the	avoidance	of	
situations	that	would	result	in	potential	harm	or	damage,	for	instance	by	anticipating	
potential	bottlenecks	in	the	response	to	a	crisis	situation.	

Associated	
challenges	

Noticing	brittleness	requires	that	actors	are	familiarized	with	the	principles	of	resilience.	It	
is	nonetheless	a	perspective	and	skill	that	can	be	learned	(see	Practice	1).	
Enhancing	resilience	requires	to	also	understand	why	things	go	right.	Noticing	brittleness	
is	a	useful	way	to	anticipate,	react	to,	and	learn	from	challenging	situations,	but	should	not	
be	the	sole	focus	of	a	resilience	assessment.	
Because	it	focuses	on	how	the	system	behaves	under	challenging	situations,	noticing	
brittleness	is	also	different	from	understanding	the	threats	or	vulnerabilities	of	the	system.	

Implementation	
across	phases	

How	brittleness	manifests,	what	can	be	noticed	
Noticing	brittleness	can	be	expressed	in	the	form	of	a	set	of	questions	that	relate	to	how	
the	system	handles	challenging	situations.	Those	questions	are	derived	from	typical	
challenges	associated	with	a	system’s	capacity	to	adapt	to	surprising	or	particularly	
demanding	situations.	Three	basic	patterns	of	adaptive	failure	described	in	RE	literature	
(decompensation,	working	at	cross	purposes,	stale	adaptation)	can	serve	as	a	basis	to	
understand	those	challenges	to	adaptation	in	crisis	situations.	
The	questions	drive	the	investigation	of	brittleness	and	can	be	applied	in	different	ways	in	
all	phases	of	crisis	management:	they	can	be	asked	directly	to	actors	operating	at	various	
levels	(see	Practice	1,	Method	2),	some	can	be	part	of	an	actual	domain	of	practice	(see	
Practice	2),	and	they	can	be	used	as	guides	for	analysis	(see	Method	1).	
	
Noticing	brittleness	includes:	
- Understanding	goal	conflicts	and	trade-offs,	such	as	competition	for	resources:	goal	
conflicts,	and	how	organizations	respond	to	the	tradeoffs	and	dilemmas	created,	are	
central	drivers	to	the	brittleness	or	resilience	of	complex	systems,	

- Investigating	how	the	system	can	fail	to	understand	or	manage	functional	
interdependencies	between	subsystems,	

- Understanding	assumptions	related	to	operational	variability	or	work-as-done,	
revealing	how	the	system	might	be	operating	riskier	than	any	party	realizes,	

- Revealing	limitations	in	learning	processes,	i.e.,	associated	with	the	model	of	safety	
underlying	investigations.	

	
What	is	needed	to	notice	brittleness	
- Select	a	method	based	on	objectives	and	resources,	
- Build	the	necessary	skills	for	those	in	charge	of	the	assessment,	both	the	skills	to	
understand	and	notice	brittleness,	and	the	skills	to	reveal	it	and	organize	discussions	
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DARWIN	  Wiki

12

Knowledge	  Management	  structure	  for	  the	  creation,	  revision,	  
adaptation,	  delivery	  and	  use	  of	  the	  guidelines:	  
http://sintef9013.com/darwin_wiki/
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Topics	  across	  projects

• Scoping,	  complementarity,	  perspectives:	  DRS-‐7	  map

• Common	  content	  (esp.	  terminology)

• Functional	  model	  for	  resilience	  management	  guidelines

• Supporting	  resilience	  management	  through	  information	  and	  
communication	  technology

14



DARWIN	  Resilience	  Management	  Guidelines
–

Upcoming	  events

15



Upcoming	  events

• DARWIN	  CoP workshop – Spring	  2017
Location	  Linkoping	  28-‐29	  April

• Resilience	  Engineering	  Association	  symposium – 26-‐29	  June	  
2017,	  Liège	  (Belgium)
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Thank	  you	  for	  your	  attention!

Practitioners	  and	  researchers	  interested	  in	  crisis	  
management	  and	  resilience	  are	  welcome	  to	  join	  DCoP

More	  information:	  http://www.h2020darwin.eu/
News:	  https://twitter.com/darwinh2020
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