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This deliverable describes the requirements foDABRWIN Resilience Management Guidelines (DRMG)
be developed within this proje@nd describes how these requirements have been determined.

An adapted requirements engineering approach was chosen to elicit requirements for resilience guidelines
within DARWIN. The requirements engineering process has been based on requirements eggireextices

from the area of systems development, as the DARWIN process of developing and evaluating guidelines has
some commonalities to a system development process.

The following three prioritised categories of requirements have been generatedinefalso used to structure
the requirements:

1. Requirements on theroduct the DARWIN Resilience Management Guidelines.
2. Requirements on thgrocess of developinge DARWIN Resilience Management Guidelines.
3. Requirements on thgrocess of evaluatindpe DARWN Resilience Management Guidelines.

The requirements were grouped according to their focus, in six categories. Requirements address form (the
design or appearanceith regardto ease of use), quality (the internal consistency or soundness, and fitness
for purpose), target (the guideline scope), processafttigitiesneeded to develop and evaluate guidelines),
concept (theconceptual basis for increased resilign@nd context (thenvironmentand settings where
guidelines will be applied).

The requirenents were derived from several external sources, previous DARWIN activities and results, as well
as DARWIN activities and results as part of the task (T1.3) that produced this delivRethl@ements were
elicitedfrom:

1 an extensive literature survey oesilience concepts, practitioner practices, definitions, needs, and
issues, (presented earlier in D1.1) of whichaspis were condensed and agrapdn in a Delphi
process (presented earlier in D1.2)

criteria for the evaluation of conceffgesenteaarlier in D1.2)

the results of a workshop where practitioner organisation experts discussed the content and practice of
developing and evaluating current guidelines, based on their experience and particularly on six
guidelines that were discussed in deta

9 lessons learned from a literature search on guidelines for writing and implementing guidelines,
reviewing 13 documents with lessons learned on guideline development.

intermediate results of an ongoing projaide scoping discussi¢and

the Description of Action (DoA)after an analysis of the contents of the DoA.

= =4

1

1
The requirements specification encompad@esequirements for the further consideration of DARWIN WP2
and WP4. Of these,

1 92requirements have been posed on the product, the ONRR#&silience Management Guidelines,
directed primarily at WP2 for development of the DRMG, but also at WP4 for evaluation of the
DRMG;

1 26requirements have been posed on the process of developing the DRMG, directed at WP2; and

1 6requirements have beenged on the process of evaluating the DRMG, directed at WP4.

This document is thereby intended as the single source of requircarethithe baseline, féhe DARWIN
Resilience Management Guidelines (DRMG), stemming from both academics and practifienerslarily,

this document is also expected to be useful for WP3 during the development of diverse representations, tools,
and tutorials.

This document may, externally to DARWIN, also be useful to practitioners and researchers involved in
developing the ®=lience of critical infrastructures, and to developers of guidelines, as a source of reference or
methodological support.

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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About the project: The DARWIN project aims to develop state of the art resilience guidelines and innovative
training modules for cris management. The guidelines, which will evolve to accommodate the changing
nature of crises, are developed for those with the responsibility of protecting population or critical services
from policy to practice.

D1.37 Practitioner and academic requirements for resilience management guidelines

The guidelines address the following hesice capabilities and key areas:

1 Capability to anticipate
1 Mapping possible interdependencies
9 Build skills to notice patterns using visualisations
1 Capability to monitor
9 Identify resilience related indicators, addressing potential for cascade
9 Establish inlicators that are used and continuously updated
1 Capability to respond and adapt (readiness to responds to the expected and the unexpected)
1 Conduct a set of pilot studies
1 Investigate successful strategies for resilient responses
1 Capability to learn and evat
1 Explore how multiple actors and stakeholders operate in rapidly changing environments
1 Enable crosslomain learning on complex events
1 Key areas: social media and crisis communication; living andagsgred guidelines; continuous
evaluation and seriogaming

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22220) under grant agreement n° 65328
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1.1 Purpose of the document

This deliverable D1.3 transforms the results of DTansolidation of resilience concepts and practices for
crisis managementWoltjer et al, 2015) and D1.2Hvaluation and selection of resilience conceptsl
approachesAdini et al, 2016) into a relevant and valid set of requirements for resilience guidelines to be
developed within this project. The requirements reflect the essential aspects to be considered in the
development and evaluation of the DARWREsilience Management Guidelines. The purpose of this
deliverable is to specify the requirements on the guidelines to be developed iD&ebpment of evolving
resilience management guidelines well as criteria for evaluation during the pilot steadire WP4 Pilots:
Demonstration and evaluatidn

Needs assessments and requirements engineering ar
major challenge in the development ofdystems is knowing/hatto build (Brooks, 1995). In ordeo specify

what to build there must be an understanding of the goal of the sysidrat needs is supposed to be met
through the systemyhya system is needed. The users and the business needs can then be transformed into
requirements of the specific sdtut (the system). The requirements specifyftimetionsand thefeatureshe

system should provide. The design of the system then addres$esittiee system is implementeadmeet

the needs and the requirements.

This deliverable aims to transform gopahctice from requirements engineering in system development onto

the development process of guidelines within the DARWIN project. In essence, the development of guidelines
in DARWIN has similarities to a system development process, although IT systenmuidetines are
conceptually rather different. The initial phases of the process to develop IT systems is fairly generic and,
thereby, could be adopted to systems generally. Elements of the structured and methodological approach that
requirements engineeg offers have therefore been used to provide a structure for specifying requirements
on theDARWIN Resilience Management Guidelirtesbe developed iteratively in Work Package (WP) 2 and
evaluated in WP4.

1.2 Intended readership

The audience of this deliverdgbare primarily the DARWIN partners active in WP2 and WP4. The
requirements in this document specify what the developers of the DARWIN guidelines in WP2 need to address
during guideline development. The requirements in this document specify what tre@gadfithe DARWIN
guidelines in WP4 need to address during guideline evaluation.

Secondarily, the audience of this deliverable includes DARWIN partners active in BBBliGg tools for
resilience management guidelijess the requirements outlined hemre expected to be useful during the
development of diverse representations, tools, and tutorials.

External to the DARWIN project, it is expected that this document may be a contribution to practitioners and
researchers involved in developing the resileof critical infrastructures, and to developers of guidelines, as
a source of reference or methodological support

1.3 Structure of this document

Chapter 2 describes background literature of requirements engineering that is then used to describe the inputs,
methods, and scope of thequirements engineering process. Chapter 3 describes the results in terms of the
requirement specification. Chapter 4 concludes the document describing its main results, interpretation of
purpose, limitations, contribution, anat@ire work

1.4 Relationship with other deliverables

Therequirements othe DARWIN Resilience Management Guidelinggsented in this documestemming
from practitiones and academs; receivel inputs from the following deliverables:

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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D1.17 Consolidationof resilience concepts and practices for crisis managemeitthis deliverable
presents a collection of needs, issues, and definitions in relation to resilience management which D1.3
has used as input to the formulation of requirements.
D1.27 Evaluation and selection of resilience concepts and approachéhis deliverable gives two
main inputs to the current deliverable :
1. A set of criteria for evaluating concepts, approaches and practices in relation to their
appropriatenesshich D1.3 has taken as inputttee formulation of requirements
2. A set of the most appropriate concepts, approaches and practices for incorporation in resilience
management guidelines, prioritized according to their level of impor{andding on D1.1)

The practitioner and academiquirements for resilience management guidelines presented in this document
provide inputs to the following deliverabléseeFigure1-1):

1

D2.17 Generic Resilience Minagement GuidelinesD1.3 requirements on the DRMG (Sectid)

and on the development of the DRMG (Sect®od to be taken into account in the development of
guidelines.

D2.27 Resilience Management Guidelines adapted to health carB1.3 requirements (Sections
3.1and3.2), to be taken into account, directly or indirectly through D2.1.

D2.371 Resilience Management Guidelines adapted to ATMD1.3 requirements (Sectioisl and
3.2), to be taken into accountyekctly or indirectly through D2.1.

D2.47 Revised Generic Resilience Management Guideline®1.3 requirements (SectioBsl and
3.2) to be considered in revision of guidelines, directly or indirectly through D2.1.

D3.2 1 Diverse representation and evolution of resilience guidelines suppoitfinal: D1.3
requirements (Sectidd) to be considered where useful.

D3.37 DARWIN Resilience management guidelines toolkitD1.3 requirements (Sectic) to be
considered where useful.

D3.471 Resilience management concepts and application tutorial®1.3 requirements (Secti@)

to be considered where useful.

D4.11 Evaluation Plan: D1.3 requirements to be considered in development of guideldie8
requirements on the DRMG (Sectidri) and on the evaluation of the DRMG (Sect) to be taken
into account in the evaluation of geithes, partially or fully, in coordination with other WP4
Deliverables.

D4.27 Initial Evaluation of the guidelines: D1.3 requirements (Sectio8sl and3.3) to be taken into
account in the evaluation of guidelines, partially or fully, in coordination with other WP4 Deliverables.
D4.37 Pilots' implementation and evaluation D1.3 requirements (Sectiosland3.3) to be taken
into account in th evaluation of guidelines, partially or fully, in coordination with other WP4
Deliverables.

D4.47 Final Guidelines Evaluation Report D1.3 requirements (Sectiosl and3.3) to be taken
into account in the evaluation of guidelines, partially or fully, directly or indirectly through other WP4
Deliverables

The research leading to these results has received funding from Horizon 2020, the European
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WP 1 WP 2 WP 3 WP 4
Survey of resilience approaches and Evolving Enabling tools Pilots:
synthesis of requirements resilience for resilience Demonstration
management management and evaluation
guidelines guidelines

D1.1 Consolidation of resilience concepts _
and practices for crisis management D2.1-4 D3.2-4 D4.1-4

l 1\ 'y ' [

D1.2 Evaluation and selection of
resilience concepts and approaches
WP 5 WP 6 WP 7
Outreach: Dissemination Project
¥ Facilitating a and exploitation management
D1.3 Practitioner and academic community of
requirements for resilience management crisis and
guidelines resilience
practitioners
Figure 1-1: Relationship between D1.3 and other deliverables in DARWIN
1.5 Acronyms and abbreviations
Table 1: List of definitions
Term Explanation
Actor Someone or something, outside the system that interacts witystieen (Dulak

& Guiney, 2003)

The environment in which a system will operate or operates (Somme
2001)

DARWIN Resilience Help or advicefor DARWIN Resilience Management Guideline users
Management Guidelingés recognise or improve resilient performance (froma¢hef i ni t i on
MerriamWebster Online Dictionary)

Context

Function A set of actions that a system performs or is degdwhich are valuable fo
the achievement of a set of goélgoltjer, 2009)

Need A condition or capability needed by a user tovech problem or achievan
objective(Hallberg, Jungert, & Pilemalm, 2014)

Process A sequence of activities designed to produce a specified output (ISO/IEC

2010

An expressiomhat specifies what systenshould accomplisfLauesen20?)

Requirement

I This is a working definition, which may be updated throughout the DARWIN project, likely as part of WP2.
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Term

Explanation

Resiliencé

The ability to resist, absorb, accommodate to and recover from the effg
disturbances and changes in a timely and efficient manner, including th
adaptation and restoration bfsic structures and functiojadapted fron
UNISDR, 2009; Hollnagel, 2011)

Solution

The description of a system or a component that realizes the deskigh,
means that it should meet both the requirements and thefidéntieeds
(Hallberg, Jungert, & Pilemalm, 2014)

Stakeholder

An individual or a grap of individuals who arefiected by, oable to afécta
system(Sommerville, 2001). This includes developers, users, and actors

Statement

An expression that contains information relevant to the developofighte
system, which may consist of probledescriptions and ideas for futu
solutions(Blanchard, 2008)

System

A collection of components organized to accomplisheii ¢ function or a se
of functions (ISO/IEC/IEEE 2010. Here, the DARWIN Resilienc
Management Guidelines may be regarded asyistem to be developed.

User

An individual or a group of individuals that intentionally operate or inte
with the systentlEEE, 1998)

Validation

The activity to cofirm that the intended usage has beefilledl by the
requirementsthe design, athe system (ISO/IEC, 2007)

Verification

The activity to cofirm that the spefiied requirements have begdfilled by
an objective relew of the design or system (ISO/IEC, 2007)

Table 2: List of acronyms and abbreviations

Acronym/abbreviation | Explanation

AGREE Appraisal of Guidelinefor Research and Evaluation
ANAS Italian Motorway Provider

ATM Air Traffic Management

CEN the European Committee for Standardization
CENLEG the European Committee for Electrotechni8andardization
DG Directorate General

DoA Description of Action

DoA-A Description of ActionPart A

DoA-B Description of ActionPart B

DR DARWIN Requirements

2 This is a working definition, based on the Dd&finition and a common definition in Resilience Engineering. As a

working definition it may be updated throughout the DARWIN project, likely as part of WP2.
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Acronym/abbreviation | Explanation

DRMG DARWIN Resilience Management Guidelines

ECHO The European Commission's Humanitarighid and Civil Protection
department

ENAC Italian Civil Aviation Authority

ENI Italian Energy National Agency

ERPs Emergency Response Procedures

EU European Union

GfG Guidelines for Guidelines

G-I-N Guidelines International Health Work

IASC Inter-Agency Standing Committee

ID Identifier

NHMRC National Health and Medical Research Council

RAI Italian National TV Company

TMP Trainingand MaintenancPackagdof the DRMG)

URL Uniform Resource Locator

WHO World Health Organization

WP Work Package

WS Workshop(in this document mainly referring to the Guidelines Practitig
Workshop held as part of T1.3)
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2. O1ANRdzy R YR YSuK2RayY wSldzA NBYS
A modified requirementengineering approach was chosen to elicit requirements for resilience guidelines
within DARWIN. Requirements engineering is a subset of the systems engineering domain and includes the
process of defining, documenting and maintaining requirements. In systegneering one of the most
challenging aspects is determining what system to build in terms of features and functionality. In order to build

a system of any kind the developer has to deter mi
or other affected actors) and transform those needs into requirements that can be used to build the system
(Arthur, 1993. In relation to guidelines for resilience management, the main issues are the same: What
guideline to develop and how does it respanthe needs of the intended users of the guideline.

This section describes the inputs to the requirements developed in T1.3, as well as the overall approach to data
collection and analysis within the task in order to elicit requirements based on user need

2.1 Inputs to the requirements

The work conducted in the task T1.BRequirements for guidelines from practitioner and academic
perspectivesleading up to this deliverable is based on previous work conducted in WP1 of DARWIN, partly
documented in deliveradd D1.1 and D1.2, as well as data collection and analysis carried out during T1.3 in
order to elicit requirements on resilience guideliégure 2-1 gives a brief werview of the main inputs to

the requirements elicitation process:

1 D1.1 literature review describes a list of needs and issues related to resilience, as well as definitions
of resilience. The method of transforming these into requirements is descridection2.3.1

1 D1.2 whereD1.1 concepts were condensed and agugash in a Delphi proces®sulted in 51
concepts to be included into the requirements. The methivdnsforming these into requirements is
described in SectioR.3.1

1 D1.2identified five criteria for the evaluation of concepthie method of transforming these into
requirements is described in Sectihf.1

1 T1.3 conducted workshop where practitioner organisation experts discussedrtemtand practice
of developing and evaluating current guidelines, based on their experience and particularly on six
guidelines that were discussed in detéite method of the workshop and of transforming these into
requirements is described in Sectihf.2

9 T1.3 identifiedlessons learned from a literature search on guidelines for writing and implementing
guidelines, reviewing 13 documents with lessons learneguateline developmentThe method of
the literature search and of transforming these into requirements is described inZagction

1 The DARWIN project as a whelis conducting arongoing projectvide scoping discussion
Intermediate results of a have been transformed into requirerasrdsscribed in Secti@3.5

1 T1.3 has derivedequirements from the Description of Action (DoA) after an analysis of the contents
of the DoA
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DoA Basic requirements and scope D1.1 Literature review D1.2 Criteria generation and concepts
+ Domain independence . extraction and condensation from D1.1,
« Applicability * Needs followed by consensus-seeking
: i'?aliillc'ta\;’é" . Ezkfjii?tions * 51 concepts to be included
« Air traffic management . * Based on the Delphi process

* 5 criteria for the guidelines:
[ ] * Evidence-based
T1.3 Practitioner workshop « Generalizible
T1.3 Literature review * Needsrelatedto * Flexible
current guidelines * Compatible
* Guidelines for guidelines * Lessons on evaluation * Usable
DARWIN discussion l | | l

* Stakeholderscope | | D1.3 Practitioner and academic requirements for resilience management guidelines

Figure 2-1: Overview ofther equi r ement sd i nput s

2.2 Scope of output requirements

Figure 2-2 illustrates the purpose and function of this deliverable D1.3 in relation to WP2, WP4, and the
DARWIN Resilience Management Guidelines. D1.3 poses reqaitssmon WP2 which is thprocess of
developinghe DARWIN Resilience Management Guidelines, on WP4 which ipriteess of demonstrating

and evaluatinghe DARWIN Resilience Management Guidelines, as well as on the DARWIN Resilience
Management Guidelineeémselves (thproductof WP2 and WP4 and indirectly the other DARWIN WPs).

Note that requirements related to the later use of the guidelines by practitioners have also been elicited during
the data collection. These requirements that concern the prddagsdamenting, evolving, maintaining and
applying the implemented DARWIN Resilience Management Guidelines is outside of the scope that D1.3 can
pose requirements on, so that these aspects have been formulated as requirements on WP2, WP4, or the
DARWIN Reslience Management Guidelines. This means that D1.3 only poses requirements on processes
and products of the DARWIN project, but that these requirements also have implications on the further life of
the DARWIN Resilience Management Guidelines after thgept@nd date
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D1.3 Practitioner and academic
requirements for resilience management

guidelines
requirements on requirements on
WP 2
Evolvin WP 4
resiliencge i Pilots:
requirements on Demonstration
management .
o and evaluation
guidelines
A generic =X- applied ‘/'
develops DARWIN evaluates
w4 Resilience |~
Management

Guidelines

Scope of DARWIN

practitioners implement
+

Implemented
Resilience
Management
Guidelines

Figure 2-2: The targets of D1.3 requirements

The posing of requirements on the DARWIN project processes and products has been prioritised to, where
possible, firstly theproduct i.e. the DRIG, and secondly therocessesprimarily in the earlier phases of the
project. Thus, the following three prioritised categories of requirements have been generated, which are also
used in Chaptes to structure the requirements:

1. Requirements on theroduct the DARWIN Resilience Management Guidelines (WP2 and WP4).
2. Requirements on theocess of developinthe DARWIN Resilience Management Guidelines (WP2).
3. Requirements on thgrocess of evaluatintpe DARWIN Resilience Management Guidelines (WP4).

2.3 Process of Requirements Engineering

Hallberg, Timpka and Eriksson (1999) point out that one of the major challenges in the development of systems
is identifying the real needs of stakeholders. These needs are the basis for formulating relevant requirements
for systems, or as in this case, relevant and applicable guidelines. In order to specify requirements for the
DARWIN resilience guidelines, a requirements engimgeapproach was used, based on the concept of
guality driven requirements engineering (Hallberg, Pilemalm & Timpka, 2012). This meant that where
possible, needs were identified from the data before generating requirements. This was done for thepractitio
workshop and the needs identified in D1.1. The other inputs proceeded directly into requirements.

Requirements addregerm (the design or appearancwith regardto ease of use)quality (the internal
consistency or soundness, and fitness for purptasggt(the guideline scopeprocesqtheactivitiesneeded
to develop and evaluate guidelines)ncept(the conceptual basis for increased resilignemdcontext(the
environmeni&nd settings where guidelines will be applied).

As illustrated inFigure 2-3, all inputs could in principle address all categories of requirements, with the
following exceptions: The only two inputs to tbenceptrequirements were the D1.2 evaluation of concepts
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using a consensus approach involving academics and practitioners to agree on the concepts to be developed
and the DARWIN Description of Action (DoA). The DARWIN scoping discussion concentrated only on the
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targetof the DRMG.

DoA Basic requirements and scope

* Domain independence
* Applicability

* Scalability, ...

* Health care

* Air traffic management

D1.1 Literature review

* Needs
* Issues
+ Definitions

T1.3 Literature review

* Guidelines for guidelines |

T1.3 Practitioner workshop

* Statements on guidelines
* Statements on evaluation

DARWIN discussion

* Stakeholder scope

D1.2 Evaluation of concepts

* 51 concepts to be included

* 5 criteria for the guidelines

~ 7/

Target | ‘ Process ‘ |

‘ Form ‘ ‘ Quality ‘ | Concept ‘ | Context

Requirementsin 6 different categories

Figure 2-3: Link between inputs to requirements and requirement categories

2.3.1 Transformation of earlier documentation

Some of the characteristics of the DARWIN Resilience Management l(Begl@vere already defined in the
Description of Action (DoA)D1.1 (Consolidation of resilience concepts and practices for crisis management
Woltjer et al, 2015), and D1.2Hvaluation and selection of resilience concepts and approagldas et al,
2016).

The DoA was analysed for these characteristics and transformed into requirements. The results are documented
in Chapter 3 of this report with the reference fD:
and ISS.

D1.1 describes conceptgpmoaches and practices, which were summarized into D1.2 and subjected to a
Delphi consensuseeking process. These parts of D1.1 were thus not further addressed in the requirements
elicitation as part of the work towards this deliverable, but transfoimtedrequirements from D1.2 as
described in the next paragraph. The definitions of resilience and the needs and issues related to resilience,
were not transformed in D1.2 and therefore transformed into requirements for this deliverable (D1.3). The
aspectsof the resilience definitions from D1.1 section 2.3.2.6 were transformed into requirements. The
categories of needs and issues identified in D1.1 sections 2.3.4.1 and 2.3.4.2 respectively were transformed
into requirementd his transformation was condudtby FOI.

D1.2 describes concepts, approaches and practices that were consensually agreed by over 80% of content
experts for incorporation in the requirements for resilience management guidelines, as well as their level of
importance (essential, importamtsomewhat important). The consensus was reached using a modified Delphi
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process in which two cycles of iterations were conducted. The final concepts, approaches and practices that
were agreed upon were documented in D1.2 AppeBdikhese concepts, agaches and practices were
imported from D1.2Appendix B including their level of importance, and were transformed into concept
requirements based on the conventions (characteristics) that are described in this document, with the reference
AiD1. 2 CamctheirpD reférence as used in D1.2. This was conducted mainly by BGU, with support
from FOI. Note that the requirements derived from the D1.2 Concepts are the only requirements that include
a level of importance, as these were the only requirementshich WP1 could generate this information
empirically.

D1.371 Practitioner and academic requirements for resilience management guidelines

D1.2 also specified 5 criteria for the concepts of the guidelines that were established through a nominal group
technique. These criteria could not be applied in detail during the Delphi procesgplmation see D1.2)

and therefore were transformed into requirements on the guidelines for this Deliverable D1.3. This was
conducted by FOI.

2.3.2 Guidelines practitioner workshop

This section describes the practitioner workshop held in order to elicitaggéraments regarding resilience
guidelines within the scope of DARWIN. In order to elicit relevant requirements for the guidelines these
requirements should be based on the needs of the intended users of the guidelines. Thus there is a need tc
extract reévant user needs from crisis and resilience management practitioners. There are several ways of
extracting user needs, many of them qualitative, for instance: surveys, interviews, and ethnogtdphic f
studies. Carey1094) mentiondocus groupsas an especially appropriate method for needs assessment,
development or refinement of instruments and to assess cultural appropriateness, particularly in the health care
domai n. Focus groups are a met hod uisns,expdriencesantd | e ct
attitudes towards for instance products, services or ideas (Krueger, 1988). A general definition of a focus group

i s a -stfustweth group session, moderated by a group leader, held in an informal setting with the purpose
ofcolled i ng information on a designated topicodo (Carey
allows for a more natural setting, and the ability for the participants to interact with each other may result in
more informative data than data cotkest by other methods (Ibid.).

In order to extract information relevant to the requirements process for resilience guidelines within the
DARWIN scope, a workshop was organised by FOI, ISS, ENAV, and BGU, at ISS premises in Rome, Italy,
usingfocus groupss the main method of data collection. The scope of the workshop was limited to the two
example domains of DARWIN: health care and air traffic management. The workshop was preceded by a
search for example guidelines, described in Se&idrR

The main purpose of the workshop sM® elicit user requirements regarding resilience guidelines within the
scoe of DARWIN, i.e., requirements that will facilitate the devehgmt of guidelines for resilience
management that will be applicable across both domains and geographical/cultural contexts. In order to elicit
requirements based on practitioner needs, the workshop focused on lessons learned by subject matter experts
from experiences with existing guidelines.

The workshop participants were representatives of the two target domains of DARWIN: health care and air
traffic managementourparticipants from ISS with background both as first responders and paicgrs,
andfour participantfrom ENAV with managerial and operational experience as air traffic controllers.

The patrticipants were asked to prepare for the workshop by selecting guidelines from their organisation or
domain that they have previous experience with.uBameously, as additional optional discussion material,

the DARWIN team (ISS and ENAYV, supported by BGU and FOI), identified a number of guidelines from the
health care and air traffic control domains. These guidelines (i.e., the guidelines that wesedisitiring the
workshop, as well as the additional guidelines not discussed) are presented in ABpeaxisixfor further
reference and inspiration in DARWIN WP2

The workshop was organised in three sessions of focus group discussions with different topics for each session.
There are different ways of implementing focus groups, and for the purpose of the workshop described in this
section a dual moderator focus goowas used, in where one moderator was responsible for the overall
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discussion and steering of questions, while a second moderator ensured all intended topics were covered. The
second moderator also had the role of note taking in order to document wisaiiadvasring the focus group
sessions.

D1.371 Practitioner and academic requirements for resilience management guidelines

The aim of the first and second session was to discuss the guidelines the participants had brought to the
workshop, in terms of scope, target audience, use, and application, by referring to their own experience and
that of their colleagues or their professional community. The first and second sessions mainly focused on issues
related to the guideline, its application, aodaracteristics of the guidelinghat make it particularly
usable/useful or difficult to implement follow.

The first two sessions were conducted in two separate groups, one with the health care participants, and one
with the air traffic control (ATM) participants, each group focusing on their guidelines. After each session, a
joint discussion segsi with health care and ATM participants together was carried out. Each group presented
the results of their discussions and discussed commonalities and differences between the domains and what
lessons could be learned for DARWIN.

The third session fossed on the development, introduction and evaluation of guidelines. This session was
performed jointly with two participants from ENAV (ATM) and four participants from ISS (health care) in
one focus group with a total of six participants, without a precesiblit session.

AppendixD gives an overview of the workshop schedule.
The discussion questions that the participants addressed were the following:
Session 1rd 2 (for each of the selected guidelines) during Day 1.:
T Describe the guideline in terms of scope, target audience, use and application.
T What characteristics of the guideline make it particularly usable/useful?
i Think of type of contents, formulation, fortng &
T What characteristics of the guideline make it difficult to implement/follow/use?
i Think of type of content s, formul ati on, f or
Session 3 during Day 2:
i Describe how guidelines are typically developed in your domain?

T If you were to introduce thguideline you discussed on Day 1 into operations that have not worked
with it before, what would be your recommendations for their introduction?

T What characteristics should hi¢gwvel general guidelines have so that they are useful in generating
specificlocal guidelines?

I What recommendations generally would you give us for development, evaluation and introduction of
new guidelines?

The workshop as a whole was moderated by the task leader for T1.3 (FOI). Each session was moderated by
one participant fromhie DARWIN T1.3 workshop team and two other members of the team were responsible
for taking notes and facilitating discussions when needed. Thus, notes were coordinated between two to three
notetakers and moderators for each session. The moderators otakets in the split sessions were
responsible for giving a short summary of the discussions during the joint sessions. The workshop was carried
out in English.

For each session the moderator introduced the topic of discussion and explained the itrigsidesl &f the

session. Each question asked by the moderator was followed by reflection time where each participant
individually noted down responses before a firoun
participant the opportunitytoelar at e and prepare fargumentso relat:
group discussion was held.
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The data collected in the practitioner workshop was qualitative in nature and consisted of both notes and
transcripts from the group discussionsaswedl of t he moderatorsdé reflectic

D1.37 Practitioner and academic requirements for resilience management guidelines

According to the qualitglriven requirements engineering approach described in the beginning of 2ektion

the following four-step approach was used: Data collection, data analysis (including identifying practitioner
needs based on statements in the data), transformation of statements into needs, and finally collation of needs
into requirements for guidelines orsileence managemengigure2-4).

— atements into need — 0 requ ts
I * Pracitioner workshop l- Identification of “_ Grouping of ' « Writing of

statements from statements into requirements based
practitioners themes on needs

¢ Analysis of needs
expressed through
statements

Figure 2-4: Quality -driven requirements engineering approach

The data collection as done in a workshop with practitioners discussing their current guidelines and their
evaluation. The data analysis consisted of an identification of statements from practitioners as expressed during
the workshop. The transformation of statements intasieensisted of grouping of statements into themes,

and analysis of these statements and themes into needs. The final step in the specification process consisted o
the writing of requirements elicited through analysis of the needs. To illustrate thisgii@ble3 provides

an example of the transformation from statement to needs to requirements (before refinement, i.e., merging
with other requirements, taking outlicates, merging similar requirements, and iterating on categories and
formulations).

Table 3: Example of the transformation from statement to needs to requirements (before refinement)

Statements (from workshop) Needs Target Context
requirements requirements
(initial before (initial before
refinement) refinement)

Contingency plan brings together guideling A need to know | The DRMG shall take | The GL shall state th
the relationship to| into consideration othe| relationship to other

Guidelines need to be developed in other guidelines | guidelines used within | related guidelines
accordance within a framework. the target domain.
The GL shall be
We need to create a framework with many The DRMG shall take | developed with
guidelines hhat fit together. into consideration othe| compatibility to
guidelinesused by the | current guidelines in
Guidelines can be vertical or horizontal. target users. mind.

2.3.3 Example guidelines from D1.1

As preparation for T1.3 generally, and for further rafeeeby WP2, example guidelines were extracted from

the D1.1 literature review and its associated database, by(r@fall, a total of 30 practitioner guidelines

were found from a total of 76 references identified as containing examples of guidelireBinltdatabase.

The search process for example of guidelwas in principle performed in four steps. First, a systematic
review of relevant selected sections in the D1.1. Second, searches for keywords in the D1.1 database were
performed. Third, a gendnaeview of all questions in the D1.1 datab&seall references with TRL level8

was performed. Fourth, a general search for all review of all questions in the D1.1 dfmiaiedise=nces that

in the review were classified as having TRL levé. &ifth, searching in the D1.1 databapeeadsheet for all
references that were cited by the reviewed references, i.e. in principle snowballing.
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In the first stage of review of relevant sections in the DARWIN report 24 references were identified. This stage
can be divided in four steps:

D1.371 Practitioner and academic requirements for resilience management guidelines

1. Review of the SectioB.3.4.3 Solutions and practice8. Collaboration For references mentioned
in this section this was followed up by a review of the mentioning of guidelines (in question 18) in
the D1.1 database. By tlpsocedure 2 references were identified.

2. Review of the SectioB.3.4.3 Solutions and practicek Planning For references mentioned in this
section this was followed up by a review of further references identifiech{lml snowballing) in
the D1.1 dathase. By this procedure 6 references were identified.

3. Review of Sectior2.3.4.3 Solutions and practicek Planningi PracticesFor references mentioned
in this section this was followed up by a review of the mentioning of guidelines (in question 18) in
the D1.1 database. Also, for references mentioned in this section with TRL-@wzet)8neral
review of their entry in the D1.1 database was made. By this procedure 14 references were
identified.

4. Review of section 2.3.3.3 Model®. Practices anduidelines For references mentioned in this
section this was followed up by a general review of the classifications in the T1.1 analysis
spreadsheet for all questions. By this procedure 2 references were identified.

In the second stage of searchingfoykgor ds (fAgui do, Arecommendo, dAdire
and variants of fAchecklistodo) in the D1.1 database

In the third stage of general review of all questions in the D1.1 database for references cleshidieidg
TRL level 89 no further references were identified.

In the fourth stage of searching in the D1.1 database for all references that were cited by the reviewed
references (in principal snowballing) 15 references were identified.

Of these references identified, only practitioner guidelines were retained (academic literature was not
included). A total of 30 practitioner guidelines were included in Appeixor further reference and
inspiration in DARWIN WP2

2.3.4 Literature review on guidelines for guidelines

A |literature review was performed around Ovenah, t hen
13 Guidelines for Guidelind&fG) were retained from a total of 37 references that were identified as relevant.
The search process was performed in four steps. Firstly 10 relevant references were idengifiszhimgsor
publications that contain guidelines for guidelines wasoperd in Scopusa bibliographic database for
academic literature that covers nearly 22,000 titles from 5,000 publishers. Search terms resulting in relevant
articles but t hat were not too broad i nabdracisd e d:
containing Agui delainmMesarftarc!| gwi dellcilruedlsihg fAgui del ir
fields. Secondly, 19 relevant references were identified by snowballing, i.e. identification of relevant
references that were quoted &farences identified as relevant in the publications identified by the search in
Scopus. Thirdly, three relevant references were identified by suggestions in Scopus of related references.
Fourthly, five relevant references were identified by searchingoivg®@ and Google Scholar in an effort to

find some of the publications on the web.

All of these 37 found GfGs were read for relevance, 26 were analysed by classifying the guidelines provided
into the six requirement categories used in the requirementisaon of ChapteB. These 26 analysed GfGs

still generated a too large amount of guidelines to be able to transform into requirements. Therefore 13 of these
GfGs were selected as especially relevant to DARWIN by its definition of scope from the DoA, being more
up to date than some of the other guidelines, or containing little overlap with the other guidelines, so that a
relevant yet diverse set of guidelines wasisformed into requirements.
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The references in the requirement specification of Ch&xteo nt ai ns t he source AGf G¢
ID. A short descriptiorof the GfGs is provided in Appendik, with a reference to the full bibliographical
reference in the References in Secton
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2.3.5 DARWIN scoping discussion

A DARWIN scoping discussion led by the DARWIN technical coordinator SINTEF took place partly in
concurrence to the task that developed this deliverable. The discussagdst(ahk representative from each
DARWIN partner) concluded that it would be appropriate to document some of the results of the ongoing
discussion in this deliverable D1.3. The results of this discussed until the end of February have therefore been
takennt o t he requirements specification, marked wit|

2.3.6 Requirements formulation

Requirements are a means to convey an ideamk sort of final product. In this respect, it is important to
follow certain conventions regarding stture and syntax. The aim of these conventions is to increase the
communicational value, decrease uncertainty and ambiguity, while at the same time avoiding to constrain the
solution space unnecessarily.particularway of formulating requirements agecording to a style named
opentarget requirementgLauesen, 2002)These can be used when the need of compliance to a certain
requirements flexible or can be achieved warying degree. This flexibility applies in a similar fashion to the
requirement spéfication presented here, and thereby the DARWIN project.

The requirement specification in this document has been written aimathere to the following principles,
to the highest extent practicable, considering that the subjects of the requirementsess and product of
DARWIN guidelines, (based on work by Hansson, Granlund and Hallberg, 2011).

1 Form Expressing requirements with a consistent syntax and limited set of variations aids the
verification of requirements as well as the readability.

1 Not compositeComposite requirements are easily distinguished since they often include lists, bullet
points or the words fianddo and fAor 6. TlHdifficubr obl e
to verify during a verification phase.

1 Specific The requirements will often be read standaloneentities and therefor need to be self
contained. Enough information shall be included, but without being overly verbose. Thisthaan
the requirements shall be understandable and readadte iofthemséves

1 NonambiguousSince the purpose of requirements is to be a verifiable means of communication it is
centralto avoidambiguous phrases or words, glgrge, or to great extentOne way of reducing
ambiguity is to use a limited set of defined keyvetr when phrasing the req
guideline shaladdres¢ 6 or A The gantaidé&l i ne shall

9 Verifiable: Since the requirements are used to guide development as eedilaationjt is important
that it is possible to verify i requiremenis fulfilled or not. This implies that the requirement must
not be ambiguous, but also that a measuremean argumentatioof requirement fulfillmenneed
to be able to be operatiorsdd. It should be noted however, that the specification of vatifio
criteria for the requirements at this early stage of the project would require extensive research and
development of indicators or other measurements, due to the diversity of the requirements and the
scope of DARWIN. Furthermore, tlohoice ofargumetation and/or indicators or metrics, qualitative
or quantitativedepends on the eventual details and context of davelop(such as the solution(s) on
the form of the guidelines) and evaluation (such as the solutions developed for the pilot studies), no
yet known at this stage. Therefore it is not feasible to develop such verification criteria for each
requirement in this document. Rather, this requirement specification recommends the documentation
of requirement fulfilment by the developers and evaltsgabf the DRMG (i.e., WP2 and WP4). The
requirement specification presented here thereby appliesalsdopen metriapproach (Lauesen,

2002), where the recipients of the requirements are in the best position to specify verification criteria.

1 Termindogy: To comply with the aim of aiding communication there is a need to include definitions
of certain concepts and use these in the requirements.
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1 Solutiorrindependent: The aim of requirements is not to communicate a certain solution, but rather to
commuricate the frames that solutions need to be confined to. The requirements shall wkptess
the solution would accomplish, neow.

1 Traceable: To be able to express the design rationale behind certain requirements and prioritise them
it is greatly helpful to have traceability between each requiremertharsburce of itsrigin. This is
important in order to verify and promote requments towards stakeholders. It may also be important
with traceability between different versions of a requirement or set of requirements.

D1.37 Practitioner and academic requirements for resilience management guidelines
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3wSadzZ GaY wSIldANBYSyGa
The role of requirements in development processes is a formalized way of documentingeteaagyition
of a development endeavour. The set of requirements are collecteedguniment specificatiqrpresented

in this chapter, that should be a basis for finding common ground between different DARWIN stakeholders
and aid the building of mutuihowledge and assumptions.

In the DARWIN project the aim of the requirements is to aid the development and evaluation of the DARWIN
Resilience Management Guidelines (DRMG). It is acknowledged within the DARWIN project that the
complete set of requirementsight be difficult to achieve, but rather state a sowtar ideal or set of
expectations. It is also acknowledged that in the case of DARWIN, the specification of requirements,
development and evaluation is an iterative process. As such, it is nqiazsiple, but even expected, that
during the project, in WP2 and WP4, some of the initially stated requirements (in this D1.3 as well as indirectly
from the DoA) are found to be conflicting, unrealistic or unachievable. To sustain the common ground betwee
involved stakeholders within DARWIN, such findings regarding the main requirements (below) should be
acknowledged, discussed, and documented (as part of the deliverables of WP2 and WP4).

As described in SectioB.2, the requirements on the DARWIN project processes and products have been
prioritised to, where possible, firstly pose requirements on the product, i.e. the DRMG, and secondly on the
processesprimarily in the earlier phases of the project. Thus, the following three prioritised categories of
requirements have been generated, which are directed at WP2 and WP4. These categories of requirements alsc
define the structure and order of the sectimirthis chapter.

1. Requirements on throduct the DARWIN Resilience Management Guidelines, directed primarily at
WP2 to take into account during the development of the DRMIGalsadirected at WP4 to take into
account during verification and validatiohtbe requirements as part of the evaluation of the DRMG.

2. Requirements on therocess of developinthe DARWIN Resilience Management Guidelines,
directed at WP2.

3. Requirements on theocess of evaluatintpe DARWIN Resilience Management Guidelines, dirgcte
at WP4.

Note that the requirement specification specifies requirements directed at WP2 amhlyRdllowing the
DARWIN DoA. This means however that WP2 and WP4 may (need to) interact with other work packages,
i.e., the results of WP1 (e.g., the survel resilience approaches), and the (ongoing) activities and
(intermediate) results of WP3 (e.g., regarding tools), WP5 (e.g., regarding stakeholders), WP6 (e.g., regarding
training and dissemination), in order to fulfil the requirements posed here.

The equirementgpresented iTable4 to Table27) have been categorized into six categories:

a. Formrequirementsyhich relate to the design or appearance of the DARWIN Resilience Management
Guidelines, primarily with regardto ease of use.

b. Quality requirementsyhich relate to the internal and external quality of the DARWIN Resilience
Management Guidelirse Here internal quality refers to aspeat$ the guidelines related to their
internal consistency or soundneExternal quality referbere to aspect®f the guidelineselated to
theirfitnessfor the purposeof their (DARWIN-external) implementation and application.

c. Targetrequirementswhich specify the targeted scopd the DARWIN Resilience Management
Guidelines, e.grelated to domairstakeholders angpes of crise.

d. Processrequirementsyhich relate to theactivities needed to develop and evalutte DARWIN
Resilience Management Guidelfme

e. Conceptrequirementsyhich relate to the conceptual basis for increased resiliémtesuggested
interventiongproposed irthe DARWIN Resilience Management Guidebivell be based onThese
requirements are mainly based on the dedicated modified Delphi process resulting in the importance
graded list of concepts of D1.2, as explained in Seci®.1 but have been complemented by
requirements from the DoA.
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f. Contextrequirementswhichrelate to the environmeand setting which the DARWIN Resilience

D1.37 Practitioner and academic requirements for resilience management guidelines

Management Guidelines will bmplemented andppliedby practitioner organisations.

The following attributes have been used in the requirement specification:

1 ReqglID: The requirement identifier, specified for each main remuént. For the first of the three
letters G stands for Guideline requirement, D for Development, and E for Evaluation. The second letter
is always an R for Requirement. For the third letter F stands for Form requirement, Q for Quality, T
for Target, P forProcess, C for Concept, and X for conteXt. The three letters are followed by an
ncreasing counter 01, 02, é
1 Requirement: The actual requirement. The requirements are formulated in a way so that they can be
validated flexibly against specific guidelinespat of the DRMG, sets of guidelines as part of the
DRMG, or the entire DRMG as a whole, as well as against generic or applied versions of the DRMG.
0 Requirements in bolthced text are the main requirements presented in the requirement

specification (cdected in Appendix E to facilitate traceability of their fulfilment)

0 Requirements in nehold-faced text and without RedgD ma y

requirement.

be seen as
reqguirementso of the requi remaeaduggastedoteo | d
detaikd specifications of the main requirement but there may be other ways to achieve the
main requirements or they may not all be necessary to addresder to fulfil the main

1 Source: Where the requirement origingfes explanations see Seatis 2.1 and2.3):

0 WS: Guideline practitioner workshop (WS), conductegbart of T1.3.
0 DoA: Description of Action (DoA), part A (Do) or part B (DoAB), with page number(s).
0 GfG ID(s): Guideline for Guideline (GfG) literature reference number ID, as numbered by ID

in AppendixA, conducted as part of T1.3
0 References to parts of DARWIN D1.1 and D1.2.
0 Scoping Decision from the DARWIN scoping discussion.

3.1 Requiremenson the DRMG
This section specifies requirements on the DARWIN Resilience Management Guidelines (DRMG).

These requirements are directed at:

1 WP2, to take into account during the development of the DRMWG,
1 WP4, to take into account during the evaluation of the DRMG.

3.1.1 Formrequirements
Table 4: Form requirements on the guidelines (GRF)

RegID Requirement Source
GRF01 | The DRMG should be presented in a form that is understandable for the WS; GfG 01, 17, 32,
target users 34,37; DoAB p. 26,
p.28 D1.2 Criteria
The DRMG shoulde written in English with limited scientific terminology WS
The DRMG shouldise easily understood English WS; GfG 01, 17,44
The DRMG shouldise standardized terminology for the target domain WS; GIG 01, 25, 44
The DRMG shoul@onsider language and terminolaggarding interactions WS
between stakeholders
The DRMG shouldise illustrations to ease understanding WS; GIG 34
GRF02 | The DRMG should be conciséy written WS; GfG16, 25,27,
29,34
GRF03 | The DRMG should support that the content can be rapidly accessed WS; GfG01, 23;
DoA-B p.3,p.5
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real-time managementof emergencies

Reqg-I1D Requirement Source
The DRMG shouldavoid requiring the users to read referred material GfG 01,8
The DRMG shouldvhen possible be modular (i.e. contain statmhe parts) to | WS
allow users to focus only on the relevant parts for the situation at hand
The DRMG shouldise illustrations to ease memorability WS; GIG 34
GRF04 | The DRMG should be useableas a practical guide WS; GfG 01, 23;
DoA-B p.10, p.24
GRF05 | The DRMG shauld be presented in a way that takes the target users' contex] WS, D1.2 Criteria
into account
GRF06 | The DRMG should present alternative means to the ends it recommends to | WS; GfG 16, 27,
achieve D1.2 Criteria
GRFO07 | The DRMG shouldincorporate innovative uses of social media techniques i DOA-B p. 26, DoA

Ap. 13

3.1.2 Quality requirements
Table 5: Quality requirements on the guidelines (GRQ)

Reqg1D Requirement Source
GRQO1 | The DRMG should include an explanation of the purpose of the guideline | WS; GfG01, 08, 16,
17,27,29,32,34,37
GRQ02 | The DRMG should includedefinitions and explanations of terms. WS; GfG34; D1.1
Needs; DoAB p.24,
p.25, p.36
GRQO03 | The DRMG should indude examples or case studies thallustrate WS; DoAB, p.10
application of the DRMG
GRQ04 | The DRMG should specify the strength of recommendation WS; GfG01, 08, 17,
23,27,28,29,32,37
GRQO05 | The DRMG should includereferences to addiional sources of information WS
The DRMG should includeeferences to relevant laws and regulations WS
GRQ06 | The DRMG should specify its relation tothe EU Risk Assessment and DoA-B p. 10
Mapping Guidelines for Disaster Management
GRQ07 | The DRMG should beevidencebased D1.2 Criteria; GfG
01,08, 16,17,23,25,
27,28,29,32,34,37,
44; DoAB p.6,p.24
The DRMG shouldpecify explicit reference to evidence WS; GfGO01, 08, 16,
27,28,29,32,37
GRQ08 | The DRMG should contain a training and maintenancepackage (IMP) that | WS; GfGO08, 29, 32,
facilitates the introduction of the DRMG 44; DoAB p.5, p.25
The DRMG TMP shouldinclude educational material WS
The DRMG TMP shouldinclude educational documentation to support trainen WS
The DRMG TMP should prescriberaining in realistic settings WS
The DRMG TMP shouldencouragéhe participation of actual (not simulated) | WS
professionals realistically representing stakeholdatstheir interactions
GRQ09 | The DRMG TMP should contain a plan how theDRMG should be updated | GfG 01, 16,23,27,
32,34,37; DoOAB p.
3, p-5,p.7,p.-24, p.
25,p.27
The DRMG TMP shouldprovide a timetablefrequency, process and criteria fol GfG 17, 23
updating the DRMG after the DARWIN project ends
GRQ10 | The DRMG TMP shouldinclude a plan for wide dissemination amonaisers | WS, GfG 08, 29
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3.1.3 Targetrequirements
Table 6: Target requirements on the guidelines (GRT)

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg1D Requirement Source
GRT-01 | The DRMG should specifythe targeted scope GfG 01, 17,23, 25,
27,28,32,34,44
The DRMG shouldpecify the targeted geographical scope WS; GfG01, 25
The DRMG shouldpecify the targeted user scope WS; GfG01, 08, 16,
25,32,34
The DRMG shouldpecify the targeted tinezale scope WS
The DRMG shouldpecify the targeted scope of crisis WS; GfG16
The DRMG shouldpecify the targeted phases of a crisis WS
GRT-02 | The DRMG shouldinclude use of social media by emergency authorities, | DoA-B p. 3, p. 2223
first responders and the public agoart of resilience management.
GRT-03 | The DRMG should address specifiaisers WS; GfGO01, 08,
DoA-B p.4
The DRMG shouldarget users of different levels of expertise WS
GRT-04 | The DRMG target users are policymaking (European, national, regional, Scoping Deision 01;
organisational), managerial, and operational roles, at infrastructure DoA-B p. 3, 2445,
operators, service providers and related stakeholders, who have 98 WS
responsibility for critical infrastructures that might be affected by a crisis, as
well as the public(community members, municipalities, voluntary services,
and other recognised services and legal entities that can act by mandate) ar
media (regarding communication to general public during response, use of
social media, and mass communication)
The DRMG shouldonsider interactions between critical infrastructures DoA-B p. 8
GRT-05 | The DRMG should be adapted to specific domains (health care and ATM), | DoA-A p. 1314;
including guidelines for its application DoA-Bp.5, 6,12
GRT-06 | The DRMG should be applicable to generic king of crises WS

The DRMG should support thesponse tbothexpected and unexpected crise

DoA-Bp.3,7,24

The DRMG should support thesponsao bothmanmade ad natural crises DoA-B p. 3
3.1.4 Procesgequirements
Table 7: Process requirements on the guidelines (GRP)
Reqg1D Requirement Source
GRPO1 | The DRMG should contain a description of theD R M G dlesrelopment WS; GfG08, 16,17,
process 23,27,28,29,37
GRP02 | The DRMG should contain a description of theD R M G @waluation process | WS; GfG27,28,34
GRPR03 | The DRMG shouldfacilitate implementation activities towards adherence to | WS

the DRMG
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3.1.5 Concept requirements
Table 8: Concept requirements on the guidelines (GRC), regarding Collaboration, from D1.2

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg1D Requirement Importance® | Source
GRC-01 | The DRMG should support that the stakeholdersinvolved in essential | D1.2
resilience management have a clear understanding of their Concepts
responsibilities ID5
GRGO02 | The DRMG should addressthe impact of interdependencies and important | D1.2
interaction betweenstakeholderson resilience management Concepts
ID 21
GRGO3 | The DRMG should support that the stakeholders involved in important | D1.2
resilience management have a clear understanding of the Concepts
responsibilities of other involved stakeholders ID 6
GRGO04 | The DRMG should support the establisrment of coordinated important | D1.2
networks of stakeholdersto ensure close cooperation between Concepts
stakeholders ID 2
GRGO05 | The DRMG should support that stakeholders that need to collaborate| important | D1.2
have a mutual under sgpasndi ng of Concepts
ID7
GRGO06 | The DRMG should support coordination and synchroniztion of important | D1.2
systems to ensurefficient collaboration Concepts
ID 52
GRGO07 | The DRMG should support national collaboration in resilience important | D1.2
management Concepts
ID 3
GRGO08 | The DRMG should support a comprehensive response to increase important | D1.2
trust between responders and populations Concepts
ID 56
GRG09 | The DRMG should support clarification of the link betweenresilience important | D1.2
managementand other efforts aimed at ensuringcontinuity Concepts
ID1
GRG10 | The DRMG should address potential interdependencies between the| important | D1.2
different stakeholders and systems Concepts
ID 8
GRG11 | The DRMG shauld support international collaboration in resilience important | D1.2
management Concepts
ID 4
Table 9: Concept requirements on the guidelines (GRC), regarding Planning, from D1.2
Reqg1D Requirement Importance Source
GRG12 | The DRMG should support the etablishment of a common essential | D1.2
terminology concerning resilience managemerdcrossstakeholders Concepts
ID N1
GRG13 | The DRMG should addressdevelopment ofplans for immediate important | D1.2
response as part of resilience management Concepts
ID 54

3 As explained in SectioR.3.1, these concepts, approaches and practices were imported from D1.2 Table B.2, including
their level of importance. Note that the requirements derived from the D1.2 Concepts are the only requirements that
include a level of importace, as these were the only requirements for which WP1 could generate this information
empirically.
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Reqg-1D Requirement Importance Source
GRG14 | The DRMGshouldad dr e s s t kegnequs; éspeciallgf s important | D1.2
vulnerable groups, to achieve resilience management Concepts
ID49
GRG15 | The DRMG should addressplanning for resilience management baseq important | D1.2
on routine practices Concepts
ID 31
GRG16 | The DRMG should support maintenance ofnational operational important | D1.2
contingency plans that describe the responsibilities of the involved Concepts
stakeholders ID 32
GRG17 | The DRMG should addresstrust in leaders and authorities important | D1.2
Concepts
ID 50
GRCG18 | The DRMG should support taking unique characteristics of the important | D1.2
community into account in resilience management Concepts
ID48
GRG19 | The DRMG should support the use ofresilience management support | important | D1.2
systems as a part of everyday practices Concepts
ID N3

Table 10: Concept requirements on the guidelines (GRC), regardinBrocedures, from D1.2

Reqg-I1D Requirement Importance Source

GRG20 | The DRMG should be easily adaptable to both expected and essential | D1.2
unexpected events (alhazard approach) Concepts

ID 24

GRG21 | The DRMG should support the users to ajust proceduresduring essential | D1.2
crises to the changing reality Concepts

ID 28

GRG22 | The DRMG should support flexibility in resilience management essential | D1.2
beyond adherence to procedures Concepts

ID29

GRG23 | The DRMG should support compliance with rules and regulations in important | D1.2
resilience management Concepts

ID 23

GRG24 | The DRMG should support evaluating and revising procedures and important | D1.2
checklists continuously Concepts

ID26

GRG25 | The DRMG should support designof procedures that address various| important | D1.2
magnitudesand complexities of events Concepts

ID27

GRG26 | The DRMG should be clear and nonjudgmental important | D1.2
Concepts

ID 30

GRG27 | The DRMG should support development ofchecklists that define how | important | D1.2
work should be performed during a degraded mode of operation Concepts

ID 37
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Table 11: Concept requirements on the guidelines (GRC), regarding Training, from D1.2

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg-1D Requirement Importance Source

GRGC-28 | The DRMG should specify the need to enduct joint training exercises | important | D1.2
to ensureefficient collaboration Concepts

ID 53

GRC29 | The DRMG should specify the need torain for resilience important | D1.2
management routinely Concepts

ID 39

GRGC-30 | The DRMG should specify the need to dfine training and exercises in| important | D1.2
a manner that enables personnel to improvise during the handling of Concepts

situations when required ID 25

GRG31 | The DRMG should addressdifferent magnitudes of emergencies, important | D1.2
disasters and crises in training programs Concepts

ID 43

GRG32 | The DRMG should support designof scenariobased exercises to important | D1.2
prepare for worst-case scenarios Concepts

ID 38

GRG33 | The DRMG should support development ofeducation programs that important | D1.2
focus on resilience management Concepts

ID 40

Table 12 Concept requirements on the guidelines (GRC), regarding Infrastructure, from D1.2

ReqgI1D Requirement Importance Source

GRG34 | The DRMG should addresscritical infrastructure needs in resilience essential | D1.2
management Concepts

ID 16

GRG35 | The DRMG should support development and maintenance of important | D1.2
alternative working methods in case of system failures Concepts

ID 18

GRG36 | The DRMG should advocate the use oftandards to ensure secure ang  important | D1.2
reliable information systems Concepts

ID 20

GRG37 | The DRMG should specify theneed to cevelop and maintain important | D1.2
alternative technological backup systems in case of system failures Concepts

ID 19

GRG38 | The DRMG should support the incorporation of advanced important | D1.2
technologies into resilience management Concepts

ID 17

Table 13 Concept requirements on the guidelines (GRC), regarding Communication, from D1.2

Reqg-1D Requirement Importance Source
GRG39 | The DRMG should specify the need toriform the public of emergency | important | D1.2
procedures so thatcitizens can react appropriately Concepts
ID 11
GRG40 | The DRMG should support develogment of proactive procedures important | D1.2
through transparency (open dialogue) and risk communication Concepts
ID 10
GRG41 | The DRMG should addressthe need forsupplementary important | D1.2
communication tools and methods as part of resilience management Concepts
ID9
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Table 14: Concept requirements on the guidelines (GRC), regarding Governance, from D1.2
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Reqg-1D Requirement Importance Source
GRG42 | The DRMG should support that resilience management systems are essential | D1.2
flexible enough to handle different types of situations Concepts
ID 15
GRC43 | The DRMG should support balanding resilience management betweer| important | D1.2
local and centralized governance Concepts
ID 13
GRG44 | The DRMG should support centralizing and managng assistance in somewhat | D1.2
order to provide services to a large as possible portion of the important | €oncepts
population ID 14
Table 15: Concept requirements on the guidelines (GRC), regarding Evaluation, from D1.2
Reqg-I1D Requirement Importance Source
GRG45 | The DRMG should specify the need to enduct resilience assessments| important | D1.2
prior to, during and after emergencies, disasters and crises Concepts
ID 12
GRG46 | The DRMG should support designof tools and methods to monitor important D1.2
readiness to cope with crises Concepts
ID N2

Table 16: Concept requirements on the guidelines (GRC), regarding Learning lessons, from D1.2

Reqg-ID Requirement Importance Source

GRG47 | The DRMG should specify the wseof joint debriefing sessions to important | D1.2
facilitate a shared understanding, reflection and discussion Concepts

ID 41

GRG48 | The DRMG should support building resilience by applying important | D1.2
organizational learning techniques (e.g. lodpooks, debriefings, after Concepts

action reviews) ID 42

Table 17: Conceptrequirements on the guidelines (GRC), regarding Resources, from D1.2

Reqg-1D Requirement Importance Source

GRG49 | The DRMG should support planning for reinforcement of resources in| important | D1.2
resilience management Concepts

ID 22

GRG50 | The DRMG should address the best seof available manpower important | D1.2
Concepts

ID 44

Table 18: Concept requirements on the guidelines (GRC), regarding Situation understanding, from D1.2

Reqg-ID Requirement Importance Source
GRGS51 | The DRMG should support develogment of anoverall situation important | D1.2
understanding to ensureefficient collaboration Concepts
ID 51
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Table 19: Concept requirements on the guidelines (GRC), from DoA

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg-1D Requirement Source

GRG52 | The DRMG should aim to reduce the impact of crises and disasters DoA-B p. 24
The DRMG shouldiim to prevent and mitigate environmental damage from | DoA-B p. 25
crises and disasters, protect infrastructure, safeguard citizens, and improve
ability to identify andmitigate the impact of future crises and disasters
GRGS53 | The DRMG should aim to positively impact social and economic stability ang DoA-B p. 24
sustainability
GRG54 | The DRMG should aim to increase the adaptive capability in service DoA-B p. 24; D1.1
providers and stakeholders of critical infrastructures Needs

GRG55 | The DRMG should aim to improve the efficiency and effectiveness of the DoA-B p. 24
response of service providers and stakeholders of critical infrastructures to
expected and unexpected cres

The DRMG shouldmprove the financial and social cost benefit of response t( DoA-B p. 36

crises
The DRMG should aino improve response times DoA-B p. 36
GRG56 | The DRMG should addresshe following activities: Anticipate, Monitor, DoA-B p. 3, 4-5, 25;
Respond and Adapt, Learn and Evolve DoA-Ap.13 D1.1
Definitions
The DRMG should aino enhane the capability to manage expected and DoA-B p. 36
unexpected emergencies
GRG57 | The DRMG should address methods and concepts to assess resilience DoA-Ap. 13
The DRMG shouldupport resilience evaluation to assess the adaptive DoA-B p. 36
capabilities of services dedicated to crisis management
GRG58 | The DRMG shouldinclude solutions for appropriate interactions with DoA-B p. 10

rescuers and the public
GRG59 | The DRMG shouldfacilitate the communication between policy makers and | DoA-B p. 24
first responders when dealing with emergencies
GRG60 | The DRMG should support the ability to design casespecific resilience into | DoA-B p. 36
risk management operation and procedures

3.1.6 Contextrequirements
Table 20: Context requirements on the guidelines (GRX)

ReqID Requirement Source
GRX-01 | The DRMG shouldbe flexible and adaptable to local conditions WS; D12
Criteria; GfGO08,
25,27,32,37;
DoA-Bp.3,p.4
The DRMG shoulde adaptable to specific organizations WS
The DRMG shoulde adaptable to specific contexts WS; D1.1 Needs
The DRMG shoulde adaptable to suit different users DoA-B p.4
The DRMG should functioas a template for local plans and organisations WS; GfG08, 34
D1.1 Needs
The DRMG shoulallow for freedom of action to adjust for the specific WS; GfG08, 34

situation/context
GRX-02 | The DRMG shouldfacilitate the coordination of interdependent organisations| WS
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Req-1D Requirement Source

GRX-03 | The DRMG should specify the relationship to other related guidelines WS; GfGO01

GRX-04 | The DRMG should facilitate the userin checking and explaining the WS
adherence to theDRMG

GRX-05 | The DRMG should be written as normandatory advice WS; GfG34

GRX-06 | The DRMG should be compatible withrelevant laws and regulations WS

3.2 Requirements on the development dhe DRMG

This section specifies requirements on grecess of developinthe DARWIN Resilience Management
Guidelines. These requirements are directed at WP2.

3.2.1 Form requirements
Table 21: Form requirements on the development of the guideling®RF)

ReqID Requirement Source
DRF-01 | The development of the DRMG shouldctonsider different formats for the GfG 23, 25; DoAB
presentationof the DRMG p.24
DRF-02 | The development of the DRMG shouldconsiderthe inclusion of tools as part | D1.1 IssuesD1.1
of the DRMG Solutions; GfG08,
16, 44; DoAB p.5

3.2.2 Quality requirements
Table 22 Quality requirements on the development of the guidelines (DRQ)

ReqID Requirement Source
DRQ-01 | The development of the DRMG should consides t a k e h prévidiesr s 6 | WS; GfG32; DoA-
experience and lessons learned Bp.4

DRQ-02 | The development of the DRMG shouldaim for TRL6 (defined as DoA-Bp. 2,14
«Representative resilience concepts are tested in a relevant environment.
Represents a major step up in a compt demonstration»)
3.2.3 Targetrequirements
Table 23 Target requirements on the development of the guidelines (DRT)
ReqID Requirement Source
DRT-01 | The development of the DRMG should produce generic guidelines aammon | DoA-A p. 13
reference concepts and methods to improve the resilience of critical
infrastructures
DRT-02 | The development of the DRMG shouldnclude a stakeholder analysis WS; GfG01, 16,28
The DRMG stakeholder analysghouldidentify all relevant stakeholders WS; GfG25,29, 34;
DoA-B p.5
The DRMG stakeholder analys&houldclarify roles and responsibilities WS; D1.1 Needs
The DRMG stakeholder analysghouldi dent i fy stakehol d|WS

The DRMG stakeholder analysghouldidentify stakeholders competing goals arn
interests

GfG 16, 17, 32, 27

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328




G

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg-I1D Requirement Source

The DRMG stakeholder analysghouldspecify domain of expertise of involved | GfG 27
stakeholders

The DRMG stakeholder analysghould includeghe ownerf the organizationsf | WS
targeted user®.g. government, private owners, shareholders

DRT-03 | The development of the DRMG should consider the issue with role ambiguity | D1.1 Issus
between different stakeholders

DRT-04 | The development of the DRMG shouldonsider interactions and interfaces WS; DoAB p. 10
between stakeholders

The development of the DRMG showlddress operational roles in coordination | WS
with upstream/downstreausersand stakeholders

The developmentf the DRMG shouldiddress operational management in WS
coordination with upstream/downstreaisersand stakeholders

The development of the DRMG shouddnsider the effestof theDRMG not only | WS
for the uses but also for other stakeholders

DRT-05 | The development of the DRMG shoulaconsiderhow different servicescan be | WS
provided to varying degrees/levelsluring crisis to various stakeholders.

DRT-06 | The development of the DRMG shoulctonsider event classificationsised in WS
the targeted domains

DRT-07 | The development of thdDRMG should consider defining DoA-B p. 28
characteristics of the ATM and HC sectors along dimensions that enable the
comparison of these sectors to other target sectors, so that generalization of
guidelines to other sectors can be addssed

DRT-08 | The development of theDRMG should consider genderbased differences DoA-B p. 18
between people (as reflected in their social roles and interactions, in the
distribution of power and the access to resources)
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3.2.4 Process requirements
Table 24: Process requirements on the development of the guidelines (DRP)

D1.37 Practitioner and academic requirements for resilience management guidelines

Reqg-1D Requirement Source

DRP-01 | The development of the DRMG shouldevolve from andfurther develop the DoA-B p. 24
state of ResilienceEngineering
DRP-02 | The development of the DRMG shouldnvolve appropriate stakeholders WS; D1.1 Needs;
D1.1 Solutions; GfG
01,08, 16, 17, 23, 27
29, 32; DoAB p.5,
p.7,p.24, p.25, p.
42, p.45, p.97

The involvement of stakeholdeshouldbe used to create agreement and consel WS; GfG16, 17, 23,
about theDRMG 29; DoAA p. 22

The involvement of stakeholdeshouldbe used to create acceptant¢he DRMG | WS; DoA-B p. 3, p.4

The involvement of stakeholdeshouldbe used to creagecollaborative WS
relationship with th@©RMG target users

DRP-03 | The development of the DRMG shouldacilitate the strengthening of WS; DoAB p.10, p.
coordinating and coll aborative r el q26;Dl.1Needs

DRP-04 | The development of the DRMG shouldacilitate increased awareness and WS; DoAB p.5
knowledge between involved stakeholders
DRP-05 | The development of the DRMG shouldake into consideration the issue of D1.1 Needs
trust between stakeholders
DRP-06 | The development of the DRMG shouldconsiderthes t a k e h neleddoé r s | D1.1 Issues
training for crisis management
DRP-07 | The development of theDRMG should consider the use of thenodified DoA-B p. 97
CCRAM tool to assesshe actual needs, capacities angderceptionsthat
characterise different European communities

3.2.5 Context requirements
Table 25: Context requirements on the development of the guidelines (DRX)

ReqID Requirement Source

DRX-01 | The development of the DRMG shouldtonsider target domainspecific rules WS; GfG 01, 23, 25,
and guidance 29, 34

The development of the DRMG showdnsider the compatibility with related WS
guidelined
The development of the DRMG shouddnsider compatibility with current practice WS; GfG 29, 34;
DoA-B p.3; D1.2
Criteria

The development of the DRMG shouddnsider compatibility with mandatory WS
procedures

4The guidelines presented in AppendiBeandC to this Deliverable are meant as an input to the identification of related
guidelines.
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Req-1D Requirement Source

DRX-02 | The development of the DRMG shouldonsider the context of the users WS; GfG 01, 16, 25,
34, 44

The development of the DRMG shoutetognise the emotional difficulty of crisis | WS

The development of the DRMG shouketognise the social impact of crises WS

The development of the DRMG showuldnsider the cost of resources and effort ff WS
communicéion/coordinationbetween stakeholders

DRX-03 | The development of the DRMG shoulctonsider enables and barriers for the | GfG 16, 29, 37
usersd i mp | e me nappiicatioroohthe® RMIG

The development of the DRMG shouwdnsider the resources of theers GfG 08, 16, 23, 25,
28, 32, 37

The development of the DRMG showdnsider economic constraintsusers D1.1 Issues; Gf@®8,
23, 27, 29, 32; DoA
B p.20-21, p.27

The development of the DRMG showdnsider time constraints asers D1.1 IssuesGfG 08

The development of the DRMG showdnsider cognitive constraints aers D1.1 Issues

The development of the DRMG showdnsider organizational constraintsuses | D1.1 Issues; Gf@5

The development of the DRMG showdnsider cultural aostraints ofuses D1.1 Issues; Gf@5,
34; DoAB p.9
The development of the DRMG shouwdnsider political constraints akes D1.1 Issues

The development of the DRMG should consider the ease of integration of the | DoA-B p. 24
DRMG into uses' existing riskassessment and management procedures

The devel opment of the DRMG shoul d |WS;GfG16,37;D1.1
potentially conflicting operationagrganisationaind personal goals Issues

DRX-04 | The development of the DRMG shouldonsider ethical and equity issues GfG 23,29,34,37

DRX-05 | The development of the DRMG shouldconsider stakeholderrisks related to GfG 17,27,29,32,37
the application of theDRMG

DRX-06 | The development of the DRMGshould considertheu s er s ® need {Dl.1Needs
interventions

DRX-07 | The development of the DRMG should considetheu s er s ® | ogi s {Dl.1Needs
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3.3 Requirements on the evaluation dhe DRMG

This section specifies requirements on fitecess ofevaluatingthe DARWIN Resilience Management
Guidelines. These requirements are directed at WP4.

D1.37 Practitioner and academic requirements for resilience management guidelines

3.3.1 Quality requirement
Table 26: Quality requirements on the evaluation of theguidelines (ERQ)

Req-ID Requirement Source

ERQ-01 The evaluation of theDRMG should aim to maximize the participation of WS; DoAB p. 25
actual (not simulated) professionals representing stakeholders realistically

ERQ-02 The evaluation of theDRMG shoulduses t akeh ol der s 6 pastx g DoA-B p. 8,p.17-18
and present &ercises/projects
The evaluation of thBRMG shouldwhere possible usesults from the DRIVER| DoA-B p. 8,p. 17-18
project
The evaluation of the DRMG should based on aet of prioritized evaluation DoA-B p. 15
criteriaspecified in D1.2 and D4.1

ERQ-03 The evaluation of theDRMG should use scenarioschosen to stress the DoA-Alp. 21
resilience ability of the user organizations and to investigate aspects such as
the interactions ofthese organizations with the public and between, to stress
risks identified and possible cascading effects, and to krto established risk
management

ERQO4 | The evaluation of theDRMG should ascertain a consistent interpretation of | WS; GfG16, 25,34,
the DRMG 37

3.3.2 Process requiremerst
Table 27: Process requirements on the evaluation of the guidelines (ERP)

ReqID Requirement Source
ERP0O1 | The DRMG should be evaluated WS; GfG01, 17,23,
25,28,37,44; DoA
B p.24,p. 39, DoA-
B p.98
The evaluation of the DRMG shoub@ donewith theinvolvement of stakeholders| WS; GfGO01, 16,17,
23,25,28,29,32,34,
37; DOAB p.5
The evaluation of the DRMG should done through cassudies WS; GfG01
The evaluation of the DRMG shoubd done with the target users in realistic WS; GfGO01, 29,37,
operative their work context DoA-B p. 13, p.39
The evaluation of thBRMG shouldcarry ou pilots in different countries DoA-B p. 24 DoA-B
p. 98
The evaliation of theDRMG shouldcarry out pilots wihin different security DoA-B p. 24
sectors
The evaluation of the DRMG shouldrough pilots evaluate how tiERMG DoA-B p. 24; DoAA
complement risk assessment p. 13
The evaluation of the DRMG should consider tiseof simulation and serious DoA-B p. 5
games to test and validate thBMG
ERPRO2 | The evaluation of theDRMG should be performed at different stages, DoA-B p. 8, 1314,
providing feedback to the project team at key points ofhe project lifecycle 23; DoAA p. 22
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Overall a wide range of inputs has been used that cover various methods of eliciting requirements from
practitioners and academics, both internal and exitéonthe project. Thereby this document brings together

the work that was done in the tasks and deliverables in DARWIN WP1. It concludes lessons to be learned by
DARWIN from numerous practitioners and academic researchers with extensive experiencedspbeiive

fields, and hundreds of academic papers on a diverse variety of subjects, all in some way related to the
DARWIN guidelines, and the development and evaluation thereof.

The requirements engineering process reported in this docuvasritase@n recommended practices from

the requirements engineering literature and expertise available to the project. This has enabled WP1 and the
requirement specification process to be structured, methodological and traceable, being able to handle many
input souices and methods. The application of the requirements engindased approach can be said to

have generally worked well, although sometimes recommended practice was difficult to follow and had to be
tailored and used flexibly. This was due to the charastics of the wide scope and aims of DARWIN and its
subject of requirements engineering, namely guidelines for increased resilience instead of the much more
common application in the development of information technology. This in itself can be seemtibation,

because of the methodologically novel and diverse yet structured approach of generating guideline
requirements throughout WP1.

In the current task,dih uniqueand overlappingesultswere foundfrom the literature searches, practitioner
workshop, earlier WP1 inputs, DoA analysi$is may be seen as an indicator of a robust set of guidelines
that is weltanchored in multiple methods and sources. At the same time the uniqueness of some findings
indicates that the different methods weretivathile to cover a broad range of potential sources of information.

The wide range of inputs has explicitly considered a wide range of application domains, with a focus on air
traffic management and health care in the interactions with practitionere agmth DARWIN application

areas. However, the various guideline searches, literature searches, and interviews with practitioners that
precededhe requirements reflected in this documesftected numerous other domains related to critical
infrastructuresn a broad sense, so that the findings here are based on a wide variety of relevant domains. This
has been done so that the expected doindependent impact of DARWIN can be ascertained to range
beyond the two focussed domains, to critical infrastrucamce all of its diverse stakeholders, including the
community in a broad sense.

The remainder of this section highlights the main results, the intended interpretation of the purpose of this
document, limitations, the main contribution, and future work.

4.1 Mainresults

The requirements specification encompasses 124 requirements for the further consideration of DARWIN WP2
and WP4. Of these, 92 requirements have been posed prothet the DARWIN Resilience Management
Guidelines, directed primarily at WP2 fdevelopment of the DRMGut alsoat WP4 for evaluation of the
DRMG; 26 requirements have been posed optheess of developirtpe DARWIN Resilience Management
Guidelines, directed at WP2; and 6 requirements have been posedpooctss of evaluatingpe DARWIN
Resilience Management Guidelines, directed at WP4.

The requirements were within this structure grouped according to their focus, in six categories. Requirements
addressed form (théesign or appearanceith regardto ease of use), quality (thieternal consistency or
soundness, and fitness for purpose), target (The DRMG scope), procesgi(itiesneeded to develop and
evaluate guidelines), concept (d@nceptual basis for increased resilighe@d context (thenvironmentnd

settings whee guidelines will be applied).

4.2 Interpretation of purpose

In the DARWIN project the aim of the requirements is to aid the development and evaluation of the DARWIN
Resilience Management Guidelines (DRMG). Therefore, the requirements engineering process atop
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approach of generation of a higher number of more detailed and specific requirements tlzéd toeiloloject

but could be more difficult to fully fulfil, rather than an approach of generating fewer more generic but
potentially norhelpful requirenents that are easy to fulfil. Therefore, it is acknowledged within the DARWIN
project that the complete set of requirements might be difficult to achieve, but rather state -afteugleal

or set of expectations. It is also acknowledged that in the @elDARWIN, the specification of requirements,
development and evaluation is an iterative process. As such, it is not only possible, but even expected, that
during the project, in WP2 and WP4, some of the initially stated requirements (in this D1|BaasnebBrectly

from the DoA) are found to be conflicting, unrealistic or unachievable. To sustain the common ground between
involved stakeholders within DARWIN, such findings should be acknowledged, discussed, and documented
(as part of the deliverables WP2 and WP4).

D1.371 Practitioner and academic requirements for resilience management guidelines

4.3 Limitations

Deliberately and as customary as in a requirements engineering process, the requirements do rimvgpecify
they can be fulfilled in WP2 and WP4, but rather stigatshould be addressed as part of the wdhe
processes a@eribed in this document therefore explicitly do not specify solutions such as how to implement
resilience concepts or how to design scenarios to evaluate guidelines with practitioners.

The requirements were derived from a number of external sourcesy BskRWIN activities and results, as

well as DARWIN activities and results as part of the task (T1.3) that generated this delivesalith any
sequential task aspects in any project, the results in this requirements specification are therefore partly a
function of these previous project results and the inherent constraints in the task setup. However, no major
limitations of the earlier work or current task setup have been identified to affect this deliverable in an overly
limiting way.

4.4 Contribution andfurther work

The contribution of this document is to converge the WP1 results that could be expressed as requirements of
into asingle source of requirements on the DARWIN Resilience Management Guidelines (DRMG), stemming
from both academics and practitens It is believed that as such this document makes a major contribution to

the fitness for purpose of the DRMG, as well as being a support and aid in future work packages, especially
WP2 and WP4, and to some extent WP3.

These requirements have beendied at WP2 and WP4 only, following the DARWIN DoA. This means that
there is an expectation towards the documentation of the degree of fulfilment, as part of the verification of the
124 main requirements shared between WP2 and WP4. (Note that this requisp@cification does not
recommend documentation of fulfilment of Annmbered subequirements.) For an answer to the question

of how this fulfilment is best documented we refer to WP2 and WP4. These work packages will be in the best
position to deternmie appropriate documentation, according to the -opetnic verification approach adopted

here. Which requirements are documented in which deliverables is not specified here, but of concern for WP2
and WP4. It is, however, expected that WP2 and WP4 wélaet with other work packages, i.e., the more
detailed results of WP1 (e.g., the survey of resilience approaches), and the (ongoing) activities and
(intermediate) results of WP3 (e.g., regarding tools), WP5 (e.g., regarding stakeholders), WP6 (eliog regar
training and dissemination), in order to address the requirements posed here.

The requirements outlined here are also expected to be useful during the development of diverse representation,
tools, and tutorials, in WP3. However there is no expectatiomlocumentation by WP3 of requirement
fulfilment.

External to the DARWIN project, it is expected that this document may be a contribution to practitioners and
researchers involved in developing the resilience of criticedsirfuctures, and to developers of guidelines, as
a source of reference or methodological support.
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A Appendix: Guidelines for Guidelines (GfG) transformed into requirements

(GfG 01) Guidelines 2.0: systematic development of a comprehensive checklist for a successful guideline
enterprise Schiinemann et al. (2014)

The article describes work performed to create guidelines for guidelines in the area of health and the results of
this work. The work with creatinthe guideline was performed in two steps. First reference literature was
identified, e.g. manuals of international guideline developers and recent articles about guidelines development.
This resulted in a checklist with 18 topics and 146 items that can be used by guidelines developers. The
checklist can also support evaluation of guitkd.

AThe topics and i ncl thdgidelirenterpnise, floro theepfannimd and fanukatpe s o
of guidelines, to their implementation and evalua

According the authors, even though the checklist covers all stagesprottess of developing a guideline,
from planning to implementation, there are still further areas in the process for which further guidance is
needed.

AiThe checkl i st is intended for use by guideline
devel opment and to help the developers ensure that

(GfG 08) A guide to the development, implementation and evaluation of clinical practice guidelines
NHMRC (1999)

This report describes the development, disseminatigpieimentation, evaluation and revision processes for
guidelines at the National Health and Medical Research Council (NHMRC). Recommendations are applicable
to a wide range of clinical interventions and disciplines.

Nine key principles fothe guidelinedevelopment process are provided

On a high level the following two factors are recommended to be considered, and for each a number of specific
items were identified:

1 When guidelines are developed a multidisciplinary panel consisting of representatives from all
relevant groups should be created. When formulatiegguidelins, it was recommended that the
panel performs certain tasks.

1 Recommendations are provided fornamber of further factors for guideline development and
development for guidelines for guidelines.

(GfG 16) AGREE II: advancing guideline development, reporting and evaluation in health c&@mwuwers
et al. (2010)

AGREE (Appraisal of Guidelines, Reseasstd Evaluation) is an instrument to assess the process of guideline
development that was developed of a team of guideline developers and researchers and was released in 2003
In principle it is a questionnaire with rating scales for 23 items divided idicgnains.

Since a number of shortcomings were identified, the instrument was redesigned 2010 and the new version is
called AGREE Il. This paper describes AGREE Il and its differences with the original AGREE. It can be
assumed that the original AGREE iswnoutdated, and that it is AGREE Il that is the valid document.
Therefore in this summary differences between AGREE and AGREE Il are not described, but just the items in
AGREE Il that can be considered as recommendations or requirements for guideline desig

(GfG 17) Guidelines International Network: Toward International Standards for Clinical Practice
Guidelines Qaseem et al. (2012)
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The guidelins International Health Work (GN) is a network for of guideline developers that at January
2012 included 9®rganizations and 89 individual members from 46 countries. At this time its online library
comprised more than 7400 documents with 3696 guidelines. This article present 11 key components from G
I-N for development of higlquality clinical guidelines.
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(GfG 23) Guidelines for Guidelines: Are They Up to the Task? A Comparative Assessment of Clinical
Practice Guideline Development Handbool&nsari, S., & Rashidian, A. (2012)

This Article describes the work of a review of clinical practice guideline develuphendbooks, and
identification of main guideline developing tasks. 27 main tasks for guideline developing were identified. The
tasks were weighted by 19 experts on a scale from 0 (not importanfydoy/Shigh importance

The article provides refererséo 19 guideline development handbooks.

(GfG 25) Guideline adaptation: an approach to enhance efficiency in guideline development and improve
utilisation. Fervers et al. (2011)

"This articles presents a process for guideline adaptation and asssdgmerceptions of its feasibility and

usefulness. The process, called ADAPTE consists of three phasep,(adaptation, finalisation), 9 modules
and 24 steps. The adaptation phase involves identifying specific clinical questions, searchingefongret
and assessing available guidelines, and preparing the draft adapted guideline p228

The article presents how to develop and adapt guidelines but not how guidelines should be per say."

(GfG 27) Are Guidelines Following Guidelines? The Methodologic®uality of Clinical Practice
Guidelines in the PeeReviewed Medical LiteratureShaneyfelt et al. (1999)

The purpose of this study was to perform a structured review of guidelines published in thevipeexd

medical literature to determine to whikegree they use and document these methodological standards, in which
areas they may be deficient, and whether there were changes over time. From the results the authors conclude
that the reviewed guidelines do not adhere well to established methodokigiwddrds. While all areas of
guideline development need improvement, greatest improvement is needed in the identification, evaluation,
and synthesis of the scientific evidence. (p. 1900)

For the structured review a -2#&m instrument was developed (basamd Hayward, et al., 1995), to assess
frequency of adherence to methodological standards, separated in 3 categories. These items can be regarde
as requirements or standards for quality clinical practice guidelines.

(GfG 28) Clinical guidelinesi developng guidelines Shekelle, P. G., Woolf, S. H., Eccles, M., &
Grimshaw, J. (1999)

This article presents a combination of the |iter
experience of guideline development. Five steps in the initial develupoh an evidence based guideline is
considered, here slightly reformulatietio requirements for guidelines

(GfG 29) SIGN 50: A Guideline Developer's HandbooBIGN (2014)

SIGN is the Scottish Intercollegiate Guidelines Network. The main purposehigttiocument is to provide

a reference tool that can be used by individual members of guideline development groups. SIGN mainly
follows the guidelinedevelopment standard AGREE Il (here reviewe@#316) which they consider the as

the most evidence basetiindard. There is no list of requirements, so the summarized items contain a
subjective interpretation of recommendations from SIGN with relevance for DARWIN.

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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(GfG 32) Guidelines for WHO guidelineswHO (2003)

This document provides guidelines for WHO practice guidelines and the process of devbpingelins.

A checkilist is provided (Annex C) which has two purposes: 1) guide developing or updating WHO treatment
Guidelines, and 2) a chedikt for Executie and Regional Directors when giving final approval for
publication. In this respecto qualify for publication and inclusion in the WHO database of treatment
guidelines, a tick mark signifying YES must be placed beside all the 24 criteria, except relkefthaut).

Here only areas and questions are giwvemc¢h werereformulatednto requirements).

(GfG 34) Criteria for Practice Guideline Development and Evaluatioimerican Psychology Association
(2002)

The purpose of this document is to provide a guide for the development, evaluation, and review of proposed
and existing practice guidelines. The term practice guidelines refers to a document that includes a set of
statements that recommend specific profesd conduct for psychologists. The term guidelines refers to
statements that suggest or recommend specific professional behavior, endeavor, or conduct for psychologists.
Guidelines differ from standards in that standards are mandatory and may be atedimpan enforcement
mechanism. Thus, guidelines are aspirational in intent. (p. 1048).

(GfG 37)Handbook for guideline development 2nd editioWHO (2014)

This handbook contains stéy-step guidance on how to plan, develop and publish a World Health
Organization (WHO) guideline. The handbook distinguishes between different types of guidelines (p 5).

This handbook covers the methods, processes and procedures for producing a document that meets WHO
standards, but not the detailed guidance for any aktlsteps. Of interest is that since the document is 179
pages, the amount of methods, processes, and procedures is huge. For the DARWIN analysis a selection in
bullets of items considered most relevant were summarized in a working document.

(GfG 44) The guidelines manual National Institute for Health and Clinical Excellence (2012)

NICE (National Institute for Health and Care Excellence) clinical guidelines are recommendations, based on
the best available evidence, for the care of people by healthchottem professionals (p. 8). This guidelines
manual explains how NICE develops and updates clinical guidelines and provides advice on the technical
aspects of clinical guideline development and the methods used (p. 7). A drawback with the repott is that i
has 213 pages but no summary of recommendations. However the key sthgeguitelinedevelopment
process are described in a flowchart and were summarized as guidelines.

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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B Appendix: Guidelines identified for practitioner guidelines workshop

This Appemlix contains a description of the guidelines that were identified for discussion at the practitioner
guideline workshop (see Secti@rB.2, also beneficial for futre reference in DARWIN WP2. Note that from
the health care domain, more guidelines were identified than could be discussed.
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B.1 ATM guidelines discussed

B.1.1 Guideline No 1
Name fAWor king methods checklist for Unusual and Er

Scope Fortrainingpurpose®nly. Controllers are not allowed to use it in the operational room.
Target audience Air Traffic Controllers.

Aim/Content. Devel oped on the basis of Guiddinee forpGomrdllerng E|
Training in the Handling of Unusu&mergency Situations, has deen customized to Italian scerafie.

some cases have been eliminated and some lists simplifieohtains an introduction on distinguish between
AEmergencyo (i .e. Mayday) and fadengemencyycliecklist andefor P ar
each kind of emergency a | ist of #Awhat to expecto

B.1.2 GuidelineNo. 2

NameA EUROCONTROL Gui del i nes f or (especialbpictnrgsatrp2980aRd a n n i
p. 40)

Scope They are not mandatory material. They are general and procedural information developed by
Eurocontrol to support effective and harmonised development of contingency plans by National Authorities
and ANSPs.

Target audience Managers of National Authorés and ANSPs

Aim/Content: The prime purpose is to provide information and processes to help States and ANSPs to identify
and decide the operational concepts and associated contingency strategies best suited to meet their needs i
certain circumstances. i6 meant to constitute a tebbx providing a checklist of all elements to take into
consideration when addressing the issue of contingency.

B.2 Health care guidelines discussed

B.2.1 GuidelineNo. 1

Name: WHO (2010).WHO Human Health Risk Assessment Tooliitemical Hazards Switzerland: WHO
Press.

Scope Chemical Safety.

Aim: To provide its users with guidance to identify, acquire and use the information needed to assess chemical
hazards, exposures and the corresponding health risks in their given lskadthisassment contexts at local
and/or national levels. The Toolkit provides road maps for conducting a human health risk assessment,
identifies information that must be gathered to complete an assessment and provides electronic links to
international resarces from which the user can obtain information and methods essential for conducting the
human health risk assessment.

Target audience:Public health and environmental professionals, regulators, industrial managers and other
decisionmakers with at leastome training in the principles of risk assessment who are responsible for
conducting human health risk assessments and making decisions on whether to take action to manage human
health risks associated with exposure to chemicals.

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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Contents: The Toolkit heps its users to 1) identify and acquire the information needed to assess chemical
hazards, exposures and risks and 2) use that information to estimate potential exposure to hazardous chemicals
and the corresponding health risks.
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To assist with performana# a risk assessment, the Toolkit:

w provides road maps for conducting chemical risk assessments;

w identifies information that must be gathered to complete an assessment;

w provides references, including unique record locators (URLS), for internationatgesdrom which
an assessor can obtain information and methods essential to a risk assessment.

The description of chemical risk assessment in the context of the Toolkit depicts the starting and ending points
of an assessment and the pathways that comagictus types of information. In this way, the Toolkit is
analogous to a road map that describes how to conduct a chemical risk assessment and interpret its results
using publicly available resources from international organizations. The road map deniteptrated in
casestudies of risk assessments for a chemical in drirliager, respirable particulate matter in air and a
pesticide.

The Toolkit is organized into sections that provide:

w an introduction to the purpose and scope of the document;

a description of human health risk assessment of chemicals;

a detailed description of the Toolkit;

references to international sources (and regional and national sources, where there are gaps in
international sources) of information useful for conductingribal risk assessments;

casestudies that illustrate how the Toolkit can be used to address a human health risk assessment
guestion;

w areference list, which contains URLSs for nearly all of the information resources.

€ € ¢

€

B.2.2 GuidelineNo. 2

Name: Presidenza deConsiglio dei Ministrii Dipartimento della Protezione Civile (2008)irettiva
concernente Al ndirizzi op e r[GvlPratdctionp Emergéney Mgnagemento n e
Guideline]

Scope Emergency Management, also including health care.

Aim: To optimize Civil Protection capabilities of early warning and relief in the immediate phase of the
emergency by defining operational procedures. Procedures have to discipline the information management
among all institutional actors involved, and thetivation and coordination of Civil Protection Units at
national, regional and local level. Procedures also describe the primary interventions to carry out at national
level in order to enhance and integrate the local response.

Target audience: The Opeational Committee set up within the Department of Civil Protection to ensure a
unified direction and coordination of emergency management and the institutional actors representing the
operational structures of Civil Protection National Service: Nationa Brigades, Army, Police, Corp of
Foresters, Navy, Red Cross, volunteers associations, National Corp of Alpine and Speleological Rescue,
Autonomous Regions and Provinces, ENAC (Italian Civil Aviation Authority), ENAV (Italian Agency for the
Civilian Air Traffic Management), Electricity Service Providers, ANAS (Italian Motorway Provider), Ferrovie
dello state RFI/ Trenitalia (ltalian Railways),Telephone Companies, RAI (Italian National TV Company),
Italian Postal Service, ENI (Energy National Agency).

Contents: The Emergency Management guideline provides the operational model for the emergency
management by identifying institutional actors, their responsibilities and actions within territories. The
organizational moel starts from the local levelthe muncipality i and moves forward the provincial, the

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328
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regional and national level. At national levéhe guidelinedescribes how to activate the Operational
Committee in the case of major critical events in order to assure an immediate response and @oordinati
among the actors involved.

D1.371 Practitioner and academic requirements for resilience management guidelines

B.2.3 GuidelineNo. 3

Name: CEN, CENELEC (2009)Medical devices Application of risk management to medidavices (ISO
14971:2007, Corrected version 20Q0-01). Brussels: CEN/ CENELEC.

Scope Medical devices and risk management.

Aim: To provide a process for managing risks associated with medical devices. Particularly, establishes the
policy for determining risk acceptability criteria for the design and construction of the devices. The most
appropriate solutions must conform ety principles, taking into account the generally acknowledged state

of the art.

Target audience:Medical devices/system manufacturers using established principles of risk management.

Contents: This International Standard deals with processes for magaigks, primarily to the patient, but

also to the operator, other persons, other equipment and the environment. This International Standard specifies
a process through which the manufacturer of a medical device can identify hazards associated witii a medic
device, estimate and evaluate the risks associated with these hazards, control these risks, and monitor the
effectiveness of that control.

The manufacturer must apply the following principles in the following order:

w eliminate or reduce risks as far as possible (inherently safe design and construction);

w Wwhere appropriate take adequate protection measures including alarms if necessary, in relation to risks
that cannot be eliminated;

w inform users of the residual riskisie to any shortcomings of the protection measures adopted.

The manufacturer shall establish, document and maintain throughout thgcléean ongoing process for
identifying hazards associated with a medical device, estimating and evaluating thetexbsisks,
controlling these risks, and monitoring the effectiveness of the controls. This process shall include the
following elements:

w risk analysis;
risk evaluation;
risk control;
production and pogtroduction information.

€ € ¢

B.2.4 GuidelineNo. 4

Name: Agreement between the Minister of Health, the regions and autonomous provirtbesgoideling
document on the health emergency system on “dgpital triage (assessment gravity entrance) and hand
surgery and microsurgery in health emergengency sygm" , published in the OJ n. 285 of 07/12/2001.

Scope i T R1 A G E-bospitah for customer access.

Aim: To manage the intrhospital triage (assessment gravity entrance) inside the Health Emergency System
in order to prevent mistakes and working fastére guidelineaims to specifically address the triage function

at hospital level and in particular in complex first aid facilities, as prescribed in the articles of agreement state
regions.

Target audience:Healthcare organizatiorand nurses involved in the triage function.

Contents: Guidelines provide a framework for the government of unplanned access to an acute care service.
They define:

The research leading to these results has received funding from Horizon 2020, the European
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the concept of Atriageodo from the theoretical

9 the obligation for eachealh care organizatioto ensurespecially trained resources for the triage
function in accordance with the number of accesses;

1 how nurses must operate (under the supervision of and according to predefined protocols recognized
and approved by the head of tiescue service);

9 the training of nursing personnel,

9 the organization of work (phases of triage; activities; criteria for assigning the severity code in order
to determine the priorities' access to medical examination; management of waitingfiprmation
of patient conditions

9 categories of the criticality codes;

9 structures and information to customers.
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E ]

B.3 Health care guidelines not discussed

Name: InterrAgency Standing Committe007). IASC guidelines on mental health and psychological
supportin emergency setting&eneva: IASC PresgAssociatedChecklist for Field Usg

Scope:Every stage of communities and local authorities

Aim: To plan, establish and coordinate a set of minimum reatttoral responses to protect and improve
peopl dalealtmencpsychological wdlking in the midst of an emergency.

Target audience:All humanitariarauthorities.

Name: Health Cluster Guid€009) A practical guide for countrievel implementation of the Health Cluster.
Scope:During the emergenoyr humanitarian crisis.

Aim: Reducing avoidable mortality, morbidity and disability, and restoring the delivery of an equitable access
to preventive and curative health care as quickly as possible.

Target audience:Lead agencies, coordinators and partirehgalth cluster (even where the cluster approach

has not been formally adopted)he gui de i s figenericd in that it s

crisis contexts.

Name: DG ECHO (2014)Thematic policy document n°Health General Guidelines
Scope:Health assistance in humanitarian response.
Aim: Improve the delivery of affordable health services, based on humanitarian health needs.

Target audience:DG ECHOO6s partners, stakehol der s, donor s.

Name: WHO, Regione Siciliand Assessorato alla Salute (201RB)ano di contingenza Sanitario Regionale
Migranti. Modalita operative per il coordinamento degli aspetti di salute pubblica in Sicilia

Scope:Regional Health Contingency Plan for Migrants.

Aim: Establit a homogeneous procedure to improve the organizational aspect of the public health response
by increasing the efficiency of both logistical and human resources; identify roles and responsibilities within
the regional health authorities and the main omgtiuns involved in the management of the phenomenon.

The research leading to these results has received funding from Horizon 2020, the European
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Target audience:All actors involved in the response (Regional Health authorltiffi di Sanita
Marittima, Aerea e di FrontieydNavy,Red Cross, Volunteers associatiorEmergencyMédecins Sans
Frontiéresetc.).
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Name: National Disaster Management Authority Government of India (2008)National Disaster
Management GuidelinésPreparation Of State DisasieManagement Plan

Scope:Emergency response system departments/agencies of thgostatement

Aim: Catalysing and enabling the preparation of Disaster Management plans and suggesting effective
mitigation mechanisms.

Target audience:Emergency response system departments/agencies of the state government

Name: WHO (2013).ERF. EmergenciResponse FramewarGeneva: WHO Press.

Scope: Between the initial alert of an event and its eventual emergency classification, including event
verification and event risk assessment.

Aim: Outline WHOG6s <critical f unct i bim snforchationj tachnicad me r g
expertise and core services); and WHOG6s Emergenc
responsiblities across the Organization.

Target audienceWHOG6 s partners. and stakehol der s

Name: The John Hopkins School of Blic Health, International Federation of Red Cross and Red Crescent
Societies (2008Public health guide in emergenci€deneva: International Federation of Red Cross and Red
Crescent Societies.

Scope:Public health management in emergencies
Aim: Technical and management issues that challenge aid workers following disasters

Target audience:Humanitarian aid workers, organizations providing assistance in emergencies

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22220) under grant agreement n° 65328
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C Appendix Guidelines identified in D1.1 database

The list of practitioner guidigles found in the database of D1.1 is presemdable 28, for future reference
in DARWIN WP2.

Table 28; Guidelines identified in D1.1 databae

D1.37 Practitioner and academic requirements for resilience management guidelines

D1.1 | Reference to practitioner guideline document, referred to in article

article

ID

DoA2 | SEC.(2010) Risk Assessment and Mapping Guidelines for Disaster Manag€he2ie).

3 Brussels: Council of European Union.

13 Paterson, J. L., Goens, G. A.,Reed. D. E(2009. Resilient Leadership for Turbulent Times
A Guide to Thriving in the Face of Adversityanham: Rowman & Littlefield Education.

54 Executive Office of the President. (2013). Presidential Policy Directive 21: Critical
Infrastructure Sadrity and Resilience (PRR1).

54 ISDR. (2015). Hyogo Framework for Action 20@®15 (HFA) Building the Resilience of
Nations and Communities to Disastdegtract from the final report of the world conference o
disaster reduction 122 January, 2005, Hgo, Japar(A/CONF.206.6).

61 1ISO-22301:20142012).Societal security Business continuity management systems
Requirementdnternational Organization f@tandardization

72 Community & Regional Rélgeence Institute. (20138 Building resilienceiml mer i ca 6 s
communities: Observations and implications of the CRS #0GARRI report).

72 Herbst, K., & Yannacci, J. (2013kuidebook on creating resilience netwoMgashington, DC:
American National Red Cross.

72 Pfefferbaum, B., Van Horn, R. L., Bfefferbaum, R. L. (2014 ommunities Advancing
Resilience Toolkit (CART): The CART Integrated Sys@dtahoma City, OK: Terrorism
and Disaster Center at the University of Oklahoma Health Sciences Center.

75 McManus, S., Seville, E., Brunsdon, D., & gar J. (2007)Resilience management: A

framework for assessing and improving the resilience of organisaftesearch Report
2007/01). New Zealand: Resilient Organisations Programme.

149 Twigg, J. (2007)Characteristics of a Disastaesilience Commuty: A Guidance Note
Benfield: DFID Disaster Risk Reductidnteragency Coordination Group

280 National Research Council. (201D)isaster Resilience: A National ImperatiWWashington,
DC: The National Academies Press.

308 UNISDR. (2012) Making citiesresilienti My city is ready! A global snapshot of how local
governments reduce disaster risk.

308 UNISDR. (2012)United Nations International Strategy for Disaster Reduction How to mak
cities more resilient: a handbook for local government leadgeaeva

342 Australian Governmer(R010).Critical infrastructure resilience strategyretrieved from
http://www.emergency.qld.gov.au/publications/pdf/Critical_Infrastructure_Resilience_Stra
pdf
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D1.1 | Reference to practitioner guideline document, referred to in article
article
ID

342 Bundesministerium des Inneren (2009ational straegy for critical infrastructure protection
(CIP Strategy)Berlin.

342 President Ns Commi ssion on Criti cattal | nf r &
foundati ons: protecting AmericaNjs i nfrasg
critical infrastructure protectior{Rep.No0.048000-00699). Washington D.C.: U. S. Governme
Printing Office.

342 Presidential Decision Directive (PDPno.63 (1998). (NSG63).Washington: The White
House.

796 NVOAD (National Voluntary Organizations Active in Disaster). (2004ngterm recovery
manual

976 COAG. RO1D.Nat i onal Strategy for Disaster Re
disasters AustralianGovernment.

993 Department of Homeland Securif2012).National Incident Management Syst&0528).
Washington, DC.

1006 | Cabinet Office. (2010)Strategic Framework and Policy Statement on Improving the Resilie
of Critical Infrastructure to Disruption from Natural Hazardsondon: Cabinet Office.

1160 | Australian Government (2008Jhe National Disaster Resilience Framewd200809).

1167 | UNISDR. (2009)UNISDR terminology on disaster risk reducti@eneva: United Natien
International Strategy for Disaster Risk (UNISDR).

1199 | Quarantelli E. L. (1980).Final project report. Evacuation behavior and problems: findings 3
implications from the research literatupublication No. 27). Columbu®hio State University
Disager Research Center.

1221 | National Infrastructure Advisory Counc{P009) Critical Infrastructure Resilience, Final
Report and Recommendatiolgashington, DCUS Department of Homeland Security

1434 | Department of Homeland Security. (200%he Natioal Response PlatwashingtonD.C.:
Departmentf Homeland Security.

(Department of Homeland Security. (201Bhe National Response Plarsecond edition
Washington DC: Departmenbf Homeland Security.)

1434 | GAO. (2007)Disaster preparedness: Beterl anni ng woul d i mpr ove
workersd safety (&AGI07-198. 200 WashingtondDC8.8.st er s
GovernmeniAccountability Office.

1467 | Maskrey A.(1989. Disaster Mitigation: A Community Based Approach. Development
Guiddines 3 Oxford UK: Oxfam.

1561 | Emergency Preparedness and Disaster Retiefdination Program of the
PAHO. (2000)Principles of Disaster Mitigation in Health Facilitie8Vashington,
DC: PAHO.

1561 | Whitaker, E. E. (2006).After the flood: Guidelinessued by the lllinois Department
of Public Health (available at httpyww.idph.state.il.us/pdf/aftflood.pdf)
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D Appendix Guideline practitioner workshop schedule
The schedule of the guideline practitioner workshop is preséeniieable29.

Table 29: Guideline practitioner workshop schedule

Time Day 1(11FEB2016) Day 2 (12FEB2016)
8.309 Joint session Joint session
 Welcome and introductions 9 Introduction to Session 3

9 Presentation dDARWIN
1 Introductions to Session 1

9-10.30 Sessiornl Session 3
1 Split into two groups 9 Joint focus group on the evaluatic
9 Focus group on guidelines sent of guidelines
beforehand by participants.

10.3010:45 Coffeebreak Coffee break
10:4512 Session 1 continued Session 3 continued
1 Joint discussion 1 Joint focus group on the evaluatic
of guidelines
12-13 Lunch break Summary and final joint discussion
1314 Joint session Lunch break

1 Summary of first session

1 Joint discussioon workshop
procedure

9 Introduction to Session 2

14-15.45 Session 2
1 Split into two groups
9 Focus group on guidelines se
beforehand by participants ¢
suggested by DARWIN team.

15.4516 Coffee break

16-17 Session 1 continued
1 Joint discussion

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22220) under grant agreement n° 65328
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E Appendix:Overview of DARWIN main requirements for resilience guidelines

This appendix consolidatéise main requirementim Table30, to be usedsthesingle sourcef requirements
and baselindor development of the DRMGn orderto facilitate traceability in the subsequent wokk.
numbering of main DARWIN Bquirement§DRe¢ID) indexed with DRnnnidentifiersis introduced.

D1.37 Practitioner and academic requirements for resilience management guidelines

Table 30: DARWIN main requirements for resilience guidelines

DReg | ReqgID Requirement Importance Source
ID
DR-001 | GRFO1 | The DRMG should be presented in a form that is Main WS; GfGO01,
understandable for the target users 17,32, 3437,
DoA-B p. 26, p.
28; D1.2
Criteria
DR-002 | GRF02 | The DRMG should be concisely written Main WS; GfG186,
25, 27, 29, 34
DR-003 | GRR03 | The DRMG should support that the content can Main WS; GfG1, 23;
be rapidly accessed DoA-B p.3,p.5
DR-004 | GRF04 | The DRMG should be useable as a practical guide Main WS; GfGO01,
23; DoOAB p.
10, p.24
DR-005 | GRF05 | The DRMG should be presented in a way that Main WS; D1.2
takes the target users' context int@ccount Criteria
DR-006 | GRF06 | The DRMG should present alternative means to Main WS; GfG 186,
the ends it recommends to achieve 27;D1.2
Criteria
DR-007 | GRFO7 | The DRMG should incorporate innovative uses of Main DoA-B p. 26,
social media techniques in reatime management DoA-Ap. 13
of emergencies
DR-008 | GRQ-01 | The DRMG should include an explanation of the Main WS; GfGO1,
purpose of the guideline 08, 16, 1727,
29, 32, 34, 37
DR-009 | GRQ-02 | The DRMG should include definitions and Main WS; GfG34;
explanations of terms. D1.1Needs;
DoA-B p. 24, p.
25, p.36
DR-010 | GRQ-03 | The DRMG should include examples or case Main WS; DoAB, p.
studies that illustrate application of the DRMG 10
DR-011 | GRQ-04 | The DRMG should specify the strength of Main WS; GfGO01, 8,
recommendation 17,23, 27, 28,
29, 32, 37
DR-012 | GRQ-05 | The DRMG should include references to Main WS
additional sources of information
DR-013 | GRQ-06 | The DRMG should specify its relation to the EU Main DoA-B p. 10
Risk Assessment and Mapping Guidelines for
Disaster Management
DR-014 | GRQ07 | The DRMG should be evidencévased Main D1.2 Criteria;
GfG 01, 08, 16,
17, 23, 25, 27,
28, 29, 32, 34,
37, 44; DoAB
p.6, p.24
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DReg | ReqgID Requirement Importance Source
ID
DR-015 | GRQ08 | The DRMG should contain a training and Main WS; GfG08,
maintenance package (TMP) that facilitates the 29,32, 44,
introduction of the DRMG ZDSA_B P-5, p.
DR-016 | GRQ-09 | The DRMG TMP should contain a plan how the Main GfG 01, 16, 23,
DRMG should beupdated 27, 32, 34, 37,
DoA-B p. 3, p.
5,p.7,p.24, p.
25, p.27
DR-017 | GRQ10 | The DRMG TMP should include a plan for wide Main WS; GfG08, 29
dissemination among users
DR-018 | GRT-01 | The DRMG should specifythe targeted scope Main GfG 01, 17, 23,
25, 27, 28, 32,
34, 44
DR-019 | GRT-02 | The DRMG should include use of social media by Main DoA-B p. 3, p.
emergency authorities, first responders and the 2223
public as part of resilience management.
DR-020 | GRT-03 | The DRMG should addressspecific users Main \I/DVSA: ngi, 8,
OA-b .
DR-021 | GRT-04 | The DRMG target users are policymaking Main Scoping
(European, national, regional, organisational), Decision 01;
managerial, and operational roles, at DoA-B p. 3, 24,
infrastructure operators, service providers and 45,98, WS
related stakeholders, wio have responsibility for
critical infrastructures that might be affected by a
crisis, as well as the public (community members,
municipalities, voluntary services, and other
recognised services and legal entities that can act
by mandate) and media (regarihg
communication to general public during response,
use of social media, and mass communication)
DR-022 | GRT-05 | The DRMG should be adapted to specific domains Main DoA-Ap. 13
(health care and ATM), including guidelines for 14; DoAB p. 5,
its application 6,12
DR-023 | GRT-06 | The DRMG should be applicable to generic kinds Main WS
of crises
DR-024 | GRRO1 | The DRMG should contain a description of the Main WS; GfG08,
DRMG6s devel opment pro 16,17, 23, 27,
28, 29, 37
DR-025 | GRRP02 | The DRMG should contain a description of the Main WS; GfG27,
DRMG6s evaluation proc 28, 34
DR-026 | GRR0O3 | The DRMG should facilitate implementation Main WS
activities towards adherence to the DRMG
DR-027 | GRGO1 | The DRMG should supportthat the stakeholders Essential | D1.2 Concepts
involved in resilience management have a clear ID5
understanding of their responsibilities
DR-028 | GRGO02 | The DRMG should address the impact of Important | D1.2 Concepts

interdependencies and interactiorbetween

stakeholders on resilience management

ID 21
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DReg | ReqgID Requirement Importance Source
ID

DR-029 | GRGO3 | The DRMG should support that the stakeholders | Important | D1.2 Concepts
involved in resilience management have a clear D6
understanding of the responsibilities of other
involved stakeholders

DR-030 | GRG04 | The DRMG should support the establishment of Important | D1.2 Concepts
coordinated networks of stakeholders to ensure ID2
close cooperation between stakeholders

DR-031 | GRGO5 | The DRMG should supportthat stakeholders that | Important | D1.2 Concepts
need to collaborate have a mutual understanding ID7
of each otherdés goal s

DR-032 | GRGO06 | The DRMG should support coordination and Important | D1.2Concepts
synchronization of systems to ensurefficient ID 52
collaboration

DR-033 | GRGO7 | The DRMG should support national Important | D1.2 Concepts
collaboration in resilience management ID 3

DR-034 | GRGO08 | The DRMG should support a comprehensive Important | D1.2 Concepts
response to increase trust between responders ar] ID 56
populations

DR-035 | GRG09 | The DRMG should support clarification of the Important | D1.2 Concepts
link between resilience management and other D1
efforts aimed at ensuringcontinuity

DR-036 | GRG10 | The DRMG should address potential Important | D1.2 Concepts
interdependencies between the different D8
stakeholders and systems

DR-037 | GRG11 | The DRMG should support international Important | D1.2 Concepts
collaboration in resilience management ID 4

DR-038 | GRG12 | The DRMG should supportthe establishment of a| Essential | D1.2 Concepts
common terminology concerning resilience ID N1
management across stakeholders

DR-039 | GRG13 | The DRMG should address development of plans| Important | D1.2Concepts
for immediate response as part of resilience ID 54
management

DR-040 |GRCG14 |The DRMG should addr es Important | D1.2 Concepts
especially of vulnerable groups, to achieve ID49
resilience management

DR-041 | GRCG15 | The DRMG should address planning for resiliencg Important | D1.2 Concepts
management base®n routine practices ID 31

DR-042 | GRG16 | The DRMG should support maintenance of Important | D1.2 Concepts
national operational contingency plans that ID 32
describe the responsibilities of the involved
stakeholders

DR-043 | GRG17 | The DRMG should address trust in leaders and Important | D1.2 Concepts
authorities ID 50

DR-044 | GRG18 | The DRMG should support taking unique Important | D1.2 Concepts

characteristics of the community into account in

resilience management

ID48

The research leading to these results has received funding from Horizon 2020, the European
FrameworkProgramme for Research and Innovation (H2020/22Q20) under grant agreement n°® 65328




G

D1.37 Practitioner and academic requirements for resilience management guidelines

DReg | ReqgID Requirement Importance Source
ID

DR-045 | GRCG19 | The DRMG should support the use of resilience Important | D1.2 Concepts
management support systems as a part of ID N3
everyday practices

DR-046 | GRG20 | The DRMG should be easily adaptable to both Essential | D1.2 Concepts
expected and unexpected events (dlazard ID 24
approach)

DR-047 | GRG21 | The DRMG should support the users to adjust Essential | D1.2 Concepts
procedures during crises to the changing reality ID 28

DR-048 | GRG22 | The DRMG should support flexibility in resilience Essential | D1.2 Concepts
management beyondadherence to procedures ID239

DR-049 | GRG23 | The DRMG should support compliance with rules | Important | D1.2 Concepts
and regulations in resilience management ID 23

DR-050 | GRG24 | The DRMG should support evaluating and Important | D1.2 Concepts
revising procedures and checklists continuously ID26

DR-051 | GRG25 | The DRMG should support design of procedures | Important | D1.2 Concepts
that address various magnitudes and complexities ID27
of events

DR-052 | GRG-26 | The DRMG should be clearand nonjudgmental Important IEE)léZOCOHCGDtS

DR-053 | GRG27 | The DRMG should support development of Important | D1.2 Concepts
checklists that define how work should be ID 37
performed during a degraded mode of operation

DR-054 | GRG28 | The DRMG should specify the need to conduct Important | D1.2 Concepts
joint training exercises to ensureefficient ID 53
collaboration

DR-055 | GRG29 | The DRMG should specify the need to train for Important | D1.2 Concepts
resilience management routinely ID 39

DR-056 | GRG30 | The DRMG should specify the need to define Important | D1.2 Concepts
training and exercises in a manner that enables ID 25
personnel to improvise during the handling of
situations when required

DR-057 | GRG31 | The DRMG should address different magnitudes | Important | D1.2 Concepts
of emergencies, disasters and crises in training ID 43
programs

DR-058 | GRG-32 | The DRMG should support design of scenario Important | D1.2 Concepts
based exercises to prepare for worstase ID 38
scenarios

DR-059 | GRG33 | The DRMG should support development of Important | D1.2 Concepts
education programs that focus on resilience ID 40
management

DR-060 | GRG34 | The DRMG should address critical infrastructure Essential | D1.2 Concepts

needs in resilience management

ID 16
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DReg | ReqgID Requirement Importance Source
ID

DR-061 | GRG35 | The DRMG should support development and Important | D1.2 Concepts
maintenance of alternative working methods in ID 18
case of system failures

DR-062 | GRG36 | The DRMG should advocate the use of standards| Important | D1.2Concepts
to ensure secure and reliable information systems ID 20

DR-063 | GRG37 | The DRMG should specify the need to develop Important | D1.2 Concepts
and maintain alternative technological backup ID 19
systems in case of system failures

DR-064 | GRG38 | The DRMG should support the incorporation of Important | D1.2 Concepts
advancedtechnologies into resilience managemen ID 17

DR-065 | GRG39 | The DRMG should specify the need to inform the | Important | D1.2 Concepts
public of emergency procedures so that citizens ID11
can react appropriately

DR-066 | GRG40 | The DRMG should support development of Important | D1.2 Concepts
proactive procedures through transparency (open ID 10
dialogue) and risk communication

DR-067 | GRG41 | The DRMG should address the need for Important | D1.2 Concepts
supplementary communication tools and methods D9
as part ofresilience management

DR-068 | GRG42 | The DRMG should supportthat resilience Essential | D1.2 Concepts
management systems are flexible enough to ID 15
handle different types of situations

DR-069 | GRG43 | The DRMG should supportbalancing resilience Important | D1.2 Concepts
management between local and centralized ID 13
governance

DR-070 | GRG44 | The DRMG should support centralizing and Somewhat | D1.2 Concepts
managing assistance in order to provide services | important | D 14
to a large as possible portion of th@opulation

DR-071 | GRG45 | The DRMG should specify the need to conduct Important | D1.2 Concepts
resilience assessments prior to, during and after ID 12
emergencies, disasters and crises

DR-072 | GRG46 | The DRMG should support design of tools and Important | D1.2 Concepts
methods to monitor readiness to cope with crises ID N2

DR-073 | GRG47 | The DRMG should specify the use of joint Important | D1.2 Concepts
debriefing sessions to facilitate a shared ID 41
understanding, reflection and discussion

DR-074 | GRG48 | The DRMG should support building resilience by | Important | D1.2 Concepts
applying organizational learning techniques (e.g. ID 42
log-books, debriefings, afteraction reviews)

DR-075 | GRG49 | The DRMG should support planningfor Important | D1.2 Concepts
reinforcement of resources in resilience ID 22
management

DR-076 | GRG50 | The DRMG should address the best use of Important | D1.2 Concepts

available manpower

ID 44
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DReg | ReqgID Requirement Importance Source
ID
DR-077 | GRGS51 | The DRMG should support development of an Important | D1.2 Concepts
overall situation understanding to ensureefficient ID 51
collaboration
DR-078 | GRG52 | The DRMG should aim to reduce the impact of Main DoA-B p. 24
crises and disasters
DR-079 | GRG53 | The DRMG should aim to positively impact social Main DoA-B p. 24
and economic stability and sustainability
DR-080 | GRG54 | The DRMG should aim to increase the adaptive Main DoA-B p. 24;
capability in service providers and stakeholders of D1.1 Needs
critical infrastructures
DR-081 | GRG55 | The DRMG should aimto improve the efficiency Main DoA-B p. 24
and effectiveness of the response of service
providers and stakeholders of critical
infrastructures to expected and unexpected crises
DR-082 | GRG56 | The DRMG should address the following Main DoA-Bp. 3, 4
activities: Anticipate, Monitor, Respond and 3, 25; DoAA p.
Adapt, Learn and Evolve 13, D1.1
Definitions
DR-083 | GRGS57 | The DRMG should address methods and concept Main DoA-Ap. 13
to assess resilience
DR-084 | GRG58 | The DRMG should include solutions for Main DoA-B p. 10
appropriate interactions with rescuers and the
public
DR-085 | GRGS9 | The DRMG should facilitate the communication Main DoA-B p.24
between policy makers and first responders when
dealing with emergencies
DR-086 | GRG60 | The DRMG should support the ability to design Main DoA-B p. 36
casespecific resilience into risk management
operation and procedures
DR-087 | GRX-01 | The DRMG should be flexible and adaptable to Main WS; D1.2
local conditions Criteria; GfG
08, 25, 27, 32,
37; DOAB p. 3,
p.4
DR-088 | GRX-02 | The DRMG should facilitate the coordination of Main WS
interdependent organisations
DR-089 | GRX-03 | The DRMG should specify the relationship to Main WS; GfG01
other related guidelines
DR-090 | GRX-04 | The DRMG should facilitate the user in checking Main WS
and explaining the adherence to the DRMG
DR-091 | GRX-05 | The DRMG should be written as noamandatory Main WS; GfG34
advice
DR-092 | GRX-06 | The DRMG should be compatible with relevant Main WS

laws andregulations
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DReg | ReqgID Requirement Importance Source
ID
DR-093 | DRF-01 | The development of the DRMG should consider Main GfG 23, 25;
different formats for the presentation of the DoA-B p. 24
DRMG
DR-094 | DRF02 | The development of the DRMG should consider Main D1.1lssues;
the inclusion of tools as part of thdDRMG D1.1Solutions;
GfG 08, 16, 44;
DoA-B p.5
DR-095 | DRQ-01 | The development of the DRMG should consider Main WS; GfG32;
stakehol dersd previous DoA-B p.4
learned
DR-096 | DRQ-02 | The development of the DRMG shoud aim for Main DoA-Bp. 2, 14

TRL6 (defined as «Representative resilience
concepts are tested in a relevant environment.
Represents a major step up in a concept
demonstration»)

DR-097 | DRT-01 | The development of the DRMG should produce Main DoA-A p. 13
generic guidelines agommon reference concepts
and methods to improve the resilience of critical

infrastructures
DR-098 | DRT-02 | The development of the DRMG should include a Main WS; GfGO01,
stakeholder analysis 16, 28
DR-099 | DRT-03 | The development of theDRMG should consider Main D1.1llssues

the issue with role ambiguity between different
stakeholders

DR-100 | DRT-04 | The development of the DRMG should consider Main WS; DoAB p.
interactions and interfaces between stakeholders 10
DR-101 | DRT-05 | The development of the DRMG should consider Main WS

how different services can be provided to varying
degrees/levels during crisis to various
stakeholders.

DR-102 | DRT-06 | The development of the DRMG should consider Main WS
event classifications used in the targetedomains

DR-103 | DRT-07 | The development of the DRMG should consider Main DoA-B p. 28
defining

characteristics of the ATM and HC sectors along
dimensions that enable the comparison of these
sectors to other target sectors, so that
generalization of guidelines tather sectors can be
addressed

DR-104 | DRT-08 | The development of the DRMG should consider Main DoA-B p. 18
genderbased differences between people (as
reflected in their social roles and interactions, in
the distribution of power and the access to
resources)

DR-105 | DRP-01 | The development of the DRMG should evolve Main DoA-B p. 24
from and further develop the state of Resilience
Engineering
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ID
DR-106 | DRP-02 | The development of the DRMG should involve Main WS; D1.1
appropriate stakeholders NeedsD1.1
Solutions; GfG
01,08, 16, 17,
23, 27, 29, 32,
DoA-B p.5, p.
7, p.24, p.25,
p.42, p.45, p.
97
DR-107 | DRP-03 | The development of the DRMG should facilitate Main WS; DoAB p.
the strengthening of coordinating and 10, p.26; D1.1
coll aborative r estakeholdersn Needs
DR-108 | DRP-04 | The development of the DRMG should facilitate Main WS; DoAB p.
increased awareness and knowledge between 5
involved stakeholders
DR-109 | DRP-05 | The development of the DRMG should takento Main D1.1 Needs
consideration the issue of trust between
stakeholders
DR-110 | DRP-06 | The development of the DRMG should consider Main D1.1 Issues
the stakehol dersd need
management
DR-111 | DRP-07 | The development of the DRMGshould consider Main DoA-B p. 97
the use of the modified CCRAM tool to assess the
actual needs, capacities and perceptions that
characterise different European communities
DR-112 | DRX-01 | The development of the DRMG should consider Main WS; GfG01,
target domain-specific rules and guidance 23,25, 29,34
DR-113 | DRX-02 | The development of the DRMG should consider Main WS; GfG01,
the context of the users 16, 25, 34, 44
DR-114 | DRX-03 | The development of the DRMG should consider Main GfG 16, 29, 37
enablers and barriers fortheu s er s 0
implementation and application of the DRMG
DR-115 | DRX-04 | The development of the DRMG should consider Main GfG 23, 29, 34,
ethical and equity issues 37
DR-116 | DRX-05 | The development of the DRMG should consider Main GfG 17, 27, 29,
stakeholder risksrelated to the application of the 32,37
DRMG
DR-117 | DRX-06 | The development of the DRMG should consider Main D1.1Needs
the usersdé need to pri
DR-118 | DRX-07 | The development of the DRMG should consider Main D1.1 Needs
the usersé |l ogistics n
DR-119 | ERQO1 | The evaluation of the DRMG should aim to Main WS; DoAB p.
25

maximize the participation of actual (not
simulated) professionals representing

stakeholders realistically
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DR-120 | ERQ-02 | The evaluation of the DRMG should use Main DoA-B p. 8, 17
stakehol derso experien 18
exercises/projects
DR-121 | ERQO3 | The evaluation of the DRMG should use Main DoA-A 1p.21

scenarios, chosen to stress the resilienability of
the user organizations and to investigate aspects
such as the interactions of these organizations
with the public and between, to stress risks
identified and possible cascading effects, and to
link to established risk management

DR-122 | ERQ-04 | The evaluation of the DRMG should ascertain a Main WS; GfG 16,
consistent interpretation of the DRMG 25, 34,37
DR-123 | ERRPO1 | The DRMG should be evaluated Main WS; GfGO1,
17, 23, 25, 28,
37, 44; DoAB
p. 24, p.39;
DoA-B p.98
DR-124 | ERR02 | The evaluation of the DRMG should be Main DoA-B p. 8, 13
performed at different stages, providing feedback 14, 23; DoAA
to the project team at key points of the project p. 22
lifecycle
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