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List of Abbreviations 
Table 1: List of abbreviations 

Term Explanation 

CAX Computer-Assisted Exercises 

CC Concept Card 

CEAC Checklist Evaluation After a Crisis 

CEBC Checklist Evaluation Before a Crisis 

CPX Command Post Exercise 

DCoP DARWIN Community of Practice 

DRMG DARWIN Resilience Management Guidelines 

DRS-7 Topic ID for the call behind this project. Full name of call is "Disaster-

resilience: safeguarding and securing society, including adapting to climate 

change". Full name of topic 7 is "Crisis and disaster resilience – 

operationalizing resilience concepts".  

RPE Role-Playing Exercises 

SMAS Simulated Meeting among Stakeholders 

ST Simulated Task 

TTX Table Top Exercise 

 

 

 

Table 2: List of terms 

Term Explanation 

Adaptation Enrichment of the interventions proposed in the guidelines, from the perspective of a 

specific domain such as complementary information on domain characteristics, related 

existing practices, domain-specific examples etc. 

Approaches A way of considering or dealing with a situation, challenge or problem.  

Concept A set or conjunction of characteristic features/entities related to a common scope and 

rationale that is (at least partly) entangled with or concerns the scope of DARWIN, 

and with a presumed coherence related to an overall and wide understanding of 

"resilience".  

Criteria A principle or standard by which something may be judged or decided. 

DARWIN DRMG DARWIN Manifesto  

The DARWIN Resilience Management Guidelines (DRMGs) consist of guiding 

principles to help or advice a certain organisation in the creation, assessment or 

improvement of its own guidelines. Such principles should help the organisation in 

http://www.oxforddictionaries.com/definition/english/judge#judge__9
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Term Explanation 

developing a critical view on its own crisis management activities (management of 

resources, procedures, training, etc.) based on resilience management concepts.  

It is important to underline that the DRMGs could become complementary to 

guidelines, procedures and practices already present in a certain organisation, but they 

are not intended to replace them.  

Consistently with this nature, the DRMGs are mainly addressed to policy makers, 

decision makers and managers at different levels in an organisation. They can only 

indirectly affect the activities of front line operators or first responders in crisis 

management, since these actors are users of those guidelines, procedures, practices 

that may have been redesigned or generated ex novo, after the adoption of the DRMGs 

by their organisation. 

Evaluation The making of a judgement about the amount, number, or value of something; 

assessment.  

Needs Represent something that is essential for someone to be able to achieve a certain goal 

or task. The ultimate goal of resilience could be thought of as ensuring performance, 

safety and security.  

Practices Represent a solution that has been incorporated/implemented in a real environment.  

Resilience The term resilience is increasingly popular and has many definitions and 

understandings. The DARWIN project builds on systematic literature review on 

journals addressing resilience for crisis management, consortium knowledge and 

experience in the areas of Resilience Engineering and Community Resilience.  

DARWIN relates to proven resilience abilities: 

• Anticipate threats, opportunities and cascade effects. It is not only about identifying 

single events, but how parts may interact and affect each other. 

• Monitor in a flexible way means that the system’s own performance and external 

conditions focus on what it is essential to the operation 

• Respond and adapt to expected and unexpected crisis in a robust and flexible manner. 

The system is designed to provide a limited range of responses, there is still a necessity 

to adjust responses in a flexible way. 

• Learn and evolve from experience of actual events, successes and failures what to 

learn and how the learning is reflected in the organization. 

Resilience 

Management 

Resilience management addresses the enhancement of the abilities of an organisation 

to sustain adaptability and continue operations as required when facing expected and 

unexpected events. It includes “everyday operation” as this information is essential to 

ensure that the organisation functions. This information includes how multiple 

activities work together to produce successful outcomes for different kinds of systems 

and organisations at different levels.  

  



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

13 of 140 

 

Executive Summary 
This deliverable documents the implementation plan for the evaluation of the DARWIN Resilience 

Management Guidelines (DRMG).  

The strategy for the design of four pilot cases in evaluation sessions is presented for each of the four scenarios, 

(designed in the DARWIN deliverable D4.2), along with the set of concept cards considered for the evaluation, 

(developed in WP 2 of the DARWIN project).  

The Pilot Exercise 1 (“Aircraft crashing in urban area close to Major Italian airport shortly after taking off”) 

has been conducted one the 22nd of June, and on the 30th of October. It considered the implications of having 

a cross organizations plan defined and periodically discussed beforehand, focusing on the understanding roles 

and responsibilities, noticing what can go wrong in the implementation of the cross-organization contingency 

plan, and on how to communicate with the public not yet involved in the management of such a crisis. 

The Pilot Exercise 2 (“Total Loss of Radar Information at Rome Area Control Centre”) has been conducted 

on the 29th of November at the ENAV Area Control Centre of Rome. It was focused on involving stakeholders 

from different parts of one organisation, located in different part of the country, in order to assess and promote 

the “Common Ground” required to face the type of crisis analysed, in a resilient way. In particular, the exercise 

allowed to discover and discuss the “Sources of Resilience” available within one organisation, that could be 

helpful also for other part of the organisations. So to learn from previous crisis and optimise the available 

resilience resources. 

The Pilot Exercise 3 (“Disease Outbreak During an Incoming Flight”) started with a remote training session 

activated on the online e-learning platform of ISS on the 12th of June and finished with a face-to-face workshop 

at the ISS offices in Rome on the 3rd of July 2017. The pilot exercise allowed to compare the way the CCs 

were used in different domains. The focus of the evaluation was, in fact, on the same concept cards applied in 

the context of Pilot Exercise 1, but comparing the applicability of the same principles and actions in a less 

standardized domain such as the Healthcare one. 

The Pilot Exercise 4 (“Collision between Oil Tanker and Passenger Ferry leaving Gotland islands in severe 

weather conditions”) was the first one to start. It was overall composed of six events, including one lecture, 3 

workshops and one Command Post Exercise. The firs event was the lecture conducted on the 30th of May 

2017, while the last event was the 3rd Workshop conducted at the KMC in Linkoping on the 29th of September 

2017.  

The deliverable provides a detailed explanation of the different evaluation activities and all the examples of 

application of the DRMG which were considered. In particular, for each of the four pilot exercise, details are 

provided on: (a) the way the evaluation sessions were structured, (b) the selection of CCs to be evaluated and 

(c) the stakeholders involved for each specific scenario. Moreover, for each evaluation activity concrete 

examples are provided of how the concept cards were applied for the evaluation, while the results of this 

application (e.g. feedback on the CCs), will be provided in the Deliverable D4.4 - Final Guidelines Evaluation 

Report.  

Following the submission of this deliverable, the outcome of the pilots’ implementation and evaluation will be 

integrated with other sources of evidence in the last task of WP4, in order to provide recommendations for 

improvements of the DRMG. 

Externally to the DARWIN consortium, this document could be useful to practitioners and researchers 

involved in the development of similar resilience approaches, as a methodological reference for the use of 

concrete example as sources for the evaluation of resilience principles. 
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About the project: The DARWIN project aims to develop state of the art resilience guidelines and innovative 

training modules for crisis management. The guidelines, which will evolve to accommodate the changing 

nature of crises, are developed for those with the responsibility of protecting population or critical services 

from policy to practice.  

The guidelines address the following resilience capabilities and key areas: 

 Capability to anticipate 

 Mapping possible interdependencies  

 Build skills to notice patterns using visualisations 

 Capability to monitor 

 Identify resilience related indicators, addressing potential for cascade 

 Establish indicators that are used and continuously updated 

 Capability to respond and adapt (readiness to responds to the expected and the unexpected) 

 Conduct a set of pilot studies 

 Investigate successful strategies for resilient responses 

 Capability to learn and evolve 

 Explore how multiple actors and stakeholders operate in rapidly changing environments  

 Enable cross-domain learning on complex events 

 Key areas: social media and crisis communication; living and user-centred guidelines; continuous 

evaluation and serious gaming 
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1 Introduction 

1.1 Purpose of the document 

The deliverable illustrates the plan relative to the use of pilot exercises for the evaluation of the DARWIN 

Resilience Management Guidelines (DRMG) revised and adapted to both Healthcare and ATM domains, until 

the end of March 2018. The deliverable identifies and elaborates the methodology and the practices used in 

the different evaluation sessions, in order to implement and evaluate the DRMG in the scenarios used for the 

four pilot exercises. 

The present deliverable describes the combination of different evaluation sessions (see chapters 4.4, 5.4, 6.4 

and 0), in order to offer an overall picture of the successful implementation of the guidelines under different 

domains.  

The exercises were applied in the sites relevant to the different scenarios chosen to stress the resilience ability 

of the user organisations (see chapters 4.1, 5.1, 6.1, 7.1), providing feedback about the applicability of the 

DRMG in the European context. 

For each exercise, a description is provided of the involved actors that are called to managed the joint 

crisis/emergency situation (see chapters 4.2, 5.2, 6.2 and 7.2), as well as the list of the CCs that were better 

suited for being evaluated by the relevant stakeholders in response to the selected scenario (see chapters 4.3, 

0, 6.3, and 7.3). 

The present deliverable provide also some actual examples of how the CCs were actually applied for the 

evaluation (see the part “Example of Applications” in chapters 4.4, 5.4, 6.4 and 0), reporting the concrete 

applications of some of the operatives procedure, examples of methods, actions and mechanism prescribed by 

the cards.  

The outcomes of the pilots’ implementation and evaluation, in terms of feedback on the CCs and 

recommendations for improvements, will be provided only in the following DARWIN Deliverable D4.4 - Final 

Guidelines Evaluation Report. The results will be also integrated with other sources of evidence in Deliverable 

D4.4 (see chapter 8), in order to provide more complete recommendations for improvements of the final set 

DRMG. 

1.2 Authorship 

The preparation and writing of the deliverable was coordinated by DBL, with the support of all the WP4 

partners. The reporting on the way the pilot exercises were conducted was arranged in different ways, 

depending on the specific pilot exercise. DBL prepared a first draft of the reporting of the three pilot exercises 

organized in Italy, then ISS and ENAV reviewed and completed it via different iterations with DBL. ISS took 

care of the review of Pilot Exercise 3, while ENAV took care of the review of Pilot Exercises 1 and 2. Then 

FOI and KMC collaborated at the same level on the preparation of a first draft of the reporting of the Pilot 

Exercise 4 organized in Sweden, which was then reviewed by DBL. TUBS reported about the input given by 

the WP3 simulations in the pilot exercise organized in Sweden and contributed to the review of the overall 

document. Besides the reporting, DBL participated together with ENAV in the organization of Pilot Exercise 

1 and 2, then together with ISS in the organization of Pilot Exercise 3. While FOI and KMC organized jointly 

the Pilot Exercise 4. DBL and FOI where more focused on the methodological aspects of the pilot exercise 

preparation, while ISS, ENAV and KMC were more focused on the recruiting of the representative of each 

stakeholder invited to take part in the exercises. 

1.3  Role of the Pilot Exercises in the final evaluation of the guidelines 

The Pilot Exercises were meant to evaluate the DRMG in different operative environment in response to 

different situations. The present deliverable will present the pilot’s implementation for evaluation, with 

detailed explanation on the different evaluation sessions, methodology and examples of application of the 



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

16 of 140 

 

DRMG (Figure 1). Readers of this deliverable could be interested in looking further in the evaluation 

methodology used, in order to better understand how the application of the DRMG could be beneficial for 

managing similar expected and unexpected crisis / emergencies. While the results of the pilot evaluation 

session will be provided in the Deliverable D4.4 - Final Guidelines Evaluation Report. 

The outcomes of these pilots’ implementation and evaluation will be also integrated with other sources of 

evidence (see chapter 8) in the last task of WP4, to provide more complete recommendations for improvements 

of the card for WP2. The results of the integration will be also provided in the deliverable D4.4 - Final 

Guidelines Evaluation Report. The methodology for the evaluation will be analyzed and integrated with other 

sources of evidence is anticipated in Appendix D of DARWIN Deliverable D4.2, a formative and summative 

evaluation logic will be applied to produce evaluation and recommendations to improve the DRMG. The 

outcome of the final evaluation will be presented in DARWIN deliverable D4.4, which will use a qualitative 

and quantitative approach to the results of the different sources of evaluation. 

 

 

Figure 1: Deliverable D4.3 relation to the other WP4 deliverables and dependencies with WP2 
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1.4 Intended readership 

The deliverable is primarily addressed to people working in DARWIN Task 4.2 (Implementation of Pilot 

Cases), Task 4.3 (Evaluation cycles of Guidelines), WP6 – Dissemination and Exploitation, to the 

organizations involved in the Pilot Exercises as well as to researchers and other organizations that operate in 

the same domain of crisis management tested in the pilot exercises. 

1.5 Structure of this document 

In Chapter 2 an overview of the variables considered in the different pilot exercise will be outlined, as well as 

a specification on the way the DRMG has been evaluated, applying different Concept Card in different 

domains, context and considering the different end-users in different theoretical and practical evaluation 

sessions. Chapter 3 outlines the general and detailed information about the ethical requirement considered for 

the pilot exercises. The subsequent chapters describe the specificity of the different evaluation sessions 

designed for different concept card in different domains, context and scenario, to allow a broad comparison 

and evaluation of the DRMG: Chapter 4 describe the implementation and execution of the first pilot exercise 

“Aircraft crashing in urban area close to Major Italian airport shortly after taking off”; Chapter 5 describe 

the second pilot exercise “Total Loss of Radar Information at Rome Area Control Centre”; Chapter 6 the third 

pilot exercise “Disease Outbreak During an Incoming Flight” and Chapter 7 the fourth Pilot exercise 

“Collision between Oil Tanker and Passenger Ferry leaving Gotland islands in severe weather conditions”. 

Finally, Chapter 8 describes the plan for collecting feedback from other sources of evaluation, while Chapter 

9 draws the conclusions before presenting the results of this evaluation plan in the last WP4 deliverable D4.4. 

1.6 Stakeholder involvement 

The involvement of end-users and stakeholders is central to achieving the development of the DARWIN 

Resilience Management Guidelines (DRMG), which is the main objective and core result of the DARWIN 

project. Their involvement will ensure transnational, cross-sector applicability and long-term relevance, and 

to secure their input and involvement in the project the DARWIN Community of Practice (DCoP) has been 

established. The DCoP includes relevant stakeholders and end-users representing different domains and critical 

infrastructures as well as resilience experts. In the work leading up to this deliverable, additional stakeholders 

were involved during the pilot exercises. See chapters 1.8 and Appendix D for information about the 

requirements and the way the involvement was implemented. See chapters 4.2, 5.2, 6.2 and 7.2 for the complete 

list of the actors involved in the pilot exercises. 

1.7 Relationship with other deliverables 

The pilots’ implementation and evaluation presented in this document receives inputs from the following 

deliverables: 

 D1.3 – Practitioner and academic requirements for resilience management guidelines: this document 

provides the requirements for almost all work packages of the project. 

 D3.2 - Diverse representation and evolution of resilience guidelines support –Final: This deliverable 

provided the starting point for producing the material for the introduction of the guidelines for the 

stakeholders involved in the evaluation activities 

 D3.3 – DARWIN Resilience management guidelines toolkit: This deliverable provided the details for 

the simulation used in the Pilot Evaluation number 4.  

 D2.1 – Development of Resilience Management Guidelines: this deliverable provides the concept 

cards that are subject to evaluation in the course of Task 4.3. 

 D2.2 – Resilience Management Guidelines adapted to health care: this deliverable provides the 

adapted concept cards that were used, when available, for the evaluation sessions of Task 4.3. 

 D2.3 – Resilience Management Guidelines adapted to ATM: this deliverable provides the adapted 

concept cards that were used, when available, for the evaluation sessions of Task 4.3. 
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 D4.1 – Evaluation Plan: it describes the methodology of the evaluation, especially the I-CMO 

approach. 

 D4.2 – Initial Evaluation of the Guideline: this document presents lessons learned that helped to 

improve the effectiveness of the pilots’ evaluation (e.g. structure and content of the evaluation session). 

D4.2 also provided an update description of the scenarios and ethical requirements. 

 D6.3 – Dissemination, exploitation and external collaborations strategy [update of D6.1]: this 

document presents input for the other sources of evaluations 

 D7.4 - DARWIN Ethical approval: Templates and guidance have been applied to this deliverable. 

The D4.3 presented in this document provided inputs for the following deliverables: 

 D2.4 - Final guidelines evaluation report: this document will present the final version of the guidelines, 

after having collected the outcome of D4.3 and D4.4 

 D4.4 - Final Guidelines Evaluation Report: this document is the final evaluation of the guidelines, 

generated by all the evaluation activities. 

 D5.3 – DARWIN DCoP resilience concepts, users and academia interactive workshops [WS 2]:  

information from D4.3 will be used when spreading the results of the first evaluation among the DCoP 

members. 

 Task 6.1 – Dissemination: the results of the first evaluation can be distributed to end-users outside the 

consortium and the DCoP 

1.8 Addressing D1.3 requirements 

The full list of D1.3 requirements is available in Appendix A of D1.3. The following table presents the 

requirements that have been identified as relevant for this deliverable, and how they are addressed. 

Table 3: Addressing D1.3 Quality Requirements 

Req-

ID 

Requirement WP4 

applicable 

Yes/NO 

Means of compliance / how 

requirement is addressed in this 

deliverable 

Status 

ERQ-

01 

The evaluation of the DRMG 

should aim to maximize the 

participation of actual (not 

simulated) professionals 

representing stakeholders 

realistically 

YES All the participant of the three Italian 

Pilots (see paragraph 4.2; 5.2 and 6.2) 

were actual stakeholders.  

As for the Swedish Pilot the entire 

majority of actors were actual 

professionals, with few exceptions (see 

chapter 7.2) 

Achieved 

ERQ-

02 

The evaluation of the DRMG 

should use stakeholders’ 

experience with past and 

present exercises/projects.  

The evaluation of the DRMG 

should where possible use 

results from the DRIVER 

project.  

The evaluation of the DRMG 

should be based on a set of 

prioritized evaluation criteria 

specified in D1.2 and D4.1 

YES The evaluation of the DRMG asked the 

stakeholders to act and refer to their 

current experience with past and present 

crisis management situations.  

The DRIVER project tested testbed 

infrastructure and experiment/exercise 

methodology in their Exercise 43 at the 

Swedish Civil Contingencies Agency 

MSB. Aspects of the scenario proposed 

in the Pilot exercise 4 were also present 

in the scenario of DRIVER Experiment 

43, which thus provided valuable 

lessons for DARWIN Task 4.2 in terms 

Achieved 
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of what could have been simulated and 

which stakeholders should be involved.  

The evaluation of the DRMG was set up 

to consider the evaluation criteria 

specified in D1.2, D4.1 and following 

updates, in D4.2. The evaluation will 

consider the same criteria, and the one 

about formative and summative 

evaluation presented in Appendix D of 

Deliverable D4.2.   

 

ERQ-

03 

The evaluation of the DRMG 

should use scenarios, chosen 

to stress the resilience ability 

of the user organizations and 

to investigate aspects such as 

the interactions of these 

organizations with the public 

and between, to stress risks 

identified and possible 

cascading effects, and to link 

to established risk 

management 

YES The evaluation of the DRMG used the 

agreed scenarios chosen to stress the 

resilience ability of the organizations 

and to investigate aspects such as the 

interactions of these organizations with 

the public and between, to stress risks 

identified and possible cascading 

effects, and to link to established risk 

management. 

See Appendix E od D4.2 for the full 

details of the scenarios, as well chapters: 

4.1, 5.1, 6.1 and 7.1 of the present 

deliverable. 

In addition examples from real previous 

past episodes related or similar to the 

simulated scenarios were used as case-

studies in order to better evaluate the 

maturity level of the DRMG. 

Achieved 

ERQ-

04 

The evaluation of the DRMG 

should ascertain a consistent 

interpretation of the DRMG 

YES The DRMG were set up in concept cards 

that were directly given to the 

stakeholders after being consolidated 

before the pilot exercises (Pilot 1,2,3) or 

consistently elaborated according to 

Resilience principles (Pilot4). 

See chapters:  2.4.1, 2.4.2, and 

appendixes I.A.1.a)(1)A and 0 for the 

complete details. 

Achieved 
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Table 4: Addressing D1.3 Process Requirements 

 

  

Req-

ID 

Requirement WP4 

applicable 

Yes/NO 

Means of compliance / how 

requirement is addressed in this 

deliverable 

Status 

ERP-

01 

The DRMG should be 

evaluated. The evaluation of 

the DRMG should be done 

with the involvement of 

stakeholders. The evaluation 

of the DRMG should be done 

through case-studies. The 

evaluation of the DRMG 

should be done with the target 

users in realistic operative 

their work context. The 

evaluation of the DRMG 

should carry out pilots in 

different countries. The 

evaluation of the DRMG 

should carry out pilots within 

different security sectors. The 

evaluation of the DRMG 

should through pilots evaluate 

how the DRMG complement 

risk assessment. The 

evaluation of the DRMG 

should consider the use of 

simulation and serious games 

to test and validate the DRMG 

YES The DRMG was: evaluated; with the 

involvement of stakeholders; through 

case-studies; with the target users in 

realistic operative work context; in 

pilots’ exercise set up in different 

countries; within different security 

sectors; in a complement way to the risk 

assessment; using one simulation tool. 

The testing with the serious game will 

be achieved in future other evaluation 

activities (chapters 0 and 2.6)   

Achieved 

ERP-

02 

The evaluation of the DRMG 

should be performed at 

different stages, providing 

feedback to the project team at 

key points of the project 

lifecycle 

YES The evaluation was and will be 

performed at different stages, providing 

feedback to the project team after every 

key point of the project lifecycle  

Achieved, 

and still 

in 

progress 
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2 Strategy for the design of pilot cases 
Traditional risk management approaches focus on prediction, prevention and protection against expected 

events. These approaches cover known system disturbances as initiating events. Consequently, procedures, 

training, regulations, and methods for operation are put in place to protect from known disturbances and 

mitigate their consequences. In recent years, the attention of the risk analyst is not only on unexpected events 

(e.g. Epstein, 2008). Different risk methods to analyse interdependencies between critical infrastructures have 

been proposed increasing the of level of complexity of the situations that can escalate off-the-scale (Topper & 

Lagadec, 2008).  

The concept cards approach used in the DARWIN project allow to address the enhancement of the abilities of 

an organisation to sustain adaptability and continue operations as required to a changing context (adapted from 

Hollnagel, Woods, Leveson, 2006). It includes “everyday operation” as this information is essential to ensure 

that the organisation functions under expected and unexpected situations alike (Hollnagel, 2017). The approach 

to design the pilot cases was to include multiple activities required to work together to produce successful 

outcomes for different kinds of systems and organisations at different levels. It involved technical structures, 

different social systems and an interplay of different kind of systems and organisations levels, which traditional 

risk management approaches have difficulties to address. 

The criteria to design the pilot cases, thus, was to go beyond the traditional risk management practices, 

addressing organisations’ planning capability coordination, not only to test understanding of plans, but rather 

the ability to innovate in a stressful situation. In Pilot exercises, in fact required strategic crisis management to 

be able to be flexible and innovate in response to the different evaluation activities design that is presented in 

the present deliverable. For instance, during the Command Post Exercises that tested the roles and 

responsibilities, complex resilience abilities were tested across organization, in order to evaluate the DRMG 

ability to support high adaptive capacities. In the same way, the Simulated Meeting Among Stakeholders were 

meant to assess the managing of the response network system of many decision centres, and allow an 

operational context to test strategic awareness of crisis communication strategies based on mutual dialogue, 

which are essential abilities required for test not only risk management, but also resilience management.  

The broad strategy to design the pilot cases was combining different locations, two main domains (ATM and 

HC), four scenarios with different implementation items and partners involved, in order to allow an in-depth 

evaluation of the DARWIN Resilience Management Guidelines (DRMG) developed in the DARWIN project, 

thru the evaluation of the Concept Cards (CCs) derived from the DRMG to enhance resilient behaviour in 

crisis management. 

2.1 Sites 

Pilot cases were organized in Italy and Sweden, within the main headquarters of three DARWIN end users: 

ENAV (Rome), ISS (Rome) and KMC (Linköping). 

2.2 Domain 

ISS and KMC work in Healthcare (HC) domain, while ENAV in Air Traffic Management (ATM), so the pilot 

exercises consider a differentiation of the domain that will be more relevant in different pilot cases. Some pilot 

cases include one domain at time, other pilots consider a combination of two domains, with the prevalence of 

one domain or another in different pilots. Also the cascading effect on other domains (e.g. other transportations 

means) is addressed as part of the scenarios. 

2.3 Scenarios 

According to the deliverable DARWIN D4.1 (Evaluation Plan), four scenarios were identified to be used for 

the evaluation of the DRMGs in the pilot exercises. The scenarios present different sites and refer to different 

domains: two scenarios present both HC+ATM domains, but one with the predominance of ATM domain, and 

one with the predominance of the HC domain; one scenario involves only ATM domain and the last one 
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involves only the HC domain. In each scenario different types of crisis are presented that require a 

collaboration of different organization involved in the management of the crisis. The four scenarios tested in 

the four pilots are:  

 Scenario 1 - Aircraft crashing in urban area close to Rome Fiumicino airport shortly after taking off. 

 Scenario 2 - Total Loss of Radar Information at Rome Area Control Centre 

 Scenario 3 - Disease Outbreak During an Incoming Flight 

 Scenario 4 - Collision between Oil Tanker and Passenger Ferry leaving Gotland islands in severe 

weather conditions 

For more details on the scenarios, see the Appendixes of DARWIN Deliverable DARWIN D4.2. An overview 

of the scenarios will be given, and the evaluation of the concept cards will be described in the following 

paragraphs and chapters. 

2.4 List of Concept Cards 

The Concept Cards addressed in the evaluation are grouped in five main Resilience Management thematic 

areas among those originally identified in the D2.1 (Generic Resilience Management Guidelines):  

 Supporting coordination and synchronisation of distributed operations 

 Managing adaptive capacity 

 Assessing resilience 

 Developing and revising procedures and checklists 

 Involving the public in Resilience Management 

To assess and evaluate how the five principles could help or advice a certain organisation in the creation, 

assessment or improvement of its own guidelines, the CCs considered for the pilots and other evaluation’s 

activities are presented in Table 5. 

Table 5: List of the Concept Card Considered 

Darwin Resilience Concept Cards 

Number Extended Title Short Title 

2.1 
Promoting common ground for cross-organizational 

collaboration in crisis management 

Promoting common ground 

2.2 

Establishing networks for promoting inter-

organizational collaboration in the management of 

crises 

Establishing networks 

2.3 

Ensure that the actors involved in resilience 

management have a clear understanding of roles and 

responsibilities in own and other organizations 

involved in the management of the crisis 

Understanding roles and responsibilities 

3.1 
Enhancing the capacity to adapt to both expected and 

unexpected events 

Adapting to expected and unexpected events 

3.2 

Establishing conditions for adapting plans and 

procedures during crises and other events that 

challenge normal plans and procedures 

Adapting plans and procedures during crises 

4.1 
Assessing community resilience to understand and 

develop its capacity to manage crises 

Assessing community resilience 

4.2 
Identifying sources of resilience: learning from what 

goes well. 

Identifying sources of resilience 
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4.3 Noticing brittleness Noticing brittleness 

6.1 

Systematic management of policies involving policy-

makers and operational personnel for dealing with 

emergencies and disruptions 

Systematic management of policies 

7.1 
Communication strategies for interacting with the 

public not yet affected by or involved in a crisis 

Communication with the public not yet 

involved in a crisis 

 

In order to have an updated version of the concept cards, log in the DARWIN wiki https://h2020darwin.eu/wiki 

(Login for Guests: username “DCOPGuest”;  password “DarwinWiki”). Each Pilot exercise allowed to test 

some properties of the card, in different contexts and/or the same card in different domains. The final 

evaluation session will use information coming from different evaluation sessions on the cards. 

2.4.1 Use and Evaluation of Concept Cards in the Italian Pilot Exercises 

The DRMG are intended as a meta-guideline for the organizations managing critical infrastructures, to review 

the specific guidelines, procedure and practices available at local level or to integrate them with new guideline 

elements. For this reason, the three Italian pilot exercises were mostly addressed to policy and decision makers, 

as well as to high and middle managers, who were considered the main potential users of the cards. The 

exercises targeted different CCs and included a set of different evaluation activities, designed to allow the 

simulated application of the CC principles and actions. For this purpose, a simplified “field guide” format of 

the cards – mainly including the ‘implementation part’ of the original CC - was extracted from the different 

cards under evaluation. The field guide consisted of a series of handouts distributed to the participants during 

the pilot exercises (see Appendix C). The handouts were intended to provide quick access to the most relevant 

contents of the cards also to practitioners who were not familiar with the DARWIN project or had very limited 

time to consult the full version of them, previously to the day of the exercise. In addition, the handouts were 

tailored to the needs of different crisis management scenarios that were used as reference example. The 

participants were asked to apply the principles and actions described in the CCs in the context of different 

types of evaluation sessions (see the following section 2.5). At the end of the evaluation sessions associated to 

each specific card, they were also asked to evaluate the card itself from two different points of view: the 

perceived impact in improving the resilience management capabilities of their own organizations and the 

perceived maturity. This was achieved by administering them a questionnaire including a set of Likert scales 

and open fields. For what concern the perceived impact of the cards, the following items where explored: (a) 

support to the improvement of resilience management capabilities, (b) coverage of the most relevant topics, 

(c) compatibility with existing practices, (d) applicability in the specific organization, (e) existence of methods 

and practices potentially useful to complement or enrich the card, (f) issues potentially generated by the 

application of the card.  While for what concern the maturity, the participants were asked to select one among 

four different statements representing different levels in the TRL scale adopted by DARWIN and to provide a 

rationale for their choice. An example of such questionnaire specific for the Concept Card 2.3 (“Roles and 

Responsibilities”) is presented in Appendix E.  

To note that the structure of this questionnaire was also used as reference to design an online questionnaire 

dedicated to each concept card, to be used for smaller scale evaluations organized beyond the pilot exercises 

described in this deliverable (see Chapter 8 for further details).   

 

2.4.2 Use and Evaluation of Concept Cards in the Swedish Pilot Exercise 

Complementary to the other Pilots in DARWIN that focus primarily on policy makers, the main focus of the 

Swedish Pilot Exercise (Pilot 4) was evaluation of the DRMG with operational personnel within the healthcare 

domain. With operational personnel as a target audience of the DRMG, instead of policy makers, the DRMG 

need to be operationalized and contextualized into practical capabilities during an implementation directed 

toward operational personnel.  

https://h2020darwin.eu/wiki
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In the role of policy makers, KMC, with the support of FOI, tailored the selected DRMGs to an operationalized 

resilience intervention, through educational workshops and exercises for the HC professionals in the regional 

medical management (in Swedish:  Regional särskild sjukvårdsledning, RSSL), which are responsible for 

managing the medical response in the event of a major incident. This approach made it possible to evaluate 

the full process of creating interventions on the operational level based on DRMG, as well as evaluate the 

effect of such interventions. The intervention evaluated in Pilot 4 included both specific activities suggested 

in the DRMG, as well as domain specific activities based on a synthesis of several parts of the DRMG.  

The outline and content of Pilot 4, organized as a series of sessions introducing and applying DRMG content 

in different stages, are thus mimicking the gradual introduction of new activities and concepts into operations, 

as would be the case in actual operations. The DRMG was used to guide the implementation of operationalized 

resilience concepts taking in account actual organizational-specific work conditions, culture, level of 

competence and existing level of resilience. 

2.5 Evaluation Sessions 

To organize the pilots and allow an evaluation of the DRMG in different contexts, the different CCs were 

mainly considered with regard to their implementation part. A set of implementation items was extracted from 

each card and used to determine the set of evaluation activities to include in each pilot exercise. The chapters 

from 4 to 7 (respectively focused on the Pilot Exercises 1, 2, 3 and 4) describe all the evaluation activities and 

the way they were grouped in different evaluation sessions, clarifying how the different CC implementation 

items were interpreted for their application in the different domains. In general, the logic of having different 

evaluation sessions allowed the WP4 to have an in-depth assessment of most of the CCs, when applied to 

different domains and types of crises. The Table 6 below summarizes the main typologies of evaluation 

activities adopted in the pilot exercise.  

 

Table 6: Typology of Evaluation Activities 

Evaluation Activity Description 

CPX Command Post Exercise A simulated exercise designed to train operators 

and the staff in the control of operations and/or test 

the flow of communications within and between all 

the involved stakeholders. It can be combined with 

a Role-Playing Exercises (RPE) methodology and 

it can be assisted by virtual simulations, in the form 

of Computer-Assisted Exercises (CAX). 

TTX Table Top Exercise The tabletop is an exercise designed to simulate an 

emergency situation without deploying the full 

scale simulation or without having to follow the 

“actual” timeline of events. Participants of the 

exercise review and discuss the actions they would 

take in a particular emergency, testing their 

emergency plan. 

CEBC 

CEAC 

Checklist Evaluation Before/After a Crisis Application of the triggering questions 

Before/After a crisis to investigate specific 

thematic areas and to stimulate the evaluation and 

identification of concrete examples, deriving from 

the professional experience of the stakeholders 

compared to the actions outlined by the concept 

card. 
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SMAS Simulated Meeting among Stakeholders Simulated Meeting implies the organization of one 

specific meeting prescribed by the concepts cards, 

in order to allow its expert evaluation. For instance 

the card “Promoting Common Ground” prescribes 

that representatives from different organization 

involved in the management of a crisis arrange 

periodic visits to facilities of other parts of the 

organizations to provide an opportunity to own 

staff to learn about the resources, common 

language and procedures. 

ST Simulated Task Simulated Task implies the application of one 

specific task prescribed by the concepts cards, in 

order to allow its expert evaluation. For instance, 

the card “Roles and Responsibilities” prescribe that 

representatives from each organization involved in 

the management of a crisis were asked to:  

1. Individually fill-in a stakeholders-grid 

indicating the organizations - and the specific roles 

inside theme – with whom the expected to interact 

in a situation of crisis 

2. Present to the other participants, the content of 

each individual’s the stakeholders-grid, 

3. Discuss with the different stakeholders about 

the potential criticalities in the implementation of 

the shared procedure and of the related 

coordination mechanisms 

 

Following the work presented in this deliverable, the results of the evaluation will be then analyzed in the 

D4.4, together with the sources of evidences deriving from other smaller scale evaluations (see Chapter 8). 

Starting from the integration of all these sources of evidence, a combined formative and summative evaluation 

approach will serve to evaluate the fitness-for-purpose of each concept card and to provide recommendations 

for the improvement of the overall DRMG. 

2.6 Simulations and Serious Games 

The DARWIN simulation environment (SimEnv) was used after-trial exercise within the Pilot 4 context (see 

chapter 7.5), while the Serious Games have not been used during the pilot exercises. The objectives of the two 

different tools were different: 

- The simulation environment supported the “What-If-studies” before and after an exercise. It was not 

meant to evaluate the single concept cards. The simulation environment has been used in an after-trial 

workshop in Linkoping to analyse the way the trial went and possible alternative ways of decisions 

(chapter 7.5). the results will be presented in deliverable D3.5 

- The Serious Games were intended to support the familiarization of participants or trainees with 

concept cards and can be used in future webinars and workshops to get familiar with the different 

concepts (see Chapter 8). However, since the development of the Serious Games took longer than 

expected, these were not used in the pilot exercises. 
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2.7 Recap of Concept Card Evaluation across Pilot Exercises  

The following table provides a recap that compares and contrasts the pilot exercises across domain and 

evaluation activity 

Table 7: Pilot Exercise Comparison 

 Scenario CONCEPT CARD DOMAIN EVALUATION ACTIVITY 

Pilot 1 

“Aircraft 

crashing in 

urban area 

close to 

major 

Italian 

airport” 

2.3 

Understanding Roles and 

Responsibilities 

ATM  
+ HC 

1. Command Post 

Exercise1  

2. Simulated Meeting 

Among Stakeholders 

4.3 

Noticing Brittleness 
ATM  
+ HC 

1. Command Post 

Exercise1 

3. Checklist Evaluation 

AFTER Crisis 

7.1 

Communication with the public not 

yet involved in a crisis 
ATM 

4. Checklist Evaluation 

AFTER Crisis 

     

Pilot 2 

“Total loss 

of Radar 

information 

after cyber-

attack” 

2.1 

Promoting common ground 
ATM 

1. Simulated Meeting 

Among Stakeholders 

2. Checklist Evaluation 

AFTER Crisis 

4.2 

Identifying Sources of Resilience 
ATM 

3. Checklist Evaluation 

BEFORE Crisis 

4. Checklist Evaluation 

AFTER Crisis 

     

Pilot 3 

“Disease 

outbreak 

during an 

incoming 

Flight” 

2.3 

Understanding Roles and 

Responsibilities 

HC  
+ ATM 

1. Remote session1 

2. Simulated Task 

3. Simulated Meeting 

Among Stakeholders 

4.3 

Noticing Brittleness 
HC  

+ ATM 

1. Remote session1 

4. Checklist Evaluation 

BEFORE Crisis 

7.1 

Communication with the public not 

yet involved in a crisis 
HC 

5. Remote session2 

6. Checklist Evaluation 

AFTER Crisis 

     

Pilot 4 

“Collision 

between oil 

tanker and 

passenger 

ferry in 

severe 

weather 

conditions” 

2.3 Understanding roles and 

Responsibilities 
HC 

1. Lecture 

2. Workshop1 

3. Table Top Exercise 

4. Workshop2 

5. Command Post Exercise 

6. Workshop3 

2.2 Establishing Networks HC 

3.1 Adapting to expected and 

unexpected events 
HC 

3.2 Adapting plans and procedures 

during crises 
HC 

4.3 Noticing Brittleness HC 

4.2 Identify sources of resilience HC 
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3 Implementation of DARWIN Ethical requirements for the pilot cases 
The ethical requirements on the WP4 pilot studies were outlined and elaborated on in the earlier deliverable 

D4.2. The implementation of the ethical requirements in each of the pilots is outlined in Appendix A Ethical 

requirements for the pilot cases. 

All the information sheets and the consent form used in the Pilot activities are included in appendix D 

Information Sheets and Consent Forms. 

In general, in all pilot exercises, the participants were informed about the benefits and eventual risk of 

participating to an evaluation session. For each pilot exercises it was possible to interrupt the participation to 

the evaluation sessions at any time, without any cost.  

The personal data was gathered and collected only after the voluntary and informed consent of participants, 

but this information was analysed in an aggregate and de-identified way.  

The data and result which would be eventually disseminated in the conclusion of the project, will be treated 

accordingly to the ethical requirements and without any personal identification data, unless otherwise stated 

explicitly by the participant.  

All the ethical requirements are summed up in Appendix A and where not stated otherwise, the ethical 

requirement implementation applies to all pilots. 
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4 Description of Pilot 1: Aircraft crashing in urban area close to Major 
Italian airport shortly after taking off 

The Pilot Exercise 1 took place on the 22nd of June 2017 and the 30th of October 2017, at ENAV offices. 

Following the same approach applied for the DARWIN project, this pilot exercise deals with one of the 

scenarios elaborated in the previous phases of the project (see Appendix E of the DARWIN Deliverable D4.2) 

concerning an aircraft crashing right after departure, in an urban area close to an Italian big airport. To make 

the exercise more realistic and avoid generalization of the responses, the scenario has been contextualized 

using as reference, when possible, Fiumicino Airport, in order to take advantage of the presence of Aeroporti 

di Roma experts (i.e. Safety Manager and Post Holder of Movement Area). Thus, the discussion, which was 

mainly based on the professional and operational experience of the involved stakeholders, enriched the 

evaluation sessions far beyond the expectations. A broader evaluation of the resilience management guidelines 

was possible thanks to the complexity of the operational environment. 

The detailed description of the scenario that was tested in the Pilot 1 is available in the section E.1 of the 

DARWIN deliverable D4.2. The pilot case involved three evaluation sessions, with ATM and HC relevant 

professionals (see chapters 4.2 and 4.4). 

4.1 Narrative description of the scenario 

Critical Event 

A narrative describing the crisis situation to be handled 

It is 12:00 am o’clock in Fiumicino and a sunny summer day (CAVOK – Ceiling and Visibility OK 

according to standard phraseology). As usual, in Fiumicino Airport, midday is the peak hour for departures 

(55 movements per hour).  An Airbus A321 taking off from RWY 16R crashes outside Fiumicino airport 

on an urban area (see picture below as reference). The aircraft, belonging to a major extra-European airline, 

carries approximately 180 passengers, two pilots and 5 flight attendants. During take-off, a Foreign Object 

Debris on the runway (also known as FOD), which fell off from an aircraft that had taken off about three 

minutes earlier, is sucked into the left engine causing serious damages. The engine explodes making the 

pilot unable to fly the aircraft. The aircraft crashes on an urban area, (highlighted with a red icon in the 

figure below).  

The area (approx. 100m x 100m) is characterized by several parking, car rentals, and streets and also a 

restaurant is concerned. Streets and buildings in the area of the accident are damaged. The debris is spread 

all over the area. It is evident since the beginning that there will be several injured and dead people (both 

passengers/crew and people on the ground). Search and rescue services encounter some problems to reach 

the area due to traffic and unavailability of some streets, which have been closed for two weeks for 

maintenance work. In order to manage the consequences of the accident, Fiumicino Control Tower (a.k.a. 

TWR) activates - by means of a dedicated alarm system - all the concerned actors. In so doing the apply the 

“ADR Manuale rosso” (“Red Manual”).  

The firefighters of the airports are the first to intervene in the area of the accident and the airport is suddenly 

closed to traffic as follows:  

 Traffic departing from Fiumicino is stopped immediately;  

 Airborne traffic supposed to land in Fiumicino is diverted to alternate airports (i.e. Ciampino, 

Naples, Firenze, Pratica di Mare, etc.);  

 Traffic on ground with destination Fiumicino is stopped on ground and delayed. 

From Air Traffic Services point of view there is an increase of workload for: 

  ATCOs (Planner and Executive) in ACCs due to an increase of coordination, communications with 

pilots and nearby ATS Units, management of diverted traffic 
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 ATCOs in nearby ATS Units due to an increase of coordination and communications with pilots 

 ATCOs in Fiumicino due to management of the crisis.  

Also, Network Manager (EUROCONTROL) is involved in order to apply traffic restrictions: airport 

capacity (number of aircraft landing and taking off per hour) is reduced by 30% due to RWY 16R closed. 

This capacity restriction is maintained for two days. 

Immediate cascade effects on aviation system regard flight cancellations and delays, implying passengers’ 

assistance (from both airlines and airport management company). The aircraft manufacturer and the ANSV 

will be involved for investigation purposes.  

The first hypothesis from media concerns a terrorist attack with ground to air missile or small bomb on-

board. It will be refuted a couple of days after the accident, thanks to investigations and analysis of video.    

The victims are distributed as following:  

 Dead people – 20 passengers/crew and 10 people on the ground. For these people it is necessary to 

organize removal of corps. 

 Injured people – 120 passengers/crew and 40 people on the ground. The type of expected casualties 

is severe life-threatening injuries (traumatic, burns, asphyxiation, and collapses). 

 lightly and moderately injured (traumatic and stress reaction) people - 47 passengers/crew and 30 

people on the ground 

The activities regarding healthcare domain will be: checking available hospitals and ambulances, organizing 

a triage and life-saving treatment on site, organize evacuation of the casualties to hospitals and trauma 

centres for definitive care, ensuring coordination among the rescue teams on site and hospitals (as expected, 

a massive quantity of blood for transfusion will be necessary). Also psychological assistance for survivors 

and relatives is needed.  

 

Figure 2: Map of the accident for Pilot 1 
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Context 

A description of the geographical area/location in which the critical event occurs (to be integrated with a 

description of cultural elements if considered useful) 

The accident occurs nearby Fiumicino airport which is the major international airport in Rome and one of 

the busiest) airports in Europe by passenger traffic with approx. 40.5 million passengers served in 2015 

(eighth airport in Europe in 2015), as reported by Assaeroporti. 

It is located in Fiumicino, 35.0 km west of Rome’s historic city centre. The airport is served by a six-lane 

motorway, a railway station and numerous buses and taxis. 

The area is close to the sea and flat, also characterized by cultivated fields and farms. 

Following recent tragic events in Brussels airport, aviation is one of the domains under observation with 

respect to security and terrorism.  

 

Main Domain 

The identification of the specific domain(s) interested by the scenario 

☐ ATM  

☐ Healthcare  

☒ ATM and Healthcare  

Other Domains 

The identification of other possible infrastructure operators suffering the consequences of the critical event 
(directly or as a result of a cascading effect) 

 Transportation services ensuring connections to and from a city where it has become very difficult 

to depart/arrive with any flight; 

 Tourism: some hotels will host passengers of cancelled flights and host victims’ relatives. At the 

same time several cancellations of reservations have to be expected;   

 Economic and commercial fields (import/export);  

 International, national and local media and press (including social networks). 

 

Magnitude of the event and duration of the effects 

A description of the space and time scale characterizing the events 

Airport infrastructures are not damaged by the accident, ATS can be restored as soon as the “Livello Rosso” 

(Red Level) ends. The effects on the Air Traffic Services point of view will last for about two days. The 

airport will be re-opened to traffic as soon as the firefighters of the airport will ensure the normal operations. 

Anyway in the following couple of days after the re-opening, the capacity of the airport will be reduced by 

30% due to the possible unavailability of RWY 16R for landing/departures (possible interactions with search 

and rescue activities with departures and missed approach procedures of RWY 16R, and continuous RWY 

inspections to retrieve debris of exploded engine).  

 It is expected that the emergency (i.e. search and rescue activities) will last for a couple of days.  
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4.2 Actors Involved 

The pilot exercise involved mainly stakeholders operating in the aviation domain as well as stakeholders 

coming from the healthcare domain.  The following table lists the organizations relevant for the management 

of the emergency and crisis situation described by the scenario used during the exercise, and the specific 

representatives and stakeholders that took part to the different evaluation sessions (see chapter 4.4). 

Organizations potentially involved in the management of the crisis 

Air Traffic Control Service (ENAV Control Tower): it ensures the control of air traffic and the movements 

of aircraft and vehicles (including emergency vehicles) in the manoeuvring area. Its primary task during 

emergency and rescue operations is to alert and communicate with ADR Airport Emergency Coordination 

(CEA); 

ENAC (Italian Civil Aviation Authority): it is responsible for adopting the Aerodrome Emergency Plan. If 

necessary, it orders that other vehicles or equipment that are on-site at the airport be made available for rescue 

operations. It adopts the subsequent aeronautical measures after the accident; 

Rescue and Fire Fighting Service (Fire Brigade): they ensure the public rescue and firefighting service for 

air traffic and take over technical management of their activities with its own personnel, equipment and 

materials; 

Airport Management: it guarantees, for its responsibilities, that the assistance and rescue services provided 

to passengers involved in an aircraft accident are in any case and always carried out promptly; 

Airline operators: they make available information on the aircraft that is the subject of the emergency and 

the personnel for the needs of the post-accident operations, including disabled aircraft removal, if required; 

Police Forces (Border Police, Carabinieri and Italian Tax Police): they ensure monitoring, supervision and 

public order in the affected areas under the coordination of the Director of the Border Police 

Airport Health Service (ADR First Aid): the only Body authorised to alert First Aid is the Control Tower. It 

is a structure that operates 24/7 to ensure medical assistance to passengers and to all airport operators and 

that, in case of an airport emergency, ensures the first response medical assistance operations until outside 

external medical rescue (118) arrives. 

ARES (Regional Health Emergency) 118: it ensures extra-hospital assistance in emergency-urgency 

situations, coordination and management of medical rescue during events requiring extraordinary resources 

not available at the airport. 

Customs: it recovers the fuel from the aircraft involved in the accident.  

USMAF (Maritime, Air and Border Health Offices) Air Health: it ensures compliance with the 

international preventive medicine laws related to air traffic, public health and Health Police. 

Actors actually involved in the pilot testing 

 Two representatives of ENAC (Civil Aviation Authority) 

 Two managers from Aeroporti di Roma – AdR (Aerodrome Operator) 

 Two firefighters from Fiumicino Airport 

 One representative of USMAF (Maritime, Air and Border Health Office - Ministry of Health) 

 One operator from 118 (Regional Emergency Agency) 

 Five representatives from ENAV (namely, Safety Department, Fiumicino TWR, Airport Operations, 

Rome ACC) 

 Two communication managers from Aeroporto di Bologna AdB (Aerodrome Operator) 

 Two communication managers from ENAV 
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4.3 List of Concept Card Considered 

Taking into account the scenario presented and the initial feedbacks from evaluation of the DRMGs (see 

DARWIN deliverable D4.2), the involved DCoP and the DARWIN Evaluation Team decided that the DRMG 

more relevant for the tested scenario were: 

 2.3 “Understanding roles and responsibilities” 

 4.3 “Noticing brittleness” 

 7.1 “Communication with the public not yet involved in a crisis” 

4.4 Evaluation sessions 

The exercise was articulated in 3 different evaluation sessions, with four evaluation activities. The first two 

concept cards were addressed on the 22nd of June 2017 with 11 experts from the organizations listed in chapter 

4.2. While the third concept card was analysed the 30th of October, with a pool of four communication experts, 

including two from ENAV and two from Aeroporto di Bologna (Bologna’s Airport), who were not directly 

involved in the DARWIN project team. The sessions considered the Concept Cards presented in the table 

below. 

Table 8: Evaluation Activities for Pilot 1 

ES Concept Card Date Evaluation Activity Participants 

ES 1a 2.3 
Understanding Roles 
and Responsibilities 

22/06/2017 
Command Post Exercise 

(CPX) 
ENAV, ENAC, 

ADR, Fire 
Brigade, Civil 
Protection, 

USMAF, 118 
22/06/2017 

Simulated Meeting Among 
Stakeholders  

(SMAS) 

            

ES 1b 4.3 Noticing Brittleness 

22/06/2017 
Command Post Exercise 

(CPX) 

ENAV, ENAC, 
ADR, Fire 

Brigade, Civil 
Protection, 

USMAF, 118 
22/06/2017 

Checklist Evaluation After Crisis  
(CEAC) 

            

ES 1c 7.1 
Communication with 

the Public not yet 
Involved 

30/10/2017 

Simulated Meeting Among 
Stakeholders  

(SMAS) 
Communication 

Experts from 
ENAV, AdB 

30/10/2017 
Checklist Evaluation After Crisis  

(CEAC) 
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Figure 3: Summative Chart of the Evaluation Activities for Pilot 1 

 

 

Figure 4: Representative of the different stakeholders involved in the Evaluation Activities of the first 

pilot exercise. (Blurred on purpose). 



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

35 of 140 

 

4.4.1 Command Post Exercise (CPX) 
 

Evaluation Session ES 1a /ES 1b 

Concept Cards Understanding Roles and Responsibilities 

Noticing Brittleness 
 

The first exercise focused on the application of the concept card “Understanding Roles and Responsibilities”. 

A Command Post Exercise was chosen to address the emergency situation related to an incident occurring 

close to a big Italian airport.  

The attendants were asked to represent the different actors involved in the emergency and used a logbook to 

report the actions they would have done and the communications they would have exchanged during the 

simulated emergency.  

The Command Post Exercise is a technique commonly used for training purposes that allows to assess if all 

actors involved in a shared procedure are able to coordinate and act efficiently. In the context of the Pilot, the 

technique was used to give the participants an active role in a realistic emergency scenario and to evaluate the 

applicability of the actions and the principles proposed by the card “Understanding Roles and Responsibilities” 

(see Appendix C.3). 

 

EXAMPLE OF APPLICATION. The Command Post Exercise allowed to observe the following topics:   

[A] Shared Procedure. Generally, the activities described in the Airport Emergency Plan (AEP) are 

represented as step-by-step actions (in particular concerning the communications among the different 

actors), but the application of the card allowed to observe that the stakeholders use it mainly as a reference 

for the identification of responsibilities rather than a guide for the specific actions to be taken. In fact, during 

the simulation, all actors knew exactly what to do; neither gaps nor critical issues emerged in the 

management of the shared activities since everyone acted according to his/her organization’s internal 

guidelines, procedures and checklists. It is noteworthy that each organization develops its internal 

guidelines, procedures and checklists organically, in a way that they are compatible with the ones 

developed by the other organizations’. These internal procedures are well-known and often are shared 

directly with other involved organizations. They are significant in guiding operational procedures, even if 

they concern activities shared among different actors. This is because there is a strong and well-established 

daily collaboration among different organizations. In general, the AEP should respect the following aspects: 

(1) include all possible crisis situations (as well as security issues); (2) use a common terminology which 

is the same for all concerned organizations and in compliance with European standards; (3) the 

instructions/procedures should be simple and provide only high-level indications; (4) particular attention 

should be paid to operational interfaces among different organizations.  

[B] Interface with emergency services. During the discussion on general themes concerning “Roles and 

Responsibilities”, some critical issues (deriving from external factors) that could impact on 

efficacy/efficiency of emergency management arose. For example, during an emergency like the one 

presented by the scenario, the recent introduction of a single telephone number for emergencies in many 

Italian regions, may have a negative impact on the timely communications with and between healthcare 

professionals. It is noteworthy that the single telephone number has been introduced to replace the 

numbers of different emergency services (e.g. firefighters, medical emergency, Police, etc.) in compliance 

with European standards. Possible delays on the speed of communications could derive from the presence 

of an additional “filter” represented by the first operator answering and rolling calls to interested emergency 

services. Anyway, during the discussion following the Command Post Exercise, it was highlighted that 

firefighters and aviation operators can directly communicate with healthcare operators to speed up some 

coordination. However, they cannot avoid contacting the single telephone number since it represents the 

only recorded communication. This requirement is necessary to track the way in which the emergency 

procedures are activated.    



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

36 of 140 

 

[C] Coordination mechanisms. A periodic coordination mechanism already exists among the different 

stakeholders, in line to what is recommended by the Concept Card. The Emergency Response Committee 

(ERC) meets at least three times per year (extraordinary meetings excluded) to coordinate activities among 

organizations involved in the AEP. The agenda of the meeting is flexible and not necessarily focused on 

the analysis of specific events/crisis; it represents an official context where each stakeholder can raise 

questions and concerns about AEP application. These kind of meetings guarantees that the update of AEP 

takes into account both “top-down” (triggered by airport operator or civil aviation authority) and “bottom-

up” (ensuring that all involved actors are kept in the loop) approaches. During the ERC meetings, 

emergencies that happen in other contexts/airports are also discussed and analyzed, in order to learn relevant 

lessons. In line with the principles of the card “Roles and Responsibilities”, the ERC represents a context 

to keep all members updated about possible AEP changes. 

4.4.2 Simulated Meeting Among Stakeholders (SMAS) 
 

Evaluation Session ES 1a 

Concept Cards Understanding Roles and Responsibilities 

 

In the second step has been evaluated the viability of one of the main action prescribed by the concept card. 

The CC “Understanding Roles and Responsibilities” requires the creation of a periodic coordination meeting 

that includes at least one qualified representative for each of the organizations involved in the management of 

the crisis (see Appendix C.3), in order to: 

1. Understand which are the relevant roles for the managing of the specific crisis; 

2. Verify the reciprocal expectations on the actions that the different organization are expected to perform 

during the management of the crisis  

3. Check and/or update the reference’s numbers and contact info of the relevant roles for each 

organization involved in the management of the crisis.  

 

EXAMPLE OF APPLICATION. Participants considered the “periodic coordination meeting” a viable action 

and in accordance with the coordination mechanism already in place among some of the organizations 

involved. It has been decided nevertheless, to not simulate a full coordination meeting among all the involved 

stakeholders since this type of exercise would have required beforehand an explicit and official mandate to 

discuss about internal actions, from all of the representative of the different organizations involved in the pilot 

exercise.  

Despite meeting all the ethical requirements (see appendix A) this type of mandate can not be achieved within 

the context-frame of a project such as DARWIN for the sensitive nature of the operations that are foreseen to 

be discussed by the different organizations.  

However, all the participant underlined the utility to adopt such periodic coordination meetings. In particular, 

when such mechanism was already experienced among some of the involved organizations, it was reported 

that this “suggested action” allows the organizations to: have the possibility to discuss together with other 

organizations specific issues; to improve the definition of shared roles & responsibilities; and to keep 

periodically up to date the shared procedure in response also to certain specific crisis / emergency events that 

could occurs also in other domains and in different emergency contexts, as described indeed by the concept 

card.  
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4.4.3 Checklist Evaluation After Crisis 
 

Evaluation Session ES 1b 

Concept Cards Noticing Brittleness 

 

To apply the concept card, a Focus Group was organized to involve the same representative of the 

stakeholders already involved in the previous exercise on the Concept Card “Roles and Responsibilities”.  The 

aim of the of the Focus Group was to evaluate the ability of the card to enable the final user to notice potential 

brittleness in the contingency plan to be used in crisis situation similar to the one experimented during the 

Command Post Exercise (see 4.4.1). The triggering questions of the Concept Card “Noticing Brittleness” 

(see Appendix C.5) were used as a tool to guide the Focus Group. The content of the discussion was analyzed 

in a qualitative framework, using the Content and Discourse Analysis (Berg, B. L., 2004). 

EXAMPLE OF APPLICATION. The following paragraph presents some examples of “sources of 

brittleness” that emerged from the application of the triggering questions. All the examples are grouped 

according to the four thematic areas that the Concept Card 4.3 Noticing Brittleness outlines for the “after the 

crisis” analysis: 

[A] Lack of Resources (human, technical, material). During the sudden transitions between ordinary and 

critical situations, it is possible to anticipate difficulties in re-allocating the available resources (human, 

technical, material), due to the optimization of the resources in the normal conditions. The way these 

anticipated difficulties are managed, differs from organization to organisation and defines the accepted 

tolerable margins of the different organisations in case of emergencies.  

Example (1) Personnel availability during specific circumstances:  

 Small Airports, with maximum 20-25 employee, could face with difficulties (in terms of personnel 

availability) in case of major accidents / extended spread of fire. 

 The first night-shift is the period when the personnel is usually in reduced configuration, thus in 

case of emergency in small airports during the night, there might be difficulties in re-allocating 

available resources to face with large scale consequences of the  emergency 

 Several actions that are able to successfully mitigate this type of “anticipated brittleness” were 

discussed among the stakeholders. Regardless of the specific content of the discussion, the first step 

to find a solution to these examples of “brittleness” was recognized as a common discussion 

dedicated on noticing and discussing (together with the different organizations) the potential 

brittleness presented in the situation.  

 

[B] Difficulties to adjust. Sometimes the planning “before crisis” can not consider all the relevant 

stakeholders that will become important actors “during the crisis”. Sometimes stakeholders that are not 

directly involved in the management of the crisis or are not relevant in ordinary conditions, become 

extremely relevant under certain circumstances. That is why, “after a crisis”, it is crucial to understand how 

it is possible to consider the fact that additional stakeholders should be included in the contingency 

mechanisms, to produce more efficient the responses in the future. 

Example (1) The Unexpected Stakeholder:  

 The organisation of arrivals of football/soccer supporters at airports in occasion of big sporting 

events, such as Champions League final matches, requires the implementation of complex 

preventive measures to avoid risks for the public order, including the possibility to arrange the 

arrival of the supporter of opponent teams at separate terminals. However, such measures will 

have to be compatible with the need to maintain ordinary operations and services for all the other 

passengers.   
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 The difficulties in this type of “adjustment” are caused by the fact that in many cases it is possible 

to know which will be the teams involved in a given match, only few days before the event itself 

(e.g. after the planning of a direct playoff match). Therefore, it becomes essential to involve 

external entities - such as the UEFA - as a central stakeholder for the planning of airport 

operations. However, considering additional stakeholders in a flexible way has a very significant 

impact in the planning of the overall airport operations in a very complex environment. 

 

[C] Lack of Information. Within the shared contingency procedures, the lack of specific instruction 

regarding particular types of emergencies and crisis, could lead a given stakeholder not to have the required 

information to monitor the evolution of the emergency itself and or to contribute to a quick resolution of it. 

In such cases, the concerned stakeholder might be obliged to remain in stand-by until the emergency does 

not become close to its conclusion, with negative impact also on other operations. 

Example (1) Forest fire close to the aerodrome area:  

 In case of fire near to the aerodrome boundaries, a relevant part of the airspace must be reserved 

for to the Canadair flights arriving on the area to extinguish the fire. To prevent this from stopping 

all operations for a period longer than required, it is essential that adequate communication 

channels are established among the different stakeholders, in order to minimize the negative impact 

on business continuity to the extent possible. 

 

[D] Constraints and Bottlenecks. In the aftermath of a terroristic attack, situations of “goal conflicts” might 

be generated when establishing priorities between the actions required to ensure the public safety and 

security and the actions needed to restore the business continuity.  

Example (1) Operations managed in “Silo Mode” 

 A bomb-alarm on a plane can generate critical interaction between the operations of the Control 

Tower and the security task force that is in charge of public security. For instance, it happened in 

the past that a Control Tower remained for a long time without any information on the way to 

restore normal operations after a bomb-alarm, since no further instruction were provided by the 

police that was securing the area. Such major constraint generated difficulties also in relation to 

the fact that the media (social and traditional ones) had already started to spread information 

about the event and were asking real-time responses to the air navigation service provider. After 

the crisis, it was possible to better understand when the action of one stakeholder generates 

bottlenecks affecting the actions of another stakeholder. It was highlighted the importance of 

managing such situations in a coordinated manner, preventing operations form being conducted 

for a too long time in a “Silo Mode”. 
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4.4.4 Checklist Evaluation After Crisis 
 

Evaluation Session ES 1c 

Concept Cards Communication with the Public not yet Involved in a Crisis 

 

In order to evaluate the actions outlined by the concept card, a simulated meeting was carried out among three 

different typologies of communication managers that are involved in the case of the scenario used for the pilot 

exercise “Aircraft crashing…”. As suggested by the card, the stakeholders involved have been interviewed to 

evaluate the communication process required to handle, in a resilient way, the communication with the public 

not yet involved in the crisis. A handout with the Italian translation of the triggering questions of the concept 

card (see Appendix C.6) has been created for the purpose of this evaluation with the communication experts. 

Starting from the triggering questions from the handout, a “checklist evaluation after crisis” (i.e. 

www.bit.do/evaluation7-1) has been applied, in order to collect: (1) feedback on the relevance of the Concept 

Card; (2) feedback on the perceived impact of the Concept Card to improve the organization's ability to respond 

in case of emergency; (3) assessment of the applicability of the card and; (4) suggestions for improvement of 

the actions after the management of the crisis described by the scenario. The feedback and suggestions 

collected will be elaborated and integrated with all the other sources of evidence in Deliverable D4.4 (see 

chapter 8). 

EXAMPLE OF APPLICATIONS. For this pilot exercise, two main thematic areas of the concept card were 

identified by the stakeholders as the most important for facing the type of crisis relevant for the scenario: 

“Adequacy of the Plan” and “Ability to listen and collect feedback” (see Appendix C.6 for the complete list of 

the thematic areas covered in the checklist evaluation). 

[A] Adequacy of the Plan. Considering the triggering questions about the adequacy of the plan, it was 

possible to discuss the best strategy to communicate with the public during the crisis, such as allow the 

communication experts to participate in the relevant boards being established when a severe crisis or 

emergency occurs. Successful examples of this type of action are the COE “Centro Operativo di Emergenza 

– Operative Emergency Center” (composed by representatives of each involved stakeholders like ENAC, 

ENAV, Police, etc. within the same operating room) and the “Crisis Committee” of the air navigation 

service provider.  

Example (1) Communication in case of small accident – “COE”: 

 The Airport Emergency Plan (AEP) of Bologna Airport includes the communication functions 

within the COE (Centro Operativo Emergenza – Operative Emergency Center). When the board is 

established to respond to the emergency, all the relevant organizations involved in the management 

of the crisis will be able to communicate with a unique spokesman or a unique press release. In 

order to do that, it is essential that the COE involves also communication experts able to represent 

the view of all the stakeholders. This mechanism has proved to be effective for managing the 

communication with the public not yet involved in severe crisis, like the one described in the 

scenario. However, it has also some limitations, under specific circumstances. In fact, in case of 

small accidents that do not justify the establishment of the COE, the managing of the 

communication becomes a potential grey area, with no specific indications provided by the AEP, 

and therefore with no guarantee that a unique spokesman will be quickly identified. This may cause 

a slowdown in the process, especially considering the need to anticipate the spread of news on the 

emergency provided by the social media. For instance, in case of a Runway Excursion with no 

safety consequences occurred to a small aircraft, it was decided not to establish the COE, despite 

a following decision to close the airport for a limited amount of time, in order to clean the runway 

of this airport and restore its operability.  

So, even if the establishment of the COE was not justified, the consequences for the airline 

operators and the airport customers were  relevant. Therefore there was the need to provide 

exhaustive and coordinated explanations about the reason behind the closure of the airport. In such 

http://www.bit.do/evaluation7-1
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cases, it could be difficult for all the involved organizations to coordinate the communication as 

quickly as they would do with the COE.  

Example (2) Communication in case of small accident – “Crisis Committee”: 

 One solution discussed for similar situations to the one that involve multiple stakeholders/or 

multiple parts of one organization in the management of a crisis, is the establishment of a “Crisis 

Committee” that could unite only the most relevant roles and a designated spokesman, to allow 

the management of the communication with the public in a shared and prompt way. 

 In the case of the “harmless runway excursion”, for instance the “grey area” in the AEP is 

currently being solved by defining a “crisis committee”, that should involve only some part of the 

COE members, from time to time in accordance with the severity of the accident.  

 

[B] Ability to listen and collect feedback.  From the triggering question “Do we have the ability and the 

resources to respond to the information request from the public?” it has emerged an interesting insight 

about the ability to handle the very first moments of a crisis. In this very short period of time there is a high 

demand of information from the public and the media, that need to be handled by the personnel that cover 

the communication during the “normal situations”. In the moment that the emergency begins to unfold, the 

“regular” social-media personnel of the organizations that need to handle a direct communication with the 

public, may become insufficient to handle the request of communication needs.  

The reflection on this required ability related to collect and provide information with the public, lead one 

of the front-end stakeholder, to the intention to set up a specific training activity in the future. In order to 

prepare the personnel that is normally dedicated to other tasks different from the communication, to provide 

a qualified support during these specific first moment of an emergency that could suddenly lead to a peak 

of demands for the regular staff dedicated to the communication (e.g. reply to all the interactions and 

mentions on the social media).  
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5 Description of Pilot 2: Total Loss of Radar Information at Rome Area 
Control Centre 

The Pilot Exercise 2 took place on the 29th of November 2017, at the ENAV offices located in Rome Area 

Control Center (ACC). As for the other pilots, the starting point for the evaluations was the presentation of the 

scenario that was elaborated in the context of the DARWIN Evaluation Plan. In this case the scenario referred 

to a cyber-attack as the main cause of a total radar loss in one of the 4 Italian ACCs. The total radar loss implies 

major difficulties in ensuring the ATC service continuity and requires all ATCOs of the affected ACC to handle 

the traffic (overflying or going to land in their area of responsibility) operating in a severely degraded mode. 

Actually, as envisaged in the scenario, ATCOs cannot visualize the traffic on their radar screens but are capable 

to communicate with aircraft via radio-telecommunication (R/T).  

During the pilot exercise, two main topics were addressed: 

 analysis of security and cyber-security themes in a “Before Crisis” perspective, taking into account 

the above mentioned scenario (see the detailed description in the next subsection).  

 analysis of the safety and business continuity implications in a “After Crisis” perspective, taking 

as reference a real event occurred in one of the four ENAV ACCs, which was not caused by a cyber-

attack, but had similar implications in terms of consequences. The concerned event represents a 

positive example of management of an emergency, which is particularly relevant for the identification 

of the so-called sources of resilience during a crisis. 

5.1 Narrative description of the scenario 

Critical Event 

A narrative describing the crisis situation to be handled 

During a routine summer day (August, weekend), at about 07.00 pm o’clock (which is the peak hour for 

arrival traffic), a loss of surveillance tracks at the CWP level occurs at Rome Area Control Centre. 

The controllers are suddenly no more able to see labels and flight information on their screen. A black screen 

is presented which does not allow them to have any more control of the flights through the CWP.  

It means that ATCOs working in all sectors (approximately 16 sectors) lose all information and visual 

presentation about flights they are managing. 

Only radio communication is available between ATCOs and pilots, because communications lines are 

independent from surveillance. 

All operational (i.e. civil and military ATCOs, supervisors, Ops room director, Rome ACC director and 

ENAV management) and technical staff (i.e. maintenance, network and security operation centres) is 

concerned and involved in solving the crisis. 

ATCOs start to manage the situation asking pilots’ and other ACC/APP cooperation, in order to keep 

operations safe, informing all aircraft in the area about the contingency in progress and transferring in 

contact to other ACC/APP all possible aircraft, if radio and radar coverage of this ATC units is available. 

All departures going to affect Rome Area Control Centre (see figure in “context”, green boundaries) are 

immediately suspended and delayed for several hours. 

Lot of aircraft have to be diverted to available airports, and several international crossing flights are rerouted 

to avoid the affected area. 

Also coordination activities with EUROCONTROL flow management are in place in order to manage traffic 

flows in the next hours. 
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At the same time the Network and Security Operation Centres have identified the source of the intentional 

attack which generated such a failure. Through the controlling and monitoring tools in place (e.g. OPEN 

NMS), a network failure has been identified. The RADAR local area network has been accessed by an 

internal intruder, who was connected physically to the network with its laptop and used advanced tools to 

perform a “denial of service” attack. This generated an overload of the network, put out of service for a 

certain time-slot (about 1 hour). 

The cyber-attack and the unavailability of the information on the screen lasts for about 1 hour but its effects 

affect aircraft and passengers waiting at airports for all the day. 

Since the accident was caused by a technical failure, Network and Security Operation Centres operates 

different steps after the immediate restore of the network operational recover. 

According to internal procedures there will be the following phases: 

- Analysis and classification of the accident; 

- Notification of the accident, 

- Closure of the accident when solved. 

A Recovery plan is put in place, it includes returning to normal situation and establishing measures to 

prevent that the intrusion will not happen again in the future. 

 

Figure 5: ENAV units (Airports managed by Military Authority are not included) and map of the 

airspace controlled by Italian ACCs. 
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Context 

A description of the geographical area/location in which the critical event occurs (to be integrated with a 

description of cultural elements if considered useful) 

Rome Area Control Centre is the most important ENAV Centre with respect to the volume of controlled 

airspace and managed traffic. The operations room is one of the most advanced in Europe. 

It controls more than 4,000 flights per day during peak periods of the year (e.g. Summer season). At the 

moment of the black out about 280 flights are managed by Roma ACC sectors. 

The controlled airspace (see figure) extends from Tuscany to Sicily. This area of responsibility shares its 

borders with: Milan ACC, Padua ACC, Brindisi ACC, Malta FIR, Tunis FIR, Athens FIR and Marseille 

FIR. 

The radar coverage in Italy is guaranteed by adequate levels of redundancy. 

 

Concerned DARWIN Domain 

The identification of the specific domain(s) interested by the scenario 

☒ ATM  

☐ Healthcare  

☐ ATM and Healthcare  

Other domains 

The identification of other possible infrastructure operators suffering the consequences of the critical 
event (directly or as a result of a cascading effect) 

 Other public transports (train, highways); 

 Public services like mail and couriers; 

 Medical centres at the airports providing assistance to passengers; 

 Accommodation facilities (hotels, b&b, etc.) at all destinations impacted by the critical event. 

 

Magnitude of the event and duration of the effects 

A description of the space and time scale characterizing the events 

All Italian airspace and almost every Italian airport are affected. Thousands of stranded passengers will 

have to be managed at different airports. 

The event lasts for approx.1 hour but there will be cascade effects for at least a couple of days. 
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5.2 Actors involved 

The scenario discussed in Pilot 2 exercise is mainly focused on the ATM domain, even if the emergency has 

cascading effects on other domains (e.g. tourism, railways, etc.). The attention was focused on the Air 

Navigation Service Provider (ANSP) organization since, actually, it is the more impacted by the crisis. Thus 

different experts, from ENAV which is the Italian ANSP, have been involved. In most of the crisis situations, 

the coordination among different ATS Units (i.e. ACCs, TWRs, etc.) plays a crucial role. Even if they belong 

of the same organization, they are located in different geographical areas of the country; thus it makes sense 

to consider also the cross-organizational perspective.  

Organizations potentially involved in the management of the crisis 

Enav S.p.A.: it provides the air traffic services in the area of interest; 

Techno Sky: electrical/technical maintenance service: they are immediately called by Air Traffic 

Controllers in order to restore/fix the systems; 

ENAC - Italian Civil Aviation Authority: it is the National Authority committed to oversee the technical 

regulation, the surveillance and the control in the civil aviation field. Enac is engaged in dealing with the 

diverse regulatory aspects of air transport system and performs monitoring functions related to the 

enforcement of the adopted rules regulating administrative and economic issues. 

Airline operators: they are in charge of managing and rearranging flights and eventually planning hotel 

reservations for passengers; 

Civil Protection: it manages critical situations arising at airports (or in other transport infrastructures) 

that could be very crowded by upset and tired passengers. 

Airport management companies: they are in charge of the management, development and maintenance of 

airport infrastructure and plants. Also, they offer services and activities related to aircraft arrival and 

departure and airport safety services. During the crisis they will have to support passengers providing 

assistance and information concerning delays and cancellations.  

Actors actually involved in the pilot testing 

 Two representatives from ENAV Security Department 

 One ATCO which is expert of ENAV business continuity plan  

 One ATCO working in the Air Navigation Services department 

 One ATCO with working experience at both Rome ACC and Milan ACC 

 One ATCO with working experience at Milan ACC 

 One ATCO with working experience at Padua ACC 

 Two representatives from ENAV Safety Department 
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5.3 List of Concept Card Considered 

In this pilot exercise it was decided to apply and evaluate the two following concept cards 

 2.2 “Promoting common ground” 

 4.2 “Identifying sources of resilience” 

The first concept card was mainly designed to be used among different organizations that have agreed to 

collaborate and organize shared training activities and cross-fertilization initiatives. It was interesting to apply 

this card in the Pilot 2 since different Units/departments of a country-based organization (i.e. the Italian ANSP) 

are involved during the crisis. Such Units/departments are actually dislocated in different geographical areas 

and need to collaborate in crisis like as the one illustrated in the pilot scenario. 

The second concept card was considered of particular relevance, since it offered an opportunity to think of the 

available sources of resilience when managing emergency/crisis situations. It is worth noting that the focus on 

“sources of resilience” is, in some respect, opposite to the one “noticing brittleness” used for the Pilot Exercise 

1. In that case, the attention was focused on the potential negative aspects of crisis management, while in this 

case the focus was on what goes well. The two approaches can be considered complementary and, for the sake 

of DARWIN project, it was important to test also this second one.   

5.4 Evaluation sessions 

The pilot exercise was articulated in two different evaluation sessions, organized on the same day. The sessions 

were composed of different evaluation activities, corresponding to different implementation items of the two 

concept cards. The evaluation activity connected to the card “Promoting Common Ground” consisted of a 

Simulated Meeting Among Stakeholders to discuss how to promote common ground among the different 

ACCs of the same ANSP. While there were two evaluation activities connected to the card “Identifying sources 

of resilience”: (1) The first one was a Checklist Evaluation After Crisis to analyse the “sources of resilience”, 

mainly based on the experience of a real radar loss event occurred in one of the four Italian ACCs. (2)  The 

second one was a Checklist Evaluation Before Crisis mainly conducted in collaboration with ENAV Security 

Department experts, with a specific expertise in the cyber-security domain. 

Table 9: Evaluation Activities of Pilot 2 

ES Concept Card Date Evaluation Activity Participants 

ES 2a 2.1 
Promoting Common 

Ground 
29/11/2017 

 

Simulated Meeting Among 
Stakeholders  

(SMAS) 

ATCOs with 
experience from 
different Italian 

ACCs, Safety and 
Security Experts. 

            

ES 2b 4.2 
Identifying Sources 

of Resilience 

29/11/2017 

Checklist Evaluation Before 
Crisis  

(CEBC) 

ATCOs with 
experience from 
different Italian 

ACCs, Safety and 
Security Experts. 29/11/2017 

 
Checklist Evaluation After Crisis  

(CEAC) 
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Figure 6: Summative Chart for Pilot 2 Evolution Activities 

 

Figure 7: A moment of the discussion among the Air Traffic Controllers from the different ACCs, 

security experts, safety experts and the DARWIN evaluation team. (Blurred for de-identification). 



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

47 of 140 

 

5.4.1 Simulated Meeting Among Stakeholders (SAMS) 
 

Evaluation Session ES 2a 

Concept Cards Promoting Common Ground 

 

ATCOs with working experience in three different Italian ACCs were involved to discuss about the different 

resources, dependencies, working methods and practices adopted to enhance the capabilities of the ANSP 

during crisis presented in the scenario. Several topics were discussed, for example the organization periodic 

visits of ATCOs to other ATS Units is considered relevant in order to share experiences and enhance the 

mutual understanding in case of emergencies such as radar loss. To apply the card, a simplified handout version 

(Field Guide) was given to participants to allow them focusing on the actions suggested by the triggering 

questions presented in the implementation part of the Concept Card. A semi-structured questionnaire (i.e. 

www.bit.do/evaluation2-1) was also applied after the meeting, in order to collect: (1) feedback on the relevance 

of the Concept Card; (2) feedback on the perceived impact of the Concept Card to improve the organization's 

ability to respond in case of emergency; (3) Assessment of the applicability of the card and; (4) to collect 

suggestion for improvement of the actions after the management of the crisis described by the scenario. The 

feedbacks and the suggestions collected will be elaborated and integrated with all the other sources of evidence 

in Deliverable D4.4 (see chapter 8). 

EXAMPLE OF APPLICATIONS: The SMAS produced a discussion centered on the different thematic 

areas described by the card. 

[A] Visit to other (facilities of the) organizations. This practice has been considered a good one  

Example (1) Vertical Common Ground: 

 Particular attention should be paid on promoting and making more systematic the existing 

practice of observation periods between ATCOs with different ratings/endorsements. For example, 

Tower controllers should observe APP controllers or vice-versa to increase the mutual awareness 

on the different operational needs and opportunities for enhanced cooperation during the 

management of an emergency.  

[B] Cross-fertilization workshops. It is important to share experiences of successful resolution of crises, 

for cross-feeding best practices across different parts of the organization and be better prepared in case of 

emergencies. However, in analogy with what already said concerning the “visits to other facilities of the 

organization”, this type of activities makes sense exclusively if it involves managerial levels. From the 

perspective of front-end operators, they are interested in changes made to contingency plans and procedures 

deriving from critical events occurred. Moreover, they deserve to be adequately informed of critical 

situations occurred in other units (i.e. ACC or TWRs), which have been successfully solved. This is 

expected to increase their level of awareness and preparedness in situations where such plans may need to 

be used. 

[C] Joint drills and crisis preparation exercises. For the reasons explained above, these exercises may be 

put in place for the operational roles in direct connection with the company managerial levels, such as the 

ACC Supervisors. At present, this is mostly done in informal manner and might become more systematic  
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5.4.2 Checklist Evaluation After Crisis (CEAC) 
 

Evaluation Session ES 2b 

Concept Cards Identifying Sources of Resilience 

 

 

ATCOs with working experience in three of the four different Italian ACCs were invited to identify the sources 

of resilience potentially available when managing a total radar loss event from a safety and business continuity 

perspective, also based on the experience of a recent case, positively solved. As anticipated, the specific case 

of radar loss was not caused by a cyber- attack. Rather it was generated by the unexpected cascading effect of 

a minor technical failure occurring in the ATM system of a regional Italian airport. The consequence of this 

failure propagated into the multi-radar tracking system of one of the four Italian ACCs, causing the freeze of 

the CWP (Controller Working Position) radar screen for a significant amount of time. The technical problem 

was solved after two hours and the ATM system returned to its full functionality after four hours. During this 

time, the Operational Chief of the ACC, the Supervisors and the ATCOs on shift succeeded to maintain safe 

operations, ensuring cooperation with different ATM entities. These entities included Italian ACCs, controlling 

traffic in neighboring areas of responsibilities, flow management services at European and national levels and 

regional airports with arriving and departing traffic in the airspace sectors managed by the affected ACC. 

Despite the event was not caused by a cyber-attack, a representative of the Security department, with specific 

experience of cyber security, was invited to contribute to the analysis. 

To apply the principles of the concept card, a shortened handout version (AppendixC.4) was given to the 

participants, encouraging them to use the triggering questions included in the ‘after crisis’ implementation part 

of the card. The questions were used to reflect on the sources of resilience that emerged during the successful 

resolution of the total radar loss case scenario. A semi-structured questionnaire (i.e. www.bit.do/evaluation4-

2) was applied, in order to collect: (1) feedback on the relevance of the Concept Card; (2) feedback on the 

perceived impact of the Concept Card to improve the organization's ability to respond in case of emergency; 

(3) Assessment of the applicability of the card and; (4) to collect suggestion for improvement of the actions 

after the management of the crisis described by the scenario. The feedbacks and the suggestions collected will 

be elaborated and integrated with all the other sources of evidence in Deliverable D4.4 (see chapter 8).  

EXAMPLE OF APPLICATIONS: For each of the thematic areas outlined by the triggering questions (i.e. 

Adaptive capacity, Resources, Operational Margins), it was possible to provide examples of sources of 

resilience that are generally available in all ACCs or that were specifically activated in the case of this 

emergency. 

[A] Adaptive capacity: Concerning the triggering question “Which strategies (e.g. working methods or 

contingency procedures) were used to handle sudden losses of capacity and/or increases in demands?” 

different adaptation strategies in response to a possible radar loss were outlined. The strategies concerned 

the affected ACC, as well as the other ACCs involved in handling the emergency.  

Examples (1) Adaptation strategies in nearby ACCs:  

 More space can be made available in the sectors adjacent to the area of responsibility of the 

ACC affected by the radar loss;  

 More sectors can be opened at the boundaries with the affected ACC. At the same time the 

number of sectors at the boundaries with other non-affected ACCs can be reduced;  

Examples (2) Adaptation strategies in the affected ACC:  

 A “cherry picking” strategy can be adopted to identify flights that - based on their flight plan 

- are entering into the area of responsibility of the affected ACC. The ACC can establish 

contacts with the airline companies of the concerned flights, in order to negotiate the best 

solutions in terms of alternate airports, taking into account fuel availability and planned final 

destination;  
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 The handover of controlled flights to the approach sectors can be anticipated to free-up human 

resources. If possible, this can be achieved by making the handover at a flight level higher 

than the one normally used (e.g. at flight level 200, rather than 90). 

When answering to the triggering question “Were the existing roles re-organized in response to such 

events?” it was possible to highlight the process by which the three supervisors working in the ACC 

affected by the radar loss dynamically reorganized their roles during the emergency.   

Example (1) Re-organization of existing roles:  

 In the initial moments of the crisis all the supervisors tried to carry on their usual tasks. After 

a while, they realized it was better to focus on three different interventions: (a) Data flow 

management (i.e. associate the single flights that could not be monitored anymore on the radar 

screens with their corresponding flight data); (b) Coordination with nearby ACCs to ensure 

the most efficient cooperation; (c) Support controllers in managing traffic via R/T 

communication.  

The last triggering question about “adaptive capacity” was: “Were the situations experienced in the context 

of training activities useful to handle the situation?”. When answering this question, it was highlighted that 

training activities are normally focussed on how to use the fall-back system (i.e. the backup system with 

reduced functionality, normally used in case a radar loss).  

However, during this discussed event, it was not even possible to use fall-back system (although if it was 

working in background) because the information provided was frozen on the screens of all the controller 

working positions. 

On the other hand, strategies such as the re-organization of roles among the supervisors are not coded 

beforehand and might be considered as useful lessons-learnt for potential future emergencies. 

[B] Resources: The triggering question “Was it necessary to allocate/call in additional resources (human, 

technical, material) as the crisis developed?” allowed the analysis of the type and amount or resources 

(including human and technical ones) which is possible to activate in an ACC in the event of a sudden 

decrease of capacity or increase in demand. Here are some examples of resources that were activated during 

the specific event. 

Example (1) Human resources:  

 ATCOs involved in the management of the emergency were helped by the ACC Operational Chief 

and Supervisors. 

 Additional help was provided by ATCOs that were on break during the event. According to 

regulations, at least the 30% of the overall ATCOs workforce needs to be available during the 

break. This is a standard buffer that could be used if necessary.  

Example (2) Technical Resources: 

 During the crisis, while the controller working positions of the operational room were frozen, a 

simulation and training platform (PSA) in a separate room was still working, showing the real 

time traffic. So, the PSA was used to support the management of traffic: one of the three 

supervisors moved from one room to the other providing updated information to the ATCOs, that 

were communicating with each flight via R/T.   

 Although the radar screens were frozen, the fall-back system was still able to automatically print 

the flight strips. That strips contain information on the flight plan of each flight and can be used 

for the identification of the traffics. In the past, flight strips were the only means to collect flight 

data, but today they are used only as backup system in case of radar or FDP (Flight Data 

Processing) losses. 
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[C] Operational Margins: The discussion focused on the operational margins available and how they can 

be used to manage a radar loss event. The triggering question asked was “Which margins were actually 

available to handle sudden losses of capacity and/or increases in demands?” / “Which of these margins 

were defined and anticipated beforehand?”. Actually, some of the margins are already present into the 

CNS/ATM systems, while others are related to the environmental conditions during the specific day of the 

emergency. The emergency was successfully managed thanks to both types of margins:   

Example (1) Contingent Margins: 

 The radar loss occurred in a period of the year with a relatively low traffic density.  

 The emergency occurred when the new working methods based on ‘free-routing’ were just 

implemented in the Italian airspace. For this reason, when the emergency occurred, the 

operational layout was full with all the sectors open to ensure the maximum capacity. Therefore, 

the traffic handled by each ATCO was lower compared to normal operations. This full 

configuration was implemented in the affected ACC and in the other Italian ACCs, which provided 

support during the emergency.  

Example (2) Intrinsic Margins: 

 In case of total radar loss, the fall-back system provides a 30-minute buffer. In this specific case, 

this buffer was not necessary, because - while the real time data were frozen on the radar screen 

- the main system was still running in background. 

 As anticipated, an extra 30% of the overall workforce (who is on break) is always available. These 

ATCOs can be employed if necessary. 

The triggering questions “As the crisis developed, was an adjustment of the margins required?” / “Was it 

necessary to negotiate margin adjustments with other actors?”, instead put the focus on the way it is 

possible to adjust the operational margins during the development of the crisis. Here are some examples. 

Example (1) Margin Adjustments: 

 In case of radar loss, the applicable separations are defined in the ATM Manual of Operations 

and ATCOs best practice is to prefer to apply vertical separation instead of horizontal.   

 As part of the margin adjustments, the operational layout of an ACC can be customized according 

to the workload and traffic demand. As mentioned before, the opening and/or closure of airspace 

sectors (e.g. one sector is generally managed by a team of two controllers) is a normal procedure 

applied to maintain ATCOs workload into established margins. 

 Finally, it is important to consider the ‘individual margins’ related to the experience and skills of 

each ATCO.  

Example (2) Negotiating Margin Adjustments: 

 During the actual emergency, the actors of the affected ACC coordinated with the following ATM 

entities: (a) the Flow Management Position (FMP) of the 4 Italian ACCs, (b) the national NMP, 

(c) the European Central Flow Management Unit (CFMU) at Eurocontrol, in Brussels. Such 

coordination was necessary to modify the flight plans of all the aircraft expected in the Area of 

Responsibility of the affected ACC. All these aircraft needed to be diverted/rerouted to bypass the 

geographical areas affected by the radar loss (i.e. declaration of “Rateo 0”). When the 

contingency ends, the restriction is progressively removed, in order to revert to normal operations. 

Finally, the triggering question “If the available margins were changed during the crisis, when was it 

possible to revert to the original margins?” helped the participants to focus on what happened in the final 

moments and right after the conclusion of the contingency.  

 Example (1) Identification of the right moment to recover: 

 Even when the real time traffic was made available on the CWP by engineers, there was still a 

timeframe for the necessary verifications before reverting to normal operations.    
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5.4.3 Checklist Evaluation Before Crisis (CEBC) 
 

Evaluation Session ES 2b 

Concept Cards Identifying Sources of Resilience 

 

The concept card has been applied also to address the sources of resilience that may help to prevent “cyber-

attacks” in a “before crisis” perspective.  

 

EXAMPLE OF APPLICATIONS: The categories identified by the triggering questions allowed to review a 

number of possible strategies that may be adopted for the prevention and mitigation of the effect of a cyber-

attack. However, due to confidentiality issues, it was possible to analyze only a limited number of examples, 

omitting most of the details. 

The following triggering question was discussed: “Which monitoring mechanisms are put in place by the 

organization to anticipate and assess possible threats that may occur in the future?”. An example of such 

mechanisms is the systematic monitoring of the flows of data from one ATM system to the other.  

Example (1) Monitoring of data transmitted on the information network: 

 At information network level, it is possible to identify if there is an anomalous amount of data 

transferred from one system to another. For example, if the amount data flow between different 

ATS Units increases anomalously, the Security Operation Centre receives immediately an alert. 

Moreover, the operational network and the company management network are physically 

separated. There is one single point of contact between the two networks and it is constantly 

monitored in order to identify and block any external intrusion. The same mechanism is applied 

to avoid unwanted modifications to the network configuration. 
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6 Description of Pilot 3: Disease Outbreak During an Incoming Flight  
The Pilot Exercise 3 started with a remote training session on the 12th of June and was articulated in 3 different 

evaluation sessions at ISS offices in Rome. The evaluations have been associated to a scenario elaborated in 

the context of the DARWIN Evaluation Plan. In this case the scenario consisted of a suspected pandemic 

disease outbreak during an incoming flight. This type of situation challenges the resilience abilities of a very 

complex system, that include operators and stakeholders from different domains, that are called to coordinate 

and provide a quick response under conditions of utter uncertainty. The successful management of the situation 

over a remarkable lapse of time allows to notice how the different organizations were capable to coordinate 

the different roles and responsibilities as well as the context and procedure, that, especially under this domains, 

are not always clearly cantered and defined. The simulation of such a scenario represented a concrete 

opportunity to evaluate the different resilience concepts, as well as to have a shared view of the potential 

“brittleness” of the system and of the organizations’ response. In addition, the scenario was a fitting example 

to exploit the role of the different organization in managing the interaction with the public not yet involved in 

the crisis, as well as for understanding how the new means of communication could have affected the 

traditional way of communicate with the public in such events. The concept cards about “roles and 

responsibilities” and “noticing brittleness” were then tested on  July 3rd ,2017 with 15 experts from the 

organizations listed in chapter 6.2, while the concept card about the communication with the public was 

analysed on the following day with a smaller pool of three experts. 

6.1 Narrative description of the scenario 

Critical Event 

A narrative describing the crisis situation to be handled 

During an incoming flight, one passenger shows symptoms like severe cough. The other passengers 

complain to the hostess. In addition, the passenger begins to vomit. After consultation with the pilot in 

command, the hostess makes an announcement to the passenger asking if there were physician among them. 

A passenger traveling with his family claims to be one. He accurately checks the passenger a by measuring 

his temperature finding high fever and excessive sweating. The physician states to the on-board personnel 

that the case has to be notified to the pilot in command. 

There are 20 minutes left before landing at Fiumicino airport.  

The pilot in command advises Roma Area Control Centre (ACC) that there is a person who needs to be 

immediately assisted. The pilot in command, on being requested by the air traffic controller, decides to land 

at Fiumicino according to his flight plan, without delay. ACC warns TWR supervisor that notifies the 

circumstance to the ENAC DCA that, in turn, informs USMAF (Maritime, Air and Border Health Office). 

The on-board personnel ask all the other passengers on board to fill in a “passenger locator card”. 

ENAC DA FCO calls the USMAF and the airport E.R. in order to take charge of the passenger immediately 

after landing and carry him through the sanitary dedicated area, for further medical screenings. The suspect 

is for a severe acute respiratory disease and therefore the patient is moved to the negative pressure room. 

The National Red Cross or the Regional emergency agency (118) provides the transfer to the nearest 

Hospital specialized in infectious diseases. 

There, physicians provide first aid to the patient and indicate the diagnostic tests to be performed 

considering the country of origin of the case and the type of symptoms. The first laboratory results are 

suggestive for a novel influenza virus. The tested sample is immediately sent to the Influenza National 

Centre.  
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Within twelve hours the patient dies. It is now critical to get in touch as soon as possible with the other 

passengers that have left the airport and reached their different destinations, among them families, 

workplaces and hotels, perhaps in Rome but also in other Italian cities or countries. 

Meanwhile the Italian Ministry of Health sends an alert to the Early Warning and Reporting System 

(EWARS) to advise the other EU member states that a patient affected by a novel influenza virus has 

travelled with other passengers from EU countries, and sends the list of passengers, accordingly. 

The EU, by means of the DG SANCO (European Commission's Directorate General for Health and 

Consumer Protection), recognizes the warning as a cross-border health threat and commits the ECDC 

(European Centre for Disease Prevention and Control) to undertake a rapid risk assessment to analyse the 

issue and evaluate the possible health risk for the European citizens.  

Meanwhile, the Italian Ministry of Health appoints a task force made by experts and representatives from 

Ministries involved in the crisis to set out a common strategy for the emergency management. 

Soon after the media report the news of unconfirmed reports of several cases of severe, influenza-like illness 

in another European city. Some of the people, who in the meantime became ill, have developed very serious 

symptoms, and three patients died. There are also rumours that someone in staff of the hospitals, where 

several of the ill people have been sent for treatment, has developed symptoms. Healthy staff members are 

afraid, and some of them refuse to get into close contact with the patients; the disease appears to have 

developed quickly and infected a number of family members and friends in a matter of a few days. Also three 

nurses are said to have developed symptoms. 

 

Figure 8: Biocontainment Ambulance required to transfer the affected patients to the nearest hospital 

specialized in infectious disease. 
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Context 

A description of the geographical area/location in which the critical event occurs (to be integrated with a 

description of cultural elements if considered useful) 

Fiumicino airport is a hub that connects Rome with other capitals and big cities in Europe and in other 

foreign countries. It is the major international airport in Rome and one of the busiest (eighth airport in 

Europe in 2015) airports in Europe by passenger traffic, with approx. 40.5 million passengers served in 

2015 (source Assaeroporti). It is located in Fiumicino, 35.0 km west of Rome’s historic city centre. The 

airport is served by a six-lane motorway, a railway station and numerous buses, shuttles and taxis.  

 

Given the unpredictability of health risk factors, the WHO provided an International Health Regulation 

(IHR) to enhance preparedness and response in State parties. Furthermore, it recommended implementing 

a pandemic risk management plan in each country to be systematically updated. After the update of the 

guidance document for the pandemic influenza risk management in 2013, WHO invited State parties to 

review the national influenza preparedness and response plans to reflect the approach taken in this new 

guidance (also the nomenclature used to define the several phases of pandemic was changed).  

In Italy, no updates and revisions have been done and currently the “National Plan for Preparedness and 

Response to influenza pandemics” provided by the Italian Ministry of Health and the Civil Protection Dept. 

in 2006 is still used (with the old nomenclature).  

 

Coherently with the IHR recommendations, in 2013 the European Parliament and the Council of the 

European Union issued the Decision No 1082/2013/EU on Serious Cross-border Threats to Health. The 

Decision commits member states to provide a generic preparedness plan in agreement with the other EU 

countries. Italy has not yet provided the plan. 

For what concerns the interdependency between the health care and the aviation sector, the Civil Protection 

Dept. requested ENAC and other organizations, involved in the airport services provision, to prepare their 

own airport plan against influenza pandemics according to the recommendations of the National Plan for 

Preparedness and Response to influenza pandemics. The last update of the ENAC airport plan dates back 

to 2009.  

The effectiveness of the plan is periodically tested during a program of training sessions. ENAC promotes 

all the initiatives devoted to check the Plan’s validity and well-functioning and the preparation of exercises 

and relevant possible reviews. 

 

Main Domain 

The identification of the specific domain(s) interested by the scenario 

☐ ATM  

☒ Healthcare  

☐ ATM and Healthcare  

Other domains 

The identification of other possible infrastructure operators suffering the consequences of the critical event 
(directly or as a result of a cascading effect) 

Transportation from/ to the airport; 

Tourism/ Accommodation sector (hotels, etc.).   
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Magnitude of the event and duration of the effects 

A description of the space and time scale characterizing the events 

For diseases with similar symptoms (e.g. avian influenza with high transmission to human), the virus can 

be transmitted by air - especially by saliva secretions - which on an airplane is considered likely to spread 

up to 3 rows ahead of the passenger. Thus, we hypothesize that another passenger is contracting the disease 

during the flight.  

Assuming that the incubation period is also similar to that of the avian influenza (about 2 or 3 days) and 

that each infected person infects another one, it is likely to suppose that in 15 days around 10 people can 

be infected. We can also imagine that a similar scenario will occur in the different countries where flights - 

departing from this country - will land. 

 

6.2 Actors involved 

The pilot exercise involved both the HC and ATM domains, with a prevalence of the HC domain. The table 

below specify the organizations that took part in the exercise with their representatives for each sector. A short 

description of the role played by the organization in a situation similar to the one described in the scenario is 

also provided.    

Organizations potentially involved in the management of the crisis 

USMAF (Ufficio di Sanità Marittima, Aerea e di Frontiera – Maritime, Air and Border Health Office) – 

I Directorate - Ministry of Health. It is responsible for the technical management of the health emergency 

according to the Ministry of Health instructions, identifies hospitals to send passengers affected by 

suspected symptoms and coordinates the identification of healthcare channels. 

Ministry of Health (Office 3 and 5) appoints a task force composed by experts for the infection risk 

assessment and management. 

Airport E.R., guarantees further medical screenings to the passenger affected by suspected symptoms.  

Regional emergency agency (118) or the National Red Cross provides the transfer of the passenger to the 

nearest Hospital specialized in infectious diseases. 

Hospital specialized in infectious disease/ Regional Hospital systems, provides the first aid to the patient 

and performs the diagnostic procedures for the identification of the novel influenza virus and care of the 

patient. 

Civil Protection is involved in the application of the airport plan to manage the influenza pandemics and 

provides guidelines in collaboration with the USMAF and the Prefecture. 

ENAV: is the Air Navigation Service Provider.  

ENAC DA FCO - General Directorate of the Fiumicino Airport: In the pandemic phases (3-4-5-6) it sets 

up a Health Emergency Committee to evaluate the effects of the pandemic phase number 3 on the airport 

activities.  

Aeroporti di Roma (AdR – Rome airports general management company): AdR draws up the Airport plan 

in case of influenza pandemics and verifies the application of procedures the coordination and the 

dissemination of information to media, passengers and public. 

Airline operators and Airport operators, provide information, data and resources that could be useful in 

the management of the crisis. Furthermore, they carried out USMAF and ADR recommendations. 
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Actors actually involved in the pilot testing 

 Two responsible from ADR - Fiumicino Airport - E.R 

 One consultant from 118 (Regional Emergency Agency) 

 The Director of INMI “Lazzaro Spallanzani” (Hospital specialized in infectious disease) 

 Physician specialised in infectious disease from INMI “Lazzaro Spallanzani” (Infectious Diseases 

Hospital) 

 The Director of ISS – Infectious Diseases Dept.(DMI) 

 The Director of USMAF (Office 3)- General Directorate for Prevention and Cooperation, Ministry 

of Health  

 Two responsible of health emergency service of Civil Protection 

 One representative from ENAV -ATCO 

 One representative from ENAC  

 Two “Ryan Air” Pilots  

 The Responsible for communication and relationships with the European Union, Ministry of Interior 

 One communication expert from the National Civil Protection office  

 Two healthcare communication experts from the ISS 

6.3 List of Concept Card Considered 

Considering the scenario presented and following the feedback from the initial evaluation of the guidelines 

(see DARWIN deliverable D4.2) and from the 2nd DCoP Workshop, the DARWIN Evaluation team decided 

that the DRGMs more relevant for the type of crisis described in the scenario were the following three: 

 2.3 “Understanding Roles and Responsibilities” 

 4.3 “Noticing Brittleness” 

 7.1 “Communication with the public not yet involved in the crisis” 

The selection of these cards aimed to make a comparison with the Pilot Exercise 1, in order to assess the 

application of the same resilience management principles in a less structured context compared to the airport 

environment.   

6.4 Evaluation sessions 

The exercise was articulated in 3 different evaluation sessions, in five evaluation activities. The first two 

concept cards were addressed on the 3rd of July 2017 with 15 experts from the organizations listed in 6.2. While 

the third concept card was analysed on the following day with a smaller pool of three experts, including one 

communication expert from the National Civil Protection office and two healthcare communication experts 

from the ISS, who were not directly involved in the ISS DARWIN project team. The sessions addressed a 

selection of implementation items included in the Concept Card have been tested in the context of different 

evaluation sessions for each of the Concept Cards (see table below). As an integration to these face-to-face 

session, three dedicated remote sessions were also organized using the online e-learning platform of ISS. These 

sessions were activated in the two weeks prior to the face-to-face sessions. They served the purpose of both 

establishing a first contact with the experts to let them familiarise with the topics of the pilot exercise and to 

collect an initial feedback on the concept cards. 
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Table 10: Evaluation Activities for Pilot 3 

ES Concept Card Date Evaluation Activity Participants 

ES 3a 2.3 
Understanding Roles 
and Responsibilities 

From 
12/06/2017 

to 
22/06/2017 

Remote Session 
USMAF, Office 3 
and 5 Ministry of 
Health, Hospital 

specialized in 
infectious 

disease, Ares 118; 
Civil Protection; 
Civil Defense-

VV.F.; A/L Pilots; 
ENAV, ENAC. 

03/07/2017 
Simulated Task  

(ST) 

03/07/2017 

Simulated Meeting Among 
Stakeholders  

(SMAS) 

            

ES 3b 4.3 Noticing Brittleness 

From 
12/06/2017 

to 
22/06/2017 

Remote Session 

USMAF, Office 3 
and 5 Ministry of 
Health, Hospital 

specialized in 
infectious 

disease, Ares 118; 
Civil Protection; 
Civil Defence-

VV.F.; A/l Pilots; 
ENAV, ENAC. 

03/07/2017 

Checklist Evaluation  
Before Crisis  

(CEBC) 

            

ES 3c 7.1 
Communication with 

the Public not yet 
Involved in a crisis 

From 
19/06/2017 

to 
26/06/2017 

Remote Session 

Unit 3 (Ministry of 
Health), General 

Director of 
communication 

and relationships 
with the 

European Union; 
Civil Protection; 
Ministry of Civil 

Defense. 

04/07/2017 

Checklist Evaluation  
Before Crisis  

(CEBC) 
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Figure 9: Summative Chart for Pilot 3 Evaluation Activities 

 

 

Figure 10: Involved stakeholders during the group evaluation activity for Pilot 3.  
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6.4.1 Remote Sessions 
 

Evaluation Session ES3a /ES3b/ES3c 

Concept Cards Understanding Roles and Responsibilities 

Noticing Brittleness 

Communication with the public not yet involved in the crisis  
 

As mentioned before, the first three sessions of the pilot exercise consisted of remote training sessions hosted 

on the online e-learning platform of ISS and composed of two parts. The first part was designed to introduce 

to the participants the DARWIN project and to provide a description of the reference scenario. The second 

session was used to collect feedback on the scenario and to prepare the participants to the evaluation of the 

three concept cards which were planned to be addressed in the pilot exercise. To stimulate the engagement on 

the topic, prior to the face-to-face sessions, the participants were asked to respond to an online survey focusing 

on the following topics relevant for the application of the three concept cards to the reference scenarios:  

 The roles and responsibilities of the different organizations collaborating in the management of the 

crisis according to the Pandemic Plan (2006);  

 The potential issues (e.g. interfacing issues between the different organizations) deriving from the 

concrete implementation of the Pandemic Plan, according to both their experience and expectations.  

 The challenges to face when developing a communication strategies addressed to the general public 

before a potential crisis like the one described in the scenario actually occurs. 

Finally, in the context of the online survey, the participants were also asked to provide an initial feedback on 

the three Concept Cards, previously to the face-to-face sessions. In particular, a semi-structured questionnaire 

for each cards considered in this pilot exercise (i.e. www.bit.do/evaluation2-3; www.bit.do/evaluation4-3; and 

www.bit.do/evaluation7-1) were applied, in order to collect: (1) feedback on the relevance of the Concept 

Cards; (2) feedback on the perceived impact of the Concept Cards to improve the organization's ability to 

respond in case of emergency; (3) Assessment of the applicability of the cards and; (4) to collect suggestion 

for improvement of the actions after the management of the crisis described by the scenario. The feedbacks 

and the suggestions collected will be elaborated and integrated with all the other sources of evidence in 

Deliverable D4.4 (see Chapter 8). 

6.4.2 Simulated Task (ST) 

Evaluation Session ES3a 

Concept Cards Understanding Roles and Responsibilities  
 

 

The second evaluation session was the application of a simulated task prescribed by the card “Roles and 

Responsibilities” (see Appendix C.3).  In this exercise, the representatives from each organization involved 

was asked to complete three actions:  

1. Individually fill-in a stakeholders-grid indicating the organizations - and the specific roles inside 

them –to interact within a situation of crisis such as the one described in the scenario “Disease 

Outbreak During an Incoming Flight”. 

2. Present to the other participants the content of   the grid, to explain the type of interaction expected 

to establish with the other organizations. 

3. Discuss with the different stakeholders about the potential criticalities in the implementation of the 

shared procedure and of the related coordination mechanisms. 

EXAMPLE OF APPLICATION. From the application of the Simulated Task, it appeared that a flow of 

coordinated actions among the different stakeholders exists, but the interaction mechanism is not always clear 

and the mutual understanding among all the involved actors cannot be taken for granted in all the situations 

highlighted by the scenario. Unlike what emerged from the simulated meeting among the stakeholders involved 

http://www.bit.do/evaluation2-3
http://www.bit.do/evaluation4-3
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in the first pilot exercise (“Aircraft crashing in urban area…”), there seems to be no shared references 

explicitly coding the respective roles and responsibilities and the way every actor is supposed to act and 

coordinate with the others. In practice, all the stakeholders are perfectly aware of their roles and responsibilities 

as well as of the modus operandi of the other different stakeholders involved. So the response to the crisis is 

functional and efficient. However, the margins for a different interpretation of the actions shared among 

different stakeholders are considerably wide. This can be explained by the fact that some of the existing formal 

procedures defining the roles and responsibilities are not explicitly considered by all the stakeholders. These 

include: 

- the National Pandemic Plan1 

- the Airport Plan in case of Influenza Pandemic2 

- the Airport Plan in case of Influenza Pandemic for Fiumicino Airport (Edizione di Dicembre 2009)3 

- the Decision on serious cross-border threats to health (Decision No 1082/2013/EU) 

- the Decision on a Union Civil Protection Mechanism (Decision No 1313/2013/EU) 

These references, identified by the DARWIN team in the preliminary phase of the pilot exercise, do not seem 

to be known by all stakeholders or explicitly mentioned in order to solve the scenario during the pilot exercise. 

During the guided discussion in the Simulated Task, the action foreseen by the shared references 

abovementioned were never explicitly mentioned, not even by the stakeholders that work with those 

references. The discussion that emerged from the application of the concept card (see AppendixC.3) showed 

how hard was to  use and share  such formal references. Sometimes the formal regulations are even put in 

question for their usefulness in guiding the modus operandi.  

 Example (1) Adequacy of the Plan:  

 The national plan in preparation to a pandemic disease was addressed when considering the 

“adequacy of the plan” thematic category. It appears that the healthcare part of the Plan 

10/82/2013 – Serious Transborders, could potentially be evaluated as not completely adequate 

since it foresees the addition of a procedure, defined as “early warning”, which was considered 

as already activated and operative on an analogues platform of the WHO, thus contributing to put 

the “EU Decision” under a potential perception of a lack of added value compared to what already 

in use in the previous available plan. In general, a relevant difference emerges when comparing 

more structured domains with well coded procedures (such as the aviation domain, in which all 

actors refer to at least ICAO – Annex14) and less structured domains such as the healthcare sector 

in which the stakeholders are mainly referring to national and regional laws as a general 

framework. 

 Example (2) Directives: 

 One of the official resources which was indicated as relevant during the discussion on the 

scenario is the Provision from the Italian Government concerning the definition of a Remote 

Operating Centre for Healthcare Emergency Services and of the Regional Healthcare Contact 

Point identified at the level of each Italian region. Actually the provision defines various 

competences, but does not specific the actions to be shared among the relevant stakeholders.  

6.4.3 Simulated Meeting Among Stakeholders (SMAS) 
 

Evaluation Session ES3a 

Concept Cards Understanding Roles and Responsibilities  
 

                                                      

1 Piano nazionale di preparazione e risposta a una pandemia influenzale (Edizione 2006) 
2 CIRCOLARE ENAC APT – 27 Piano aeroportuale in caso di pandemie influenzali (12/11/2007) 
3 Piano Aeroportuale in caso di Pandemie Influenzali (Edizione di Dicembre 2009) (Fiumicino) 
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The third step was a Simulated Meeting Among Stakeholders intended to simulate one of the Periodic 

Coordination Activities envisaged in the card “Understanding Roles and Responsibilities” (see Appendix 

C.3) with the aim of updating and revising high-level roles and responsibilities of each organization in the 

management of an emergency situation such as the one described in the scenario. 

EXAMPLE OF APPLICATION. During the meeting it appeared that a network among the organizations 

exists but is still quite weak. Individual stakeholders know how they have to operate, but when they have to 

interact with other stakeholders, some mismatches become apparent. For instance, the way to define priorities 

among the actions to be put in place during the emergency is not fully shared. The lack of a shared procedure 

adopted and recognized by all the different stakeholders makes it difficult to simply focus on checking the 

roles and responsibilities only with the involvement in the meeting of management profiles from each involved 

organization. Rather, it appears inevitable to involve front-end operators on the discussion on specific actions 

and operational details, in a way that contradicts the spirit of the concept card and appears more similar to a 

training session shared among different stakeholders, similarly to what suggested by the Concept Card 2.1 

Promoting Common Ground. 

6.4.4 Checklist Evaluation Before Crisis 1 (CEBC) 
 

Evaluation Session ES3b 

Concept Cards Noticing Brittleness  
 

In order to test the applicability of the concept card “Noticing Brittleness” a shortened version of the card was 

created and translated into Italian. The shortened versions facilitated the access to the relevant information also 

to the participants who did not attend the initial remote sessions and let them focus on the triggering questions 

of the concept card. The goal was to reflect on the possible brittleness in the shared procedure required to 

handle the emergency described in the scenario. The triggering questions have been used to investigate specific 

criticalities and to stimulate the identification of concrete examples, deriving from the professional experience 

of the stakeholders. 

EXAMPLE OF APPLICATION. The following examples are some potential brittleness spotted during the 

checklist evaluation using the triggering questions of the card (see Appendix C.5). The examples are grouped 

in the thematic areas (Lack of Resources, Difficulties to adjust, Limits of Mitigation Plan) that refer to the 

different conceptual categories that the concept card outlines. 

[A] Lack of Resources (human, technical, material). The analysis of the scenario using the card has 

identified potential difficulties related to the availability of resources involved in the reference disease 

outbreak scenario  

Example (1) Pandemic disease:  

 In case the emergency described in the scenario evolves in the most critical situation from the 

healthcare point of view (i.e. confirmation of the severity of the pandemic disease after an 

erroneous decision not to quarantine the other passengers flying on the same flight of the infected 

passenger), there is a possibility that the number of biocontainment hospital places available at 

the national level with, the necessary isolation and protection features would result to be 

insufficient. 

 It was highlighted that also the aviation actors should be somehow informed of this risk when 

estimating the potential consequences of their decisions and actions. 

[B] Difficulties to adjust. The tested scenario led to notice some difficulties in finding the right balance 

between a “centralized” mode of intervention vs. a “de-centralized” coordination of the different 

stakeholders involved in the crisis management. Given that both solutions are clearly necessary, the 

“centralized” mode can assure a better efficiency when facing a crisis (e.g. faster decision/response-time); 

the “de-centralized” mode of coordination can assure a better involvement of all the actors (e.g. including 

local institutions/agencies and citizenships).  
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Example (1) Centralized vs. De-Centralized:  

 During the pilot it was pointed out how the “centralized” national structure of the Italian Fire 

Brigade can ensure standard mode of intervention and coordination to adjust the response in 

different context, providing as well as the knowledge in real time of the available resources 

throughout the entire national territory.  

 On the other way the open and “de-centralized” structure of the Italian Civil Protection can 

guarantee an efficient involvement of volunteers personal in the entire national territory, reducing 

the risk of cutting out some relevant local stakeholders for the management of the particular 

emergency situation. 

[C] Limits of Mitigation Plan. During the management of the crisis presented in the scenario, the 

representative of the airline pilots highlighted some difficulties related to the diagnosis procedures 

suggested in the pandemic plan in a situation like the one described in the scenario. It was highlighted the 

gap between what appears recommendable in principle and what would be concretely feasible in a real 

situation 

Example (1) Doing a Diagnosis:  

 The captain in the cockpit has very little time and tools to coordinate the necessary inspections 

on a potentially infected passenger. Despite being fully responsible for all the operations while 

the plane is in flight or the doors are closed, s/he may face several difficulties.  

 For instance: s/he can communicate with the potentially affected passenger and/or with all the 

other passengers only by using the intercom or via the mediation of a flight attendant (this is due 

to the fact that the cockpit door must always remain closed, based on the regulations issued after 

the 9/11 touristic attacks), In addition, the current wide variety of airline passengers from of 

social and cultural perspective, does not ensure that the mutual understanding between the 

passengers and cabin crew can be taken for granted, with a risk of missing essential details also 

for an initial diagnosis of the situation. 

6.4.5 Checklist Evaluation Before Crisis 2 (CEBC) 
 

Evaluation Session ES3c 

Concept Cards Communication with the Public not yet involved in a crisis 

 

To apply the card, a field guide of the card (translated into Italian) has been used, to allow the use of the 

triggering questions of the Concept Card “Communication with the Public not yet Involved in the Crisis”. The 

card has been used to reason with the different stakeholders involved on the different modes of communication 

and communication mechanism described in the procedure plan to manage the crisis, in order to: inform, reply 

and interact with the public not yet involved in the crisis. The triggering questions have been used to investigate 

the different thematic areas described by the card in relation to the challenges that the different organizations 

have to face when defining their communication strategies, in order to be prepared to communicate with the 

public in the event of an emergency such as the one described in the scenario. As part of this exercise, existing 

guidelines covering this topic were also reviewed. 

During the discussion, all the participants agreed on the fact that the most recent guidelines for the 

communication with the public by the Italian Ministry of Health4 is insufficiently updated and does not 

consider the latest innovations in terms of communication technologies and social media (e.g. it does not 

consider the distinction between mass media and social media). As such it is of limited use for the operators 

                                                      

4 Linee Guida per la Comunicazione On Line in Tema di Tutela e Promozione della Salute (Ministero della Salute, 
Dicembre 2010) 
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and does not point out specific roles with specific responsibilities for the communication with the public not 

yet involved in a crisis.  

A guideline document by the Civil Defense Department of the Italian Ministry of Interior was also mentioned 

and considered as a potential best practice by one the participants. It was not possible to analyze it in detail, 

since it was not available to the DARWIN team in the preparatory phase of the pilot exercise. The document 

is specifically intended as a guide for the Prefectures (i.e. the local authorities of the Ministry of Interior) for 

the communication with the public in case of crisis situations and - according to the Civil Defense 

representative - follows an approach which is compatible with the one of the concept card. It was therefore 

agreed that the successive versions of the document will be updated taking into account the principles and the 

triggering questions included in the concept cards. 

EXAMPLE OF APPLICATION. The following are examples of potential criticalities relative to the scenario 

that emerged from the application of the triggering questions (see Appendix C.6). They relate to the 

preparatory work which is considered necessary before the development of a crisis like the one described in 

the scenario. 

[A] Adequacy of Competences. It is not easy to communicate by simple and exhaustive messages providing 

at the same time sound scientific content. If the adequate competences are lacking, it is possible that the 

communications may be either too simple or too complex. This could lead to negative consequences on the 

public not yet involved in the crisis. However, it appears that the institutions and organizations do not 

always have adequate competences within their organization to cover this aspect of the communication 

[see. Regulation “legge 265 ’99” on competences].  

Example (1) Deliver Complex Scientific Communications:  

 The triggering questions highlighted how it is difficult to deliver complex messages to the 

population with a scientific way of communication (e.g. using precise terminology, and scientific 

style) and that it has been challenging to translate the scientific content into simple and direct 

messages, when adequate communication skills specific for this situation were not available.  

 Example (2) Difficulties in managing the social-media: 

 The immediate propagation speed of information through the social media often places the 

institutions in a situation where they have to “chase” the already circulating messages, rather than 

being the first one to provide the information. For this reason, even the institutions dealing with 

communication with the public has to turn their role, from “information provider” into an 

“information certifier”. 

 This shift in the role of the communication is not always met by a shift in the communication skills 

and must be considered before a crisis. 

[B] Acceptability and Trust. This thematic category has been considered by the stakeholders as very 

relevant for this type of scenario, but at the same time, it has been pointed out that “trust” is a goal to be 

achieved in long term, by a specific work that has to be carried out before the crisis, in the communications 

during the “normal situations” and not only during the crisis.  

Example (1) Mistrust in the Authorities:  

 The efficacy of the local/national authorities’ communication campaigns could be limited by the 

general and wider climate of “mistrust in the authorities” and their representatives, regardless of 

the specific scientific theme being discussed. 
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7 Description of Pilot 4: Collision between Oil Tanker and Passenger 
Ferry leaving Gotland island 

The Pilot 4 evaluate the DARWIN guidelines by using the DRMG as a basis for a localised and domain specific 

resilience intervention aimed at operational HC professionals. The resilience intervention consists of several 

sessions that introduce concepts and triggering questions from the DRMG to the operational personnel. 

Throughout the pilot continuous evaluation of the HC professionals understanding, acceptance and use of the 

resilience intervention has been carried out.      

7.1 Narrative description of the scenario 

In section E.1 of the DARWIN deliverable D4.2 the characteristics of the element that compose the scenario 

to be tested in the Pilot 4 was described. Before the actual implementation of the CPX a few details of this 

scenario needed to be adjusted to facilitate a more educational exercise. The updated scenario description is 

therefore included in this section and thus replace the scenario described in D4.2, E.1.  

The main outline of the exercise is a collision between two ships outside HÄRADSKÄR on the east coast of 

Sweden on September the 5th 2017. The ships involved in the accident are a cruise ship and medium-sized 

tanker. The cruise ship has a capacity of approximately 1 700 passengers and at the moment of the accident is 

fully booked.  The crew amounts to approximately 400. The tanker will be relatively undamaged after the 

incident, no personal injury and only minor material damage. The collision between the vessels is at an impact 

angle such as that the prow of the tanker hit the mid-ship of the cruise ship.  The cruise ship will have relatively 

large damage to the steel hull requiring the ship to seek a shipyard immediately. While the ship will stay afloat 

in the simulated case, an evacuation of the cruise ship will be commenced later in the scenario.  

Critical Event 

A narrative describing the crisis situation to be handled 

An Italian cruise ship (11,000 GT5; 1,700 passengers) with a crew of 400 is leaving the Gotland island 

towards the Swedish eastern coast. The passengers are mostly Italian, but also passengers from the Nordic 

countries, Germany and France. There are mainly adolescents and middle age people on board and several 

are drinking alcohol during the cruise, but also a number of families with children and a few elderly. The 

cruise ship in the scenario is called M/S SPARROW (IRCA IT MMSI: 247123000) and is based on a similar 

cruise ship named “Birka Princess”. M/S SPARROW has entered the Baltic Sea after the recent weeks 

having been moved from the Mediterranean and through the English Channel.  She has made a visit to 

Copenhagen and Gdansk before moving to VISBY were she arrived in the afternoon of August the 31st. In 

VISBY the passengers have had the opportunity to do some sightseeing in the city and in the surrounding 

countryside by bus hired by the cruise company. The plan is to depart from Visby on the morning of the 5e 

of September (at 0600) and sail to Stockholm were another stay is planned. The timetable indicates arriving 

in Stockholm at 1800 on the 5e of September meaning that the ship will be passing through the beautiful 

nature scenery of Stockholm archipelago in the afternoon. The weather is favourable with weak southwest 

wind that will turn to southeast and accelerate a little in the afternoon and evening. At that time, however, 

the cruise ship will be inshore in the archipelago which will ensure a pleasant ride during the day.  

The intention was first to go straight to Stockholm but given the nice weather, the direction changes to move 

the ship along the Swedish east coast and allow the passengers to enjoy the view in connection with late 

breakfast and an early lunch. Therefore, at 0830 a north-westerly course is set for HÄRADSKÄR. 

 

                                                      

5 Gross Tonnage (GT) describes the overall internal volume of a ship. 
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The tanker ASTRA (OPXJ3, DK MMSI: 220123000, 62,000 GT) has been moving from GOTHENBURG 

for the past few days, where she has been loaded with petroleum. Her final destination is NORRKÖPING. 

She has entered the traffic lane between ÖLAND and GOTLAND, made a partial unloading in 

OSKARSHAMN and after that headed north for NORRKÖPING. She has passed VÄSTERVIK at 0730 

and is heading towards the passage outside HÄRADSKÄR between the Gotland and Öland islands. M/S 

SPARROW with her AIS on appears clearly on ASTRA’s radar.  

The on-duty navigation officer on ASTRA estimates that the SPARROW continues to maintain its western 

course and also believes that the distance to the cruise ship will be safe. At the moment the navigation officer 

is alone on the bridge. An alarm on the back of the bridge causes the navigation officer to move there to 

check it. It is probably just a false alarm but the sound is annoying. However, the alarm does not stop. It is 

signalling a power failure on one of the ships navigation lights, whereupon the navigation officer tries to 

trouble shoot. The navigation officer throws a quick glance ahead and sees that they are getting closer to the 

SPARROW but she keeps the same course and speed as before leading the navigating officer to prioritize 

the navigation light power failure alarm. SPARROW on the other hand, is heading north-northwest and the 

staff on the bridge of the SPARROW is now trying to reach the ASTRA on VHF. The navigation officer on 

the ASTRA does not hear this since the volume of the VHF is turned down. The SPARROW attempts to 

increase her veer speed, but this only causes the ship to veer more and at the same time loose speed causing 

the ASTRA to catch up. The SPARROW simultaneously sounds her horn causing the navigation officer on 

the ASTRA to look up and for the first time and notice the seriousness of the situation. The navigating 

officer turns hard-a-starboard but at this stage the action is ineffective, why all engines are also ordered to 

reverse. The vessels collide at 0858 when the front of ASTRA, with a speed of 5 knots hits the port side of 

the SPARROW.  

The collision is quite powerful and the bow of the ASTRA drags along the side of the SPARROW which 

flares the steel hull and destroys the glass in windows and portholes. The ASTRA is partly stuck to the 

SPARROW and is trying to break free. At 0827 the vessels are separated and the ASTRA moves some cable 

lengths away to assess the damage done and also initiate contact with the SPARROW on VHF. 

The ships are damaged but stay afloat. Fire arises on the Cruise ship in the Galley on deck 6 and in the 

engine room. The fire spreads to the restaurant area. The fixed automatic firefighting system activates and 

relevant procedures are executed. The crew also deploys portable firefighting equipment. The fire is 

extinguished relatively quickly. A rescue operation is launched to transport injured passengers and 

crewmembers from the cruise ship to health care facilities. The transport resources dispatched to the scene 

are used to evacuate passenger from the cruise ship from the different locations the ship during the rescue 

operation, resulting in multiple disembarking and rescue vessel-ambulance hand-offs. 

The Joint Rescue Co-Ordination Centre (JRCC) of the Swedish Maritime Administration receives an alarm 

from the cruise ship and launches a search and rescue operation (SAR-operation). The primary objective of 

the SAR-operation is medical evacuation of the injured passengers and crewmembers from the cruise ship. 

A number of SAR-helicopters are dispatched to the incident. Vessels from the Coast Guard and the Swedish 

Sea Rescue Society are also dispatched to the incident area. One of the Coast Guard vessels is assigned the 

role of On-Scene Coordinator.  

The injured passengers and crewmembers should be evacuated to the nearest mainland, which is in this case 

the Swedish eastern coast and the County of Östergötland. The Region Östergötland, as the healthcare and 

ambulance service provider in the county, is alerted by the JRCC.  

The On-Duty Chief Medical Officer of the Region Östergötland acts upon the information from the JRCC 

and executes relevant procedures and plans for a major medical incident. This includes activation of the 

Regional Medical Management Staff and the Hospital Coordination Staff in all the three hospitals in the 

county. The On-Duty Chief Medical Officer also activates Collaboration Östergötland, a regional 

emergency coordination function, in order to get multi-agency coordination in place early on. 
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The Region Östergötland, as the national medical authority for burn injuries, also launches procedures for 

this type of situations. This includes alerting the On-Duty Chief Medical Officer of the Landstinget i Uppsala 

län as well as the National On-Duty Officer at the Swedish National Board of Health and Welfare. The 

nationwide coordination among healthcare and ambulance service providers is necessary and people with 

burn injures transported abroad. The National On-Duty Officer contacts in turn the Health Emergency 

Operations Facility of the European Commission’s DG SANTE and the Emergency Response Coordination 

Centre of the European Commission’s DG ECHO with request for assistance. 

At 09:00 the Regional Medical Management is activated and the exercise begin. 

Initially after the accident the crew of SPARROW makes preparation for abandonment of ship, lifeboats 

and rafts are not launched but are prepared to be launched and lowered. Initial reports of casualties are 

estimated to 200-300 injured, of whom about 100 need hospitalization soon or in relative proximity. Burn- 

and smoke inhalation injuries as well as more extensive effects of blunt and sharp trauma constitute the 

main causes of injury to the most seriously injured. 

After a damage assessment the captain of SPARROW decides at 10:00 AM to sail towards OXELÖSUND 

where he will seek a port of refuge. M/S SPARROW runs on only one engine with a reduced speed of 8 

knots, with main course 030. 

At 10:30 a complete inventory of injury outcome onboard is completed. There are 305 injured to be 

evacuated, 37 with critical injuries and 15 have critical injuries with different levels of burns, in some cases 

combined with other types of injuries. There are 82 additional injured besides others with fall injuries. 

Furthermore, there are also 171 with less serious injuries, but these still require medical attention due to 

relatively severe cuts and bruises, as well as cases of shock. Total: 52 red (T1), 82 yellow (T2), 171 green 

(T3).  

At 11:30 SPARROW makes an emergency halt after a failed attempt to restart both engines. The failed 

engine start creates smoke activating the fire alarm. The fire alarm unsettles the passengers making the 

situation unmanageable on-board. The panic-like atmosphere is spreading and the captain perceives the 

situation as threatening and directly dangerous to both passengers and crew. The decision is therefore taken 

at 12:45 to evacuate the ship to M/S VISBY, with an indented rout to NORRKÖPING. 

Evacuation of injured to M/S VISBY begins at 13:45. M/S VISBY will transport these to NORRKÖPING. 

The most severely injured remain on board M/S SPARROW for continued treatment as the risks involved 

in moving them are perceived to be too high (medical decision). 

The scenario ends at 14:30 with SPARROW positioned south of GUSTAF DAHLÉN (N58.454454, 

E017.305973) heading for port at OXELÖSUND with M/S VISBY moving with destination 

NORRKÖPING. 

Note: The scenario used in the pilot had adaptations compared to scenario presented in Darwin deliverable 

D4.1.  

1. Fire location. In the scenario used, the fire was limited to the cruise ship due to focusing the 

emergency management operation on evacuation of passengers. 

2. Number of casualties. The casualties in need of medical evacuation was increased to a total of 305 

individual, in order to strain the medical treatment and evacuation operation and create need of 

negotiation of tactics between actors involved. 

3. Weather conditions. In order to create possible conditions for cruise ship evacuation, wind and wave 

conditions were modified. 
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Context 

A description of the geographical area/location in which the critical event occurs 

The location of the collision (58.082860°N, 17.097473°E) is outside the Swedish east coast, southeast of 

Valdemarsvik. The coastal area is a sparsely populated with limited infrastructure. The nearest airports are 

in Västervik (~55 km), Norrköping (~70 km), Nyköping (~75 km), Linköping (~85 km) and Visby 

(~90 km). 

Figure 11:  Map over the area involved in response of the collision 

 

Goal 

A description of what was tested with the scenario 

Pre-event episode 

In the pre-event episode, the assessment of the healthcare system in terms of available capabilities, current 

and anticipated risks and threats as well as on-going and anticipated disruptions is in focus. The episode 

also gives attention to identification, selection and application of different types of compensating strategies 

based on this assessment. 
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Response episode 

The main challenges of the response episode are in coordinating efforts in three major dimensions and 

managing constraints associated with these dimensions in order to achieve effective medical response. 

The three major dimension of the medical response operation are: 

 Primary transports of injured passengers and crewmembers from the cruise ships to receiving 

healthcare facilities. 

 Scaling up surgery capacity at the receiving healthcare facilities. 

 Secondary transports of injured passengers and crewmembers to other/specialized healthcare 

facilities. 

In each of the three major dimensions the coordinating functions must handle different types of constraints 

that may propagate and have cascading effects on the progress of the medical response operation as a whole. 

In this context the progress of the maritime rescue operation poses a significant challenge with a major 

impact on the medical response operation. 

At a more abstract level, it is expected that the scenario supports the ability of participants to address the 

following issues: 

 Having a lack of own resources. 

 Managing additional external resources. 

 Reallocation of tasks between different actors, meaning one actor being helped by, or helping 

another actor by, performing/coordinating that actor’s tasks. 

 Goal-conflicts, dilemmas between goals. 

 Complexity. 

 Many stakeholders, issues at boundaries/interfaces. 

 Uncertainty, many possible causes/ways of acting. 

 Cope with unexpected situation, low likelihood. 

 Cascading effects, other organizations and domains 

 Knowledge of other stakeholders’ capabilities, common ground. 

 Inter-agency communication and coordination. 

 Limited capability of risk assessment, uncertainty of risk 

 Availability of human resources and equipment. 

 Adapting and changing of roles of personnel. 

The three dimensions of the scenario also mean that many of these factors need to be addressed 

simultaneously. 

Recovery episode 

The recovery episode covers the aspects of addressing the needs of healthcare after the primary medical 

evacuation is concluded and at the same time the need of restoring healthcare services to “normal 

operations”. 

Rationale  

The theory (or logic model) describing how and why the concerned resilience management guidelines will 

achieve the desired outcomes in one or more of the above areas.  
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Pre-event episode 

This episode relates primarily to “anticipate” and “monitor” areas. The healthcare services are influenced 

by a number of internal and external parameters such as current load on the healthcare system or disruptions 

in other domains that may affect the system. The participants need to identify such parameters and anticipate 

their potential effects on the healthcare services. They also need to monitor these parameters and decide 

upon whether measures might be necessary to avert the potential effects. 

Response episode 

This episode concerns “anticipate”, “monitor” and “respond & adapt” areas. The participants need to 

anticipate forthcoming events and cascading effects as the information provided and the uncertainty in the 

scenario varies from time to time as the medical response operation progresses. The monitoring of the 

situation is a central challenge, in terms of gaining information from the accident site and exchanging 

information between stakeholders in order to make sense of the situation as it unfolds. Other monitoring 

challenges are to recognize the applicability of procedures, necessary interactions between stakeholders, and 

ensuring a common strategic, tactical and operational understanding. The response to the accident is the 

central challenge as described above in the major dimensions of the medical response operation. Adaptation 

may be required as the scale of events is expected to lead to decisions on flexible allocation of tasks and 

roles and stakeholders supporting each other in non-standard ways. 

Recovery episode 

This episode includes all four areas that are “anticipate”, “monitor”, “respond & adapt” and “learn & 

evolve”. At this stage the primary medical evacuation is concluded. The participants still need to anticipate 

forthcoming events and cascading effects as the high load on the healthcare services continues but may 

change in their nature. The monitoring is still a central challenge, but rather shifts to the healthcare system 

and the needs and capabilities within the healthcare domain. The response and adapt perspective is centred 

on activities such as re-launching some healthcare services, while emergency response-related functions and 

modes may be discontinued, or planning secondary medical transports so all types of patients are re-located 

to the correct healthcare facilities and providers. The unexpectedness and large scale of the accident and 

response are expected to trigger learning opportunities for the stakeholders involved, and explicit discussion 

of lessons learned and needs to evolve their response mechanisms. 

 

7.2 Actors involved 

The Pilot will involve only representative of the HC domain. The pilot case will recruit the relevant 

professionals and members of organizations that are responsible for the intervention in response to the specific 

crisis considered. 

Actors involved in the Pilot Testing 

Actor Role Acted by 

Regional medical management, 

Region Östergötland. Medical 

Coordination Staff 

The healthcare and ambulance service provider 

in the County council of Östergötland. 

Actual 

Pre-hospital Command and 

Control 

Health care on-scene commander Actual 

Linköping University Hospital 

Coordination Staff 

Medical coordination staff- local level- hospital Actual 
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Norrköping Vrinnevi Hospital 

Coordination Staff 

Medical coordination staff- local level- hospital Actual 

Motala Hospital Coordination 

Staff 

Medical coordination staff- local level- hospital Actual 

Regional medical management, 

Region Sörmland. Medical 

Coordination Staff 

  

The healthcare and ambulance service provider 

in the County council of Sörmland. 

Actual (DCoP 

member) 

Regional medical management, 

Region Kalmar. Medical 

Coordination Staff 

The healthcare and ambulance service provider 

in the County council of Kalmar. 

Domain expert KMC 

 

Regional medical management, 

Region Örebro. Medical 

Coordination Staff  

The healthcare and ambulance service provider 

in the County council of Örebro. 

Domain expert KMC 

 

Regional medical management, 

Region Västmanland. Medical 

Coordination Staff 

The healthcare and ambulance service provider 

in the County council of Västmanland. 

Domain expert KMC 

 

Regional medical management, 

Region Kronoberg. Medical 

Coordination Staff 

 

The healthcare and ambulance service provider 

in the County council of Kronoberg. 

Domain expert KMC 

 

Regional medical management, 

County council of Stockholm. 

Medical Coordination Staff 

 

The healthcare and ambulance service provider 

in the County council of Stockholm. 

Domain expert KMC 

 

Commanding Officer Regional 

fire and rescue services 

 Domain expert FOI 

Commanding Officer from the 

Swedish Police 

Swedish Police is a national body responsible, 

besides others, for registration of injured and 

deceased as well as person identification in 

cases of accidents occurring on international 

waters.  

Actual 

Swedish Maritime 

Administration  

The National body responsible besides others 

for the Joint Rescue Coordination Center 

(JRCCC). 

Actual 

JRCC Officer National function for coordination of SAR- and 

other airborne operations, including dispatching 

SAR- and HEMS-helicopters as well as rescue 

vessels from Sweden and other Baltic countries. 

Actual 

Swedish Sea Rescue Society 

(SSRS) 

Swedish Sea Rescue Society is served by 

volunteers and focuses on sea rescue on 

Swedish waters.   

Domain expert 

(former Cruise Line 

Captain) 
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Collaboration Östergötland 

(besides already involved) 

The regional strategy for collaboration in 

Östergötland is a strategy initiated by a broad 

regional collaboration between Regional 

Östergötland, The County Administrative 

Board, municipalities, Regional fire and rescue 

services, Swedish Police and the Swedish 

Armed Forces. 

Domain expert FOI 

 

On duty officer in 9 

municipalities 

The Municipal Officer is responsible for the 

psychosocial support of individuals from the 

incident without need of medical care. 

Domain expert FOI 

National On-Duty Officer at the 

National Board of Health and 

Welfare 

The national body responsible for healthcare 

and public health issues. The body is also 

Sweden’s point of contact for EU, WHO and 

UN with respect to healthcare issues and 

emergency medical situations.  

Actual 

National On-Duty Officer at 

Swedish Civil Contingency 

Agency-MSB 

The MSB is responsible for issues concerning 

civil protection, public safety, emergency 

management and civil defence as long as no 

other authority has responsibility. 

Responsibility refers to measures taken before, 

during and after an emergency or crisis. 

Domain expert FOI 

SOS Alarm Ambulance Dispatch Centre  Actual 

Swedish Armed Forces  The Armed Forces are expected to contribute in 

peacetime and crisis with manpower and 

resources. For example, helicopters and navy 

vessels.  

Domain expert FOI 

Media/Press officer  Media will act to inform the public on current 

development during a crisis, based on 

eyewitness reports, interviews and official 

statements from emergency agencies. 

Domain expert FOI  

Swedish Red Cross Swedish Red Cross has a designated duty 

officer available 24/7 that can mobilize 

volunteers trained in psychological first aid. 

Actual 

 

Current applicable laws and regulations and national and local level 

A list of references to the laws and regulations in force relevant for the situation 

Swedish national laws and regulations: 

Health and medical service act (1982:763) and Disaster medicine preparedness ordinance (SOSFS 

2013:22) regulate healthcare in Sweden, including allocation of responsibilities, definition of healthcare 

services and requirements on healthcare providers, including large scale emergencies and crises. The Region 

Östergötland and the Swedish National Board of Health and Welfare operate under this law. 

Social service act (2001:453) describes besides others responsibilities of and demands on municipal 

administration with respect assistance to all people affected by emergencies and crisis. This law affects 
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municipal administrations (also members of the Collaboration Östergötland) to which injured are 

transported. 

Act on municipal and county council measures prior to and during extra-ordinary events in peacetime 

and during periods of heightened alert (2006:544) and related ordinances (2006:637) defines 

responsibilities municipal and regional administrations (Region Östergötland) in situations where societal 

functions are affected by emergencies and crisis or their impacts. 

Civil protection act (2003:778) and related regulations (2003:789) regulate how rescue operations are 

conducted and coordinated on land and to sea. The Swedish Maritime Administration/JRCC, the Swedish 

Coast Guard, the Swedish Police and members of the Collaboration Östergötland participate in rescue 

operations based on this law. 

Emergency management and heightened alert ordinance (2006:942) describes forms for requesting 

assistance from and between government agencies in case of emergencies and crisis. The Swedish Maritime 

Administration, the Swedish Coast Guard, the Swedish Police, and the Swedish National Board of Health 

and Welfare may request assistance based on this ordinance. 

Police act (1984:387) and related ordinances (2014:1104) define jurisdiction, responsibilities and tasks 

of the Swedish Police. 

Act on international police cooperation (2000:343) and related ordinances (2010:705) give the Swedish 

Police possibility to request assistance from police forces of other Member States. 

Act on Swedish territorial waters (1996:374) and ordinances (1992:118, 1986:399; 1982:756) regulates 

sea traffic on the Swedish territory, besides others with respect to deployment of foreign SAR-units and 

military ships. 

Aviation act (2010:500) and related ordinances (2010:770) regulates air traffic on the Swedish territory, 

besides others with respect to deployment of foreign SAR- and HEMS helicopter as well as military ships. 

Ordinance on support of societal functions by the Swedish Armed Forces (2002:735) defines when and 

how local, regional and national bodies may request assistance from the Swedish Armed Forces, for instance 

by Swedish Maritime Administration/JRCC, the Swedish Coast Guard, the Swedish Police and the Swedish 

National Board of Health and Welfare in case of large scale emergencies and crisis. 

EU directives and regulations: 

Decision on serious cross-border threats to health (Decision No 1082/2013/EU) and Decision on a 

Union Civil Protection Mechanism (Decision No 1313/2013/EU) define how and when Member States 

can receive assistance in case of large-scale emergencies and public health threats. The Health Emergency 

Operations Facility of the DG SANTE and the Emergency Response Coordination Centre of the DG ECHO 

are the two functions with the European Commission operation upon these regulations. 

International regulations: 

International convention for the safety of life at sea (SOLAS, 2011), United Nations convention on the 

law of the sea (UNCLAS, 1982), and International convention on maritime search and rescue (SAR, 

1979) regulate sea traffic in international waters, including SAR-operations. The Swedish Maritime 

Administration/JRCC acts based upon the mandate and agreements in these regulations. 

7.3 List of Concept Card Considered 

The selection of DRMG CCs to be evaluated was based on a thorough process, where each DRMG CC was 

first assed whether the card could be evaluated within the context of the Pilot 4 scenario. The DRMG CCs that 

were selected for evaluation were further analysed. In this analysis each item in the implementation section of 

the DRMG CC was assessed whether that particular item was possible to evaluate in the Pilot 4, alternatively 
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the proposed implementation was already a current practise or policy used/implemented in the regional medical 

management at that time.  As a result, the following subset of the DRMG CCs were selected: 

 2.2 “Establishing networks” 

 2.3 “Understanding roles and responsibilities” 

 3.1 “Adapting to expected and unexpected events” 

 3.2 “Adapting plans and procedures during crises” 

 4.2 “Identifying sources of resilience” 

 4.3 “Noticing brittleness”. 

These DRMG CCs were then tested in various ways during the Pilot 4 through an actual test implementation 

of the content of the cards. This operationalization of the DRMG in the Pilot 4 is describe in detail in Appendix 

B.  

7.4 Evaluation sessions 

The Pilot 4 consisted of six sessions in total (Figure 12): one lecture, three workshops, one Table Top Exercise 

(TTX) and one Command-Post Exercise (CPX). The reason for a whole series of sessions was to create an 

actual test implementation of the selected content of the DRMG CCs in a coherent way by operationalizing 

the concept of resilience from a holistic perspective. The evaluation sessions were organized as a form of a 

training program so the content of the DRMG could be related and understood by the target audience in the 

operational organizational settings of the regional medical management. This approach allows for a direct 

evaluation of how policy-makers can adopt the DRMG CCs into policies and practice. The whole Pilot 4 is 

thus implemented as an intervention campaign, both educating operational personnel on theoretical concepts 

of resilience and creating opportunity to practice resilient behaviour in exercises of different levels of fidelity, 

as well as testing the practical applicability of the selected DRMG CCs. The focal point of the intervention 

towards the operational personnel was six decision makers in the regional medical management (referred in 

the text as target audience) who participated in the all evaluation sessions. The applicability of the DRMG CCs 

was evaluated by two senior experts on capability development of crisis management and disaster response 

teams. These two experts, who are members of the DARWIN project, have previously participated, for 

instance, in numerous national capability and policy-development projects.  

All pilot activities were evaluated with the support of questionnaires. The questioners were designed to 

document both specific contribution of each session related to expected outcome described in DARWIN Risk 

Management Guidelines (DRMG) and concept cards (CC) as well as self-efficacy (Aerino et al., 2012; Jonson 

et al., 2017) in the participant’s professional disaster management role. The 10-statement Self-efficacy 

questionnaire was handed out prior to the first session and then after each session, in parallel to DRMG 

evaluation questionnaires.  

The specific evaluation questionnaires consisted of 11-50 statements that the participant was asked to answer 

between “Totally disagree” and “Totally agree” (see  

 

Table 12 and Appendix E.2). All questionnaires were in Swedish. 

The applicability of the DRMG CCs will be evaluated by expert evaluation in the form of a workshop/focus 

group (planned for Q1 2018) and reported in D4.4. 

The evaluation of the actual implementation items as described in the DRMG CCs was categorized in 

accordance with the joint scheme used for all four pilots. These evaluations were performed throughout Pilot 

4 and their exact point of use is shown in Figure 13.  

 

  



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

75 of 140 

 

 

Table 11: Number of questions related to specific concept cards, after Post-CPX Workshop 

Concept card  
Number of statements/questions 

related to Concept Card  

2.3 Understanding roles and responsibilities 5 

2.1 Promoting common ground 3 

2.2 Establish networks  6 

3.1 Adapting to expected and unexpected events 6 

3.2 Adapting plans and procedures during crises 5 

4.3 Noticing brittleness 9 

4.2 Identifying sources of resilience 9 

4.1 Assessing Community resilience 1 

 

 

Table 12: Translated example from the questionnaire used after the first  lecture. 

 Statement Do you agree? 
Please explain your 

choice 

1 This exercise has increased my 

understanding of the concept of 

resilience and then concepts that 

are part of it 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

Figure 12: Overview of the Pilot 4 sessions and corresponding evaluation activities. The exercises (TTX 

and CPX) are marked with orange. The TTX had a form of a Tactical Decision Game (TDG) and the 

CPX combined methodology of Role-Playing Exercises (RPE) and Computer-Assisted Exercises (CAX). 
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Figure 13: Overview of the different evaluation methods used for the Pilot 4, Checklist evaluation before 

crisis (CEBC), Checklist evaluation after crisis (CEAC), Simulated Meeting Among Stakeholders (SMAS) 

and Simulated Task (ST).  

 

 

Figure 14: Picture of the part of the response cells during the Command Post Exercise for Pilot 4 at the 

KMC in Linköping. 
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7.4.1 Lecture 
 

Evaluation Session ES4a 

Concept Cards 2.3 2.1 2.2 3.1 3.2 4.3 4.2 4.1 

 

The main objective of the lecture was to present for the target audience the DARWIN project and the pilot 

implementation they were to be a part of. The target audience was six operational decision makers from the 

regional medical management. The lecture also aimed to give the target audience a basic understanding of 

resilience with respect to the DRMG and to outline how the DRMG relate to current praxis and policies of the 

regional medical management. In other words, the lecture created prerequisites for the pilot implantation and 

included evaluation sessions. The lecture took place on 30 May 2017 and was five hours long.  

The definition of resilience used here and henceforth during Pilot 4 was translated from the DARWIN D2.1 

definition to Swedish and adjusted to the regional medical management and the current Swedish guidance for 

common ground (“Gemensamma grunder”, GG) into: “Anpassningsförmåga hos samhällsviktig verksamhet 

som kan upprätthålla adekvat funktionalitet och kontinuitet vid samhällsstörningar”. While a definition was 

discussed, the focus of the lecture was to communicate a way of thinking, rather than a strict definition. Core 

concepts of resilience were presented such as the interconnected phases before, during and after crisis, as well 

as the capabilities anticipate, monitor, respond/adapt, and learn/evolve. The main part of the lecture was to 

communicate the DARWIN guidance through the use of the operationalized terminology of capabilities and 

prerequisites for operating in a resilient manner. Throughout the series of workshops and exercises the same 

terminology of certain important capabilities and the prerequisites to achieve these capabilities was used. This 

terminology was used to make the DRMG fit in the operational level. During the lecture triggering questions 

from the selected DRMG was used to make the participants from regional medical management reflect on 

different aspects of the crisis management organization. At the end of the lecture a discussion was also held 

with the HC practitioners regarding the concepts in resilience, commonalities with current practices and 

guidelines.  

The lecture was evaluated with a 16 statement questionnaire. The questions were design to evaluate any 

difficulty on understanding the concepts introduced, the purpose of the DRMGs, applicability in the 

participant’s line of work and in local disaster management doctrine. Self-efficacy was also measured. 

7.4.2 Workshop 1 (ST/CEBC) 
 

Evaluation Session ES4b 

Concept Cards 3.1 4.2 4.3 

 

The aim of Workshop 1 (WS1) was letting the regional medical management practitioners discuss three 

scenarios, chosen to represent a broad variance of events. WS1 had a duration of five hours and was held on 8 

June 2017 with the six of the targeted HC practitioners. The discussion was framed by using triggering 

questions from the DRMG CC. To gain a thorough understanding for the triggering questions in various 

scenarios, and to facilitate an all-hazard approach as suggested in the Concept Card 3.1 “Adapting to expected 

and unexpected events”, three different high-level scenarios were used, chosen for maximum variety. The 

scenarios used were (1) Chemical (CS2) spill in city centre, (2) influenza pandemic affecting personnel and 

local community, and (3) cyberattack and IT-outage at the Regional healthcare systems. This discussion is 

classified as a simulated task as the participants was asked to describe why and which actions they would 

perform in a similar event, as well as Evaluation before crisis through the use of triggering questions to guide 

the discussion. Such a discussion is also an implementation of a workshop or focus group prescribed by the 

Concept Card 4.3 “Noticing Brittleness”, as well as the activity prescribed in Concept Card 4.2 “Identifying 

Sources of Resilience” to define and describe work-as-done to identify sources of resilience.  
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After the first part of the workshop where the participants discussed the three different scenarios, a fourth 

scenario was presented in the form of a generic shipping accident event. Each of the participants was asked to 

do an individual evaluation of this scenario with the use of the tailored method (see Appendix 0 for more 

information about “Analysis Aid”). The purpose of this activity was to introduce the practitioners to the setting 

of the main scenario used during the forthcoming CPX, without revealing exercise-critical details.     

The workshop was evaluated with an 11 statement questionnaire (see Appendix E.2). The questions were the 

same as after the introductory lecture, except for the specific questions regarding the DARWIN contribution 

purpose. Self-efficacy was also measured. 

7.4.3 Table Top Exercise (ST/SMAS/CEBC) 
 

Evaluation Session ES4c 

Concept Cards 2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 

 

The objective of the Table-top Exercise (TTX) was to give the target audience possibility to apply the DRMG 

on a crisis response operation and a scenario containing resilience-demanding situations. The TTX gave 

opportunity for the regional medical management practitioners to apply the DRMG, using triggering questions 

to analyse different variants of a shipping accident scenario.  

Participants of the TTX included six practitioners from regional medical management and eleven Swedish 

operations experts in 4 different functions. The TTX had a form of a Tactical Decision Game (TDG), it had a 

duration of 5 hours and was held on 12 June 2017. The functions represented during the TTX was the regional 

medical service (from several different levels with both pre-hospital and hospital experts), The Swedish 

Maritime Administration, Swedish Police and regional fire and rescue services. The TTX is classified as a 

SMAS as it was conducted as an implementation of the suggested activity from the DMRG CC, e.g.  “Joint 

cross-fertilization exercise” suggested in the Concept Card 2.1 “Promoting Common ground” and 2.3 

“Understanding Roles and Responsibilities”. The methodology for the TTX was based on a training method6 

developed as part of the European CBRNE crisis management project7. The participants had a guided 

discussion of initial phases of a major “shipping accident”. The discussion was framed by three (3) different 

possible continuations of an open-ended scenario and guided by selected questions from the Concept Cards 

2.3 “Understanding roles and responsibilities”, 2.2 “Establishing Networks”, 3.1 “Adapting to expected and 

unexpected events”, 3.2 “Adapting plans and procedures during crises”, 4.3 “Noticing brittleness” and 4.2 

“Identifying sources of resilience”. The scenario was chosen to prepare the participants in the regional medical 

management, and the other practitioners in the broad span of potential events that might occur in a shipping 

accident. The focus of the TTX on high-level aspects and different possible what-if outcomes of shipping 

accidents aimed at preparing the practitioners before the CPX (without revealing details of the scenario), thus 

enabling them to focus on the resilience intervention rather than being too overwhelmed and pre-occupied with 

the scenario as such during the CPX. 

The TTX was an implementation of several activities prescribed in the DRMGs. Noteworthy activities were:  

(1) identify organizations with shared responsibilities, relevant points of contact and establish a network with 

these (DRMG CCs 2.2 and 2.3);  

                                                      

6 Sandström B.E., Eriksson, H., Norlander, L. Thorstensson, M., Cassel, G. (2014) Training of public health personnel in 
handling CBRN emergencies: A table-top exercise card concept. Environment International, vol. 72, pp. 164-169. 
7 The Public Health Response to Chemical Incident Emergencies (CIE) Toolkit, Project number 2007205 
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(2) a simulated task to perform a system analysis suggested by the Concept Cards 3.2 “Adapting plans and 

procedures during crises”, authority issues, capability issues and learning processes; 4.3 “Noticing brittleness” 

and 4.2 “Identifying sources of resilience” through a workshop/TTX; 

(3) a CEBC by discussing triggering questions regarding goal conflicts, resources and bottlenecks, and 

information (CCs 3.1 and 4.3); and  

(4) identify important data collection points to monitor during exercises and actual events to enable in-depth, 

after-action evaluations (CC 4.3).  

During the workshop three possible “what-if” continuations of the scenario were presented one at the time and 

the participants asked to discuss each using several triggering questions. The participants gathered in smaller 

groups of about 5 people for an initial discussion. After the group-by-group discussions all participants 

reconvened for a plenary discussion, before the next “what-if” continuation was presented. Throughout the 

exercise the regional medical management practitioners were aided in their scenario analysis by the DARWIN 

developed method support with six prerequisites for resilience.  

The combination of Lecture, Pre-TTX and TTX/TDG was also evaluated as a set employing 15 statements 

about the activities’ pedagogical contribution. Self-efficacy was measured. 

7.4.4 Workshop 2 (ST/CBEC) 
 

Evaluation Session ES4d 

Concept Cards 2.3 2.1 2.2 3.1 3.2 4.3 4.2 4.1 

 

The objectives of the pre-CPX workshop was to (1) reinforce the participants understanding of resilience and 

supplied methods, (2) revisit the TTX and discuss lessons learned, and finally (3) set the initial playing field 

for the CPX. Five of the participants from regional medical management was present for the WS2. During the 

workshop the practitioners got a repetition of selected parts of the first lecture and the relation between the 

operationalized CCs and current Swedish guidelines for common ground (i.e. GG). The participants also went 

through a repetition on how to analyse their crisis management system and relationships to other actors. During 

the workshop the participants used the developed method support to analysis the crisis management system in 

the generic shipping accident scenario used during the TTX.  

An important part of the pre-CPX workshop was to let the practitioners reflect on how a framework of 

resilience would be applied on actual crisis management, through the support of the operationalized CC, with 

respect to the experience they drawn from the TTX and previous discussions.  

At the end of the workshop the practitioners simulated the first 30 min of a crisis, starting with the alarm of a 

ship collision between a cruise liner and an oil tanker. This was used as a method to get a head-start of the 

CPX. By playing through the initial alarm sequence and the first 30 min it was possible to logistically set up 

the initial playfield of the CPX. This at the same time allowed the CPX start at KMC 30 min after the initial 

alarm, at a time when it would be realistic that the regional medical management would have been able to 

convene at the command post after receiving the initial alarm and physically getting to KMC.  

The workshop was evaluated with a 13-statement questionnaire. The statements were the same as for the Pre-

TTX Workshop with the addition of statements regarding the six preconditions for resilience and the resilience 

decision support tool. 
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7.4.5 Command Post Exercise (ST/SMAS) 
 

Evaluation Session ES4e 

Concept Cards 2.3 2.1 2.2 3.1 3.2 4.3 4.2 4.1 

 

The objective of this evaluation session was to give the target audience a possibility to apply the DRMG during 

a crisis response and establish an actual experience of being in a resilience-demanding situation. The evaluation 

session had the format of a Command Post Exercise (CPX). 

The CPX utilizes four of the five dimensions of realism (real groups, tasks, ecological settings and social 

systems)8 in the simulation (Drabek and Haas, 1967). The use of CPX therefore means that the scenario is 

executed in real-time, actual workplaces and information and communication systems are used, and real-life 

collaborative settings are in place. The methodology of CPX is well established and documented (Çayrici and 

Mariničič, 2009). The use of CPX is therefore a suitable format for achieving the objective of this evaluation 

session (Trnka and Jenvald, 2006; Trnka, Lundberg and Jungert, 2016). 

The underlying scientific approach that was used in this case, and which specifically focus on the type of 

simulated situations as those studied by the DARWIN project and this pilot, is the Event Based Approach to 

Training (EBAT) described by Fowlkes, Dwyer, Oser, & Salas (1998). The aim of this approach is to provide 

systematic practice of specific team competence by the use of scenarios with specific and defined events that 

can be linked to participant’s performance (Schaafstal, Johnston, & Oser, 2001). The design and execution of 

the scenario is vital according to the EBAT to achieve the desired effect of the simulation. Throughout the 

scenario certain “trigger events” need to be identified, intended to initiate certain reactions among the 

participants. The use of a controlled scenario with specific events in the CPX ensured that the target audience 

was exposed to certain critical events, which may never have had occurred otherwise. The objective of such 

trigger events is to create measurable responses by the target audience. By using such trigger events the data 

collection and evaluation can be focused on important phases of the exercise.  

The scenario in the CPX was a large scale maritime rescue operation, requiring in turn an extensive medical 

response operation. The scenario is described in detail in section 7.1 Narrative description of the scenario. The 

detailed scenario was developed in a close collaboration with subject matter experts from different national 

government agencies through a series of meetings and workshops in order to assure a scenario that is both 

realistic and sufficiently demanding to encourage resilient behaviour (see section 7.1 for rationale of the 

scenario).  

The regional medical management consisted of the target audience (five decision makers) and the subordinated 

command staff personnel (six persons). Real-life collaborative settings were put in place through engaging key 

actors and roles in the CPX. These roles were manned by 25 senior experts in this area acting currently or 

previously working in such roles. During the execution of the CPX these senior experts were coordinated by 

three exercise managers. This relatively high number of senior experts is necessary in order to achieve the 

sufficient level of realism with respect to, for instance, richness and complexity of interactions and 

communication. The overview of the actors and roles involved in the CPX is described in detail in section 7.2 

Actors involved. 

The CPX was held at 5 September 2017 with a duration of six hours. The location of the CPX was KMC’s 

facilities, where the command post of the regional medical management is located. Actual information and 

communication systems were used to large extent, where possible. Some information and communication 

systems were replaced by exercise specific solutions to enable feedback of simulated outcomes of the decided 

                                                      

8 The fifth dimension of realism – knowledge of participating – suggest that the study objects (corresponding here to 
the target audience) is not aware of their participation in the simulation (Drabek and Haas, 1967).  
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and implemented actions taken by the regional medical management. Two different simulations tools were 

used to simulate these outcomes: Emergo Train System (ETS) and NetScene. ETS is a tool for mental and 

visual simulation of medical assessment and treatment of individual patients (Rybing et al., 2016; Nilsson et 

al., 2013) that uses a Role-Playing Exercises (RPE) methodology. NetScene is a computer simulation of 

geographical movements of operational resources and assets that has been used to support the CPX with a 

Computer-Assisted Exercises (CAX). The tool was able to simulate patient transports, a functionality which 

was developed by the European project DRIVER9.  

The implementation of the DRMG CCs during the CPX had four different forms. First, the target audience 

was expected to put in to action the accumulated knowledge from the previous evaluation sessions. Example 

of such knowledge is the importance of acting proactive in accordance with “foresight, coping, recovery” and 

analysing the ongoing situation in line with what is problematized in triggering questions. Second, the target 

audience was also expected to use certain methods and supporting tools, such as checklists, and in that way to 

implement specific items from the DRMG CCs, such as list of topics described in triggering questions. Third, 

the target audience was given opportunity and stimulated to establishing networks by identifying relevant 

organisations and POC (CC 2.2 “Establishing networks”); to manage and adapt to a complex multi-

organizational crisis, outside of specified plans and procedures (CC 3.1 “Adapting to expected and unexpected 

events”); and reflect on lack of resources, goal conflicts, bottlenecks, dependability to other organizations and 

information management (CC 4.3 “Noticing brittleness”). Last, selected personnel from the regional medical 

management, outside of the target audience, were tasked to focus on documenting the different aspect of the 

operation in order to facilitate reflection and support learning after such an event (CC 4.3 “Noticing 

brittleness”). 

During the CPX data collection for the evaluation of DRMG CCs was conducted with several methods. Five 

key roles were followed by observers from the DARWIN project (personnel from FOI and KMC), who 

continuously documented the discussions and the actions that was taken. The target audience filled in two 

questionnaires, one before the CPX started and one directly after the CPX was concluded. The questionnaire 

filled in after the CPX consisted of 47-statements. These statements focused, for instance, on contribution of 

personal competence on applying and understanding the role of resilience in crisis management, and 

applicability and contribution of the accumulated knowledge and used methods and supporting tools. The 

statements focused also on the CPX’s contribution to increasing the understanding of the resilient crisis 

management systems, as well as evaluation of validity, psychological realism and immersion of and in the 

CPX. 

 

                                                      

9 Driving Innovation in Crisis Management for European Resilience – Project ID 607798. 
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Figure 15: Overview of the CPX set-up of involved roles organized as so-called response cells.  Each 

response cell was responsible for injects within certain area or domain. Double outline indicates that the 

role acted with a realistic situation in relation to the information and communication flow they had 

access to. Single outline marks that the role may receive instructions for injects from the exercise 

directions. The figure symbol mark the positions overviewed by a DARWIN observer. 

7.4.6 Workshop 3 (ST/CEAC) 
 

Evaluation Session ES4f 

Concept Cards 2.3 2.1 2.2 3.1 3.2 4.3 4.2 4.1 

 

The objective of Workshop 3 was to gather lesson learned from the CPX and evaluate the operationalization 

of the DRMG CC. Three practitioners from regional the medical management participated in the workshop 

that was conducted on 29 September 2017. The workshop was organized as a focus group, where the 

participants discussed and reasoned about the experience of the CPX in particular, but also regarding the whole 

DARWIN approach including the lecture, workshops and method support.  

The workshop was evaluated with a 50 statement questionnaire divided into on part focusing on the evaluation 

workshop contribution to understanding resilience in disaster management and one part evaluating the whole 

set of activities the participants had taken part of.  
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7.5 Contribution from Simulations and Serious Games 

The concept of resilience is often related to complex emergency and crisis scenarios. The application of the 

concept, both for the purposes of education & training and assessment & evaluation, in the emergency/crisis 

management domain is challenging.  

First, the application of the concept is to large degree context-sensitive, that is, specific for (a) the actual actor 

(organization) that is applying the concept and its way of operations, (b) the risk/hazard portfolio the actor 

faces or must handle, as well as (c) the geographical, cultural and political settings in which the actor exists. 

In other words, there is a number of different ways of how response operations can be managed, how resources 

can be deployed and used, as well as how needs, goals and risks can be defined and prioritized. This means in 

turn that “to be resilient” may have different content and mean something else for different actors. 

Second, many of the scenarios that the emergency/crisis actors may find relevant have never been handled by 

the actors. This means that there is no benchmark or reference for (a) which approaches to manage response 

operations to such scenarios are actually suitable, (b) how resources should be deployed to achieve best 

possible use of them, as well as (c) which needs, goals and risks/hazards need to be addressed and with what 

priority. 

Predictive simulations are an important tool in order to address these challenges. They can be used to simulate 

scenarios that are specific for particular actors in terms of their strategies, resources and risks/hazards. In turn, 

they can be used to create an understating of what are the possible outcomes of (a) different priorities and 

objectives for response operations, (b) different strategies to set up response operations, and (c) different 

approaches to deploy and use resources. The simulation environment (SimEnv) created by TUBS is an example 

of such an approach. 

SimEnv can be used to generate data on what could theoretically be achieved. These data can be used to support 

education & training in table-top exercises, for example. SimEnv can also be used to test to what degree an 

outcome of a response operation is sensitive to how resources are deployed and used. Such a test can be used 

to identify key elements that need to be in place in a certain kind of response operation in order to succeed.  

In this pilot SimEnv can theoretically be employed to support a what-if analysis of the CPX outcomes. During 

the SimEnv exercise, the participant could be expected to make strategic decisions on casualty evacuation, for 

example. These decisions may have great impact on the simulation outcome, but it would be hard to discuss if 

any alternative decision would have generated a more favorable outcome. Therefore, SimEnv could be for 

instance employed to support after action review of different resource deployment scenarios. 

The objective of employing predictive simulations was to identify potential effects of different courses of 

actions with respect to primary transport resources and injured people evacuation from the cruise ships to 

receiving healthcare facilities. For that purpose, different scenarios for injured people allocations (IPA) and 

resource deployments (RD) were created based on the Swedish pilot. Unfortunately, these data could not be 

provided during the pilot.  

The number of injured people to be transported, their allocation to triage categories and person-related 

assumptions, as well as an overview of the available resources, their operational constraints and capabilities 

and resources-related assumptions will be analyzed based on the pilot and SimEnv simulation data in D3.5. 
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8 Collection of Feedback on Concept Cards from other contexts 
In addition to the four Pilot Exercises, the evaluation plan also includes other smaller-scale evaluation activities 

that take advantage of workshops organized in the context of the DARWIN project and of conferences in which 

representatives of the DARWIN partners have been invited to present the results of the project. The feedback 

collected in the context of these events is considered as an additional source of evidence to evaluate the DRMG, 

beyond the scope of the pilot exercises. These small scale evaluation activities offer the opportunities for a 

greater consideration of stakeholders external to the two main DARWIN domains, i.e. HC and ATM. All the 

stakeholders involved in the pilot exercises and in other evaluation activities (see Appendix D of DARWIN 

Deliverable D4.2, sections: D2.2 and D3.2) will express a judgment on the perceived impact of the CC 

principles in improving the resilience capabilities of their organizations.Based on the evaluation questionnaires 

used in the pilot exercises (see chapter 2.4.1), a set of questions/items have been identified, by which it will be 

possible to collect online feedback from users external to the pilot exercises. These questionnaires are available 

via the Wiki on the DARWIN website for each concept card (Figure 16). 

 

Figure 16: Additional Evaluation Feedback on the DARWIN WIKI 
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We expect to use the DCoP during webinars, workshops and individual interviews to gather development and 

evaluation inputs based on templates produced within WP2 (D2.2 and D2.3) and evaluation forms from WP4. 

Also the cards of the initial set of ten cards addressing essential requirements that were not used directly for 

the pilot exercises (i.e. 6.1 “Systematic management of policies involving policy-makers and operational 

personnel for dealing with emergencies and disruptions”) will be covered by other evaluation activities 

complementing the pilot exercises, as described in Appendix D of DARWIN Deliverable D4.2. 

The outcomes for the final evaluation will be qualitative and quantitative and will take into account, when 

appropriate, three different types of sources: 

 Evidences from Pilot Exercises: Feedback and Evidences on each CCs, from the table top exercises, 

the command-post exercise, across the different scenarios tested in the different domains, by different 

DCoP and stakeholders. 

 Direct feedback from stakeholders: Webinar, Workshop, Questionnaire, SWOT Analysis. 

 DARWIN Evaluation Team: Expert judgments from the DARWIN team after the analysis of the Pilot 

exercises and the direct feedback from DCoP and stakeholders 

All the sources of evidence will produce one overall index for each CCs, that will include a rationale to keep 

track of the sources used to generate the index. The index will be composed by a series of metrics derived from 

the formative and summative logic that are briefly explained in sessions D.3.1 and D.3.2 of DARWIN 

Deliverable D4.2 Appendix D, and will be introduced more exhaustively in deliverable DARWIN D4.4. 

In addition, a specific evaluation session organized by DBL will be performed in Italy addressing specifically 

an additional domain (i.e. highway domain), in order to produce additional evidence on the application of the 

concept cards (including also 6.1. “Systematic management of policies”) by non-project-members from a 

sector different from ATM and HC domain. 

Here is the description of the additional “source of evidences” that will be used to collect feedback on DRGMs:  

1) Collection of feedback from the DCoP  

a. DCoP Workshop 2 (Linköping, Sweden) 

b. DCoP Webinar 2 

c. DCoP Workshop3 (Linköping, Sweden) 

 

2) Collection of feedback from the WP2 SWOT analysis 

 

3) Collection of feedback from national/international workshops in which the DRMG is presented. 

a. REA Symposium, in Liege, Belgium 

b. IMPROVER / ERNCIP Workshop in Ispra, Italy 

c. Workshop on Resilience Management Guideline, at the Norwegian Directory of Civil Protection 

(DSB) in Tønsberg, Norway  

d. 5th International Conference on Healthcare System Preparedness and Response to Emergencies 

& Disasters; www.ipred.co.il Tel Aviv, Israel  

e. SESAR Innovation Days 2017 at the University of Belgrade. Serbia. 

 

4) Other Small-Scale Evaluation sessions 

a. Other domain (Highway Transportation) evaluation: “DARWIN - ETS/LISA” (19-23 February 

2018) 

 

  

http://www.ipred.co.il/
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9 Conclusions 
The DRMG has been intended as a meta-guideline for the organizations managing critical infrastructures, to 

be converted into specific guidelines at local level or to be used for review or improvement of existing 

guidelines. The pilot exercises have been designed and implemented to target the different concept cards that 

compose the DRMG, using a variety of evaluation exercises. The exercises included a set of different 

evaluation activities, designed to allow the simulated application of the CCs’ principles and actions in response 

to different critical scenarios. Thus, the evaluation activities have been tailored for the application of different 

principles and the actions included in each specific card, in a variety of operational contexts. The 

implementation of the pilot exercises meant also adapting the concept cards principles to the specific needs of 

stakeholders coming from different critical infrastructure domains – mainly HC and ATM – and from two 

different countries – namely Italy and Sweden – with significant differences from a cultural point of view.  

9.1 The use of different types of evaluation activities 

The approach we adopted required us to choose among different types of evaluation activities: from small-

scale workshops with selected stakeholders, until large-scale exercises closer to a full-scale simulation. In 

addition, some types of evaluation were more speculative in nature and aimed at reflecting critically on the 

way resilience is managed in both every day and emergency/crisis situations. Other were more operative and 

required a direct engagement of front line operators in simulated situations like those described in the reference 

scenarios. The activities such as the Simulated Meeting Among Stakeholders (SMAS), the Checklist 

Evaluation Before and After a Crisis (CEBC, CEAC) and the Simulated Tasks (STs) belonged to the first 

group. They helped the practitioners to reflect on the way exiting guidelines and procedures support their own 

organization in anticipating, being prepared to and learning from a crisis, using the categories proposed by the 

CCs. While the evaluation activities such as CPX (Command Post Exercise), TTX (Table Top Exercise) 

belonged to the second group and let the practitioners to be engaged in the management of a simulated 

crisis/emergency and to observe the effectiveness of the actions put in place. In the first case, the focus was 

more on the organizational principles and conceptual categories of the CCs. While in the second case, there 

was more emphasis on the actions proposed by the cards. The choice to mix the two types of evaluation 

activities in the same pilot exercises proved to be effective for two different reasons. It made possible to test 

the way the CCs help to generate ideas on both the issues and opportunities the organizations are facing when 

trying to be more resilient. Then, it created the necessary engagement among the practitioners, preventing the 

discussions from becoming purely speculative and not grounded on reality. In practice, the two categories of 

evaluation activities supported one each other and let the DARWIN evaluation team to collect feedback on: 

the perceived impact of the CCs in increasing the organizations’ resilience capabilities; and on the direction to 

go to make the CCs and overall the DRMG more effective. 

9.2 The application of concept cards in different operational contexts 

The fact of using an heterogeneous set of evaluation activities also had implications on the way the overall 

evaluation was structured and on the type of feedback could be expected from it. Since the definition of the 

original evaluation plan, we understood that it was unrealistic to arrange an experiment or quasi-experimental 

design setting, comparing a baseline condition (i.e. the organizations without the CCs at the time T0) with an 

experimental condition (i.e. the organizations without the CCs at a time T1). Given the complexity of the 

interventions proposed by the CCs, it was not possible to isolate a meaningful set of variables to keep under 

control and it was overambitious to expect that the CCs might have produced observable changes in the life of 

the organizations in the timeframe of the project. Therefore, we opted for an evaluation setting mainly focused 

to collect feedback on the perceived impact the CCs in different operational contexts, in order to receive the 

necessary insight to enhance the fitness-for-purposes of the DRMG for the two main DARWIN domains – i.e. 

HC and ATM – as well as for other critical infrastructure domains (e.g. Civil Protection, Fire fighters, 

Communication and Information Technology). The results achieved in the pilot exercises actually confirm that 

the applicability and effectiveness of the same principles and actions are very different depending on the 
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context of application. This relates to both the specific characteristics and needs of the reference domains and 

on the cultural endeavour in which the practitioners are used to operate. Therefore, in organizing the feedback 

received during the exercise, we made a particular attention to identify the characteristics of the context that 

determine the success or failure of the solutions proposed by the CCs.   

9.3 The involvement of different type of stakeholders 

Among the different exercises, there was also a significant difference in the composition of stakeholders, with 

the presence of both the managerial levels (to which the CCs are generally addressed) and the first responder 

operators, whose way of working is expected to be affected by the adoption of the CCs principles. While the 

Italian pilot exercises mainly involved the managerial, policymaking levels, the evaluation sessions in Sweden 

were characterized by a greater involvement of the first respondents.  The interaction with the different 

stakeholders involved in the management of crises and emergencies, allowed to receive both direct and indirect 

feedback on the applicability of the CCs principles and actions, as well as to compare them with practices 

already in place in the different organizations. Overall, we received indications on how to improve the cards 

content wise, but also on the way the contents were organized and proposed. It is worth noting that the work 

done for implementing the pilot exercises reflected itself the complexity of the phenomena that the different 

organizations need to manage on everyday basis to enhance their own level of resilience. For example, in some 

cases it was difficult to identify the right roles and to recruit them in time for the planned pilot exercise, while 

in other cases the preparation of the exercise was more straightforward. We also observed situations in which 

the applicability and effectiveness of the different CCs’ items were very high when collecting an explicit 

feedback, but then they showed a much lower level of acceptability when simulating their implementation in 

a realistic scenario.  

The response of the stakeholders who took part in the pilot evaluations was in general very positive and, in 

some cases, after the conduction of a pilot exercise, it was possible to observe initial changes in the way the 

organizations were managing their internal processes to increase their level of resilience in the face of 

emergencies or crises. These included plans to revise their own guideline (this was observed for example in 

the case of the Concept Card concerning the communication with the public) and cases in which the DARWIN 

CCs were used as a mean to discuss with higher managerial levels possible updates of the procedures shared 

among different stakeholders. On the other hand, it should be highlighted that the DARWIN evaluation team 

had very limited opportunities to verify if an organisational change had actually occurred or will occur inside 

each of the organizations adopting the CCs. As mentioned before, this is due to the inevitably limited timeframe 

of a research project as well as to the complexity of the interventions proposed by the DRMG at an 

organizational level.  

9.4 The issue of confidentiality  

During the pilot exercises, we collected several stories and anecdotes useful to understand how resilience 

capabilities are supported nowadays in the organizations that were represented in the exercises and – on the 

other hand – which are the areas requiring significant or major improvements. The storytelling was stimulated 

by the execution of the practical exercises (e.g. the TTX and CPX) and by the discussions structured around 

the conceptual categories proposed in the cards (e.g. those suggested by the triggering questions). Thanks to 

the fact that the sessions were organized in compliance with the ethical requirements, the attendee felt 

sufficiently free to report about real stories and acknowledged the fact that the evaluation was not focusing on 

their personal competences and skills, but rather on the perceived effectiveness and applicability of the concept 

cards in their operational contexts. In some cases, however, we experienced difficulties when asking the 

authorization to provide written documentation of the stories being collected, despite being very clear on the 

fact that all the elicited knowledge was planned to be reported in public deliverables only in anonymous and 

de-identified manner. We see this issue mainly related to two factors. The first factor is the inter-organizational 

nature of most of the scenarios of crisis/emergency we were analysing. In some of these cases, in fact, the 

attendees felt that they were not allowed to disclose potentially safety critical information without an official 
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mandate by the management of their organizations, especially when the identified issues were considered to 

have liability implications or to impact on the way operations are coordinated with other organizations. The 

second factor is the persistence of elements of the so-called blame culture in the cultural endeavour of some 

of the stakeholders attending the pilot exercises. When these elements are present, it is difficult to distinguish 

the systemic factors limiting a successful crisis management from the responsibilities of the individuals and 

from the reputation of the organizations they are working for. Therefore, the elicitation of such systemic factors 

was hampered by a genuine concern that this may have put at risk the reputation of the organizations they were 

representing in the exercises. All these reflections were considered when producing and revising together with 

the organisations involved the content of the present deliverable, and they will also be taken into account when 

producing suggestions on the CCs in deliverable D4.4 (Final Guidelines Evaluation Report). 

9.5 The way forward 

The results of the pilot exercises show that the topics addressed by the CCs are crucial for the organizations 

that were involved and that large parts of the proposed principles and actions are expected - if applied on a 

systematic basis - to have a positive impact in enhancing resilience management capabilities. Further work 

will analyse more specifically the content of what was collected, in order to provide detailed feedback and 

suggestions for improvements of the cards by deliverable D2.4 (Revised generic resilience management 

guidelines). In order to produce a final evaluation of the guidelines, the material that emerged from the pilot 

exercises will be elaborated in order to feed the summative and formative evaluation to be reported in D4.4 

(Final guidelines evaluation report). Actually, the pilot exercises will represent the main source of evidence 

for the evaluation of the card. However, such evidence will have to be integrated with the sources of evidence 

derived from other smaller scale evaluations conducted both in the HC and ATM domains and in other domains 

represented in the DCoP. Part of these evaluations have been already conducted by different DARWIN partners 

in the context of specific sessions organized in occasion of workshops, conferences and webinars involving 

relevant resilience practitioners. Other sessions are going to be organized in the coming months, previously to 

the submission of D4.4 at the end of May 20018 and taking advantage of the 3rd DCoP workshop to be held at 

the beginning of March 2018. Following the integration of all the sources of evidence, the DARWIN evaluation 

team will produce an overall index for each CC (i.e. the summative part of the evaluation), as well as a set of 

recommendations for the improvement of both the individual CC and the overall DRMG (i.e. the formative 

part of the evaluation). The D4.4 will keep track of the specific evidence used by WP4 to produce the index 

associated to each card and to the recommendations.  
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A Ethical requirements for the pilot cases 

 

ESR Recommendations NO. DARWIN Ethical Requirements (ER) 

Details on the procedures 

and criteria that will be 

used to identify/recruit 

research participants must 

be provided in the 

Technical Annex. 

ER1 Darwin only recruited relevant professionals to participate in surveys 

and pilots.  

Pilot 1. The Pilot 1 exercise involved professionals operating in: Air 

Navigation Service Provider, Civil Aviation Authority, Airport 

Companies, Firefighters, Maritime, Air and Border Health Office - 

Ministry of Health, Regional Emergency Agency and Airport E.R. 

Also Communication experts from ANSP and Airport operators have 

been involved. 

Pilot 2. The pilot 2 involved the relevant professionals and participants 

working in the organizations that are responsible for the intervention 

in response to the specific crisis. Different ENAV’s departments, 

including Safety, Security and Area Control Centres have been 

involved.  

Pilot 3. The third Pilot Exercise recruited the relevant professionals 

and members of organizations that are responsible for the intervention 

in response to the specific crisis considered. For the HC domain: 

USMAF, Units 3 and 5 (Ministry of Health), Hospital specialized in 

infectious disease (Spallanzani), Ares 118; OTHER Experts: Civil 

Protection; Difesa Civile-VV.F. As for the ATM domain, ENAC, 

ENAV (Roma ACC, Fiumicino TWR). 

Pilot 4. The exercised participants of the Pilot 4 were operational 

personnel, all from Region Östergötland/KMC and part of the regional 

medical management staff. For the command post exercise (CPX) and 

to a lesser extent the table top exercise (TTX), additional personnel 

active within crisis management was recruited to act as white cell to 

enact the simulation, from the health care domain on regional and local 

(hospital/pre-hospital) level, Swedish Police, Swedish Maritime 

Administration, Swedish Sea Rescue Society, National Board of 

Health and Welfare, SOS Alarm, Swedish Red Cross, and FOI. 

 

Inclusion criteria:  

1.Professional employees of healthcare or ATM systems (service 

providers);  

2. Professional experience and background relevant for the topics of 

the project—i.e. crisis and emergency management, risk management, 

resilience engineering; 

2. Over 21 years of age.  

Exclusion criteria: 

1. Lay personnel unrelated to disaster management and resilience;  

2. Minors or individuals unable to freely provide an informed consent.  

Participation is voluntary and the chosen participants will be invited to 
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ESR Recommendations NO. DARWIN Ethical Requirements (ER) 

participate and given the possibility to decline, or withdraw their 

participation at any given time. 

Members within the DCoP and potential DARWIN end users were 

invited (Representing different domains and expertise). Research 

participants were recruited among operational and management 

personnel. They were mainly recruited between two groups, ATM and 

health care. However, for the analysis of the crisis type investigated 

during the pilot, experts were also recruited from other neighbouring 

domains (e.g. airport and aviation authorities or fire brigade 

organizations).  

Information about the pilot exercise was provided to the research 

participants in advance to the exercise regarding purpose of the 

research, scope of the pilots, expected benefits. The pilot´s activities, 

the work that is expected from participants and the duration were also 

introduced. A clarification was done about the way the result and the 

provided feedback are being used to improve the resilience guidelines 

and operationalized concepts (for further information refer to ER2 

Information Sheet and Consent Form, and Appendix D of DARWIN 

Deliverable D4.2). Contact points were being given for any 

clarification before, during or after the pilots.  

Once the results of the pilot exercises will be analysed, we will 

summarize lessons learned and send back these summaries to the 

participants in order to achieve consensus concerning their 

appropriateness.  

Detailed information must 

be provided on the 

informed consent 

procedures that will be 

implemented in the 

Technical Annex. 

ER2 Participants who have accepted the invitation were given an 

information sheet and consent form containing information on what 

type of data would be collected during the surveys/field-studies.  

The information sheet and the consent form were prepared as part of 

WP4 in order to:  

 Describe the aims, methods and implication of the research, the 

nature of participation and any benefits, risk or discomfort that 

might be involved. 

 Explain procedures for gathering and archiving data. It also 

described the way data would be de-identified and later 

anonymised. 

 State that participation would be voluntary and that everyone had 

the right to withdraw their participation or data at any time 

without any consequences. 

 Indicate procedures that would be implemented in the event of 

unexpected or incidental findings, if applicable (see ER5). 

 

The information sheet and the informed consent are presented in the 

Appendix D of this document.  

These were administered prior to the start of the data collection 

activities. Participants were required to read the information sheet, ask 

questions, and after they would sign the consent form in case they 
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ESR Recommendations NO. DARWIN Ethical Requirements (ER) 

would agree with the information provided. 

The applicants must 

clarify in the Technical 

Annex whether children 

and/or adults unable to 

give informed consent 

will be involved and, if so, 

justification for their 

participation must be 

provided. 

ER3 Children and/or adults unable to give informed consent were NOT 

involved in DARWIN. DARWIN only recruited relevant professionals 

to participate in the project surveys and pilots. 

 

 

 

 

The applicants must 

clarify in the Technical 

Annex how 

consent/assent will be 

ensured in a case where 

children and/or adults 

unable to give informed 

consent are involved. 

ER4 Children and/or adults unable to give informed consent have NOT 

been involved in DARWIN. Therefore, no consent form specific for 

these groups has been prepared.  

Details on incidental 

findings policy must be 

provided in the Technical 

Annex 

ER5 Incidental Findings (IFs) refer to any unexpected finding that: 

 results from the data collection activities conducted in the project; 

 is not related to the object of the research; 

 concern instances that, based on the researcher knowledge and 

judgment, are evidently illegal (e.g. human trafficking; drug 

trafficking; stealing baggage etc.) or potentially critical for safety 

and security (e.g. operator misbehaviour, evident vulnerabilities in 

procedures and/or work practices, etc.).   

Pilot 1-3. In case IFs will be identified in the analysis of the pilot 

results, they will be reported to the relevant authority or to the 

responsible organisational role, namely law enforcement agencies 

and/or management. Dedicated statements informing personnel 

involved in data gathering activities of the DARWIN incidental 

finding policy will be included in separate Consent Form. 

Pilot 4. The exercise in Pilot 4 was based on a fictional event and was 

part of the KMC exercise activities aimed at employees. The exercised 

participants were all employees of KMC or other crisis management 

organizations and as such standard internal routines for managing IFs 

are in place in each respective organization.  

Copies of the ethical 

approvals for the 

involvement of humans in 

interviews by the 

competent Ethics 

Committee must be 

submitted to the EU by the 

ER6 Copies of ethical approvals by the competent authorities were 

submitted to the REA prior to the start of WP4 (pilots). A deliverable 

on data protection approval at month 7 compiling including these 

copies of approvals as requested in the ethics review report was 

consolidated and produced in WP7 (D7.4) in coordination with WP4. 

(See also requirement ER7 regarding competent authority) 
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end of month 7 of the 

project's lifetime. 

Copies of approvals for 

the collection of personal 

data by the competent 

University Data 

Protection Officer / 

National Data Protection 

authority must be 

submitted to the EU by the 

end of month 7 of the 

project's lifetime. 

ER7 Copies of approvals by the competent authorities for collecting 

personal data were submitted to the REA prior to the start of WP4 

(pilots), when such approval is required by the applicable National 

Legislation. A deliverable on data protection approval at month 7 

compiling including copies of approvals as requested in the ethics 

review report was consolidated and produced in WP7 coordination 

with WP4. 

At the start of the project the following relevant National Data 

Protection authorities were identified: 

SINTEF has appointed NSD (Norwegian Social Science Data 

Services) as their Data Protection Official for Research10 (as it has 150 

research and educational institutions, including all Norwegian 

universities). This means all research projects that involve gathering of 

personal data must be notified to the NSD for ethical approval.  

FOI and KMC store, process, and destroy personal data in accordance 

with Swedish Law, e.g. in accordance with the Personal Data Act (SFS 

1998:204) (based on the Data Protection Directive 95/46/EC), the 

Archives Act (SFS 1990:782), and the Public Access to Information 

and Secrecy Act (SFS 2009:400). The Swedish Data Inspection Board 

is the Swedish supervisory authority under the Personal Data Act. FOI 

and KMC have each appointed a personal data representative, notified 

to the Data Inspection Board, independently ensuring personal data to 

be processed in a lawful and correct manner. 

In Italy the treatment of data is regulated by the "Decreto legislativo 

30 giugno 2003, n. 196". Data Protection is done by the authority 

"Garante per la Protezione dei Dati Personali". Data collection 

processes shall be registered in its "Registro dei Trattamenti". 

However, this is a self-declaration and no authorisation is required. 

Moreover, our work is likely to be exempted even from this 

registration because this is included in the research and scientific 

activities described in the "Provvedimento relativo ai casi da sottrarre 

all'obbligo di notificazione" published in the "Registro delle 

Deliberazioni, n. 1 del 31 Marzo 2004" of the "Garante per la 

Protezione dei Dati Personali". Results of the pilot exercise will be 

treated by DBL in accordance to those regulations.  

Justification must be 

given in the Technical 

Annex in case of 

collection and/or 

processing of personal 

sensitive data. 

ER8 Within the DARWIN project we do not in general deal with sensitive 

personal data, such as financial records, national identity cards and 

pass numbers, political opinions, religious or other beliefs, physical or 

mental health conditions. This kind of data were not collected in the 

project. 

Health data used in workshops and simulations are either fictional or 

                                                      

10 http://www.nsd.uib.no/personvern/en/  
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derived from scrambled anonymized data. 

Detailed information must 

be provided in the 

Technical Annex on the 

procedures that will be 

implemented for data 

collection, storage, 

protection, retention and 

destruction and 

confirmation that they 

comply with national and 

EU legislation. 

ER9 DARWIN complies with relevant national and EU legislation (in 

particular EU Data Protection Directive 95/46/EC). Questionnaires, 

interviews, audio/video recordings or field observations will be 

subjected to current European regulations on matters of data handling 

and privacy11 (European Commission, 1995). In particular, the 

following apply: 

1. DARWIN is committed to guarantee full anonymity of data. Full 

anonymity refers to the removal of information that could lead to 

an individual being identified, either on the basis of the removed 

information or this combined with other information. The project 

will not collect nor store personal data that could lead to an 

individual being identified, such as names, telephone numbers 

bank statements, security numbers, etc. The project may collect 

basic biographical data (e.g. age, sex, and position in the 

organisation); however, this data will be collected and stored as 

fully anonymous data—it will not be associated to personal data. 

Also, for videos and images, participants’ faces will be covered 

with a masking filter to prevent identification. For audio files, no 

name of participant, facilities, and companies will appear on audio 

files. Audio filters that distort voices will be applied if needed. 

2. Should full anonymization not being feasible, the project will recur 

to de-identification: i.e. name and other characteristics that could 

identify a person will be removed and replaced by a unique 

identifier, which refers to a separate list of identifiable data. At the 

end of the project, data will be completely anonymised; meaning 

links to lists of names and contact-information will be deleted. No 

personal data will be stored after the end of the project period.  

3. As specified in the deliverable DARWIN D7.3 (DARWIN, 2015), 

the relevant research data and metadata will be stored (in an 

anonymized form) in a research data repository12: the project 

internal website research data repository. Project members will, in 

this repository, have access to both data and metadata. For the time 

being, research data is originally planned to be archived at the 

Norwegian Social Science Data Services to ensure re-uses in 

future research projects and follow-up (replication) studies13.  

4. A previous authorisation from the study participants will be needed 

when anonymity requirements are technically or operationally 

unfeasible. 

                                                      

11 At the time of writing, the current EC directive on data protection (95-46-EC) is expected to be superseded by the 
upcoming EC General Data Protection Regulation (GDPR). However, it is unclear when this latter will be effective 
(European Commission, 2015), and it is very likely that most of the IMPACT data collection activities will be completed 
when the GDPR will become applicable. The project ethical committee will however monitor the evolution of the 
status of the GDPR during the project. 
12 http://www.nsd.uib.no/cms/nsd/english/archive.html  
13 Aligning with guidelines for good research practice in 
http://www.esf.org/fileadmin/Public_documents/Publications/Code_Conduct_ResearchIntegrity.pdf 
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5. Data will not be modified or falsified.  

Publication of results. Any publication of final or intermediate results 

must comply with the following statements:  

1. Any publications, including publications online, neither directly or 

indirectly will lead to a breach of agreed confidentiality and 

anonymity14. In particular, the research outcomes will be reported 

without contravening the right to privacy and data protection. 

(Reference to Requirement RE7 regarding FOI and KMC practices 

concerning personal data) 

2. Everyone who participated in the collection of data will be 

acknowledged in the acknowledgements section of the 

publication, either individually or collectively. Co-authorship of 

publications will be determined and agreed based on standard 

academic conventions.  

3. Sensitive information will only be presented to competent, 

responsible and scientifically sound audiences;  

4. Political and socio-economic concerns must be carefully 

considered in presenting the results as any opinion expressed could 

affect the public opinion feelings about security. 

SINTEF is subject to the laws and guidelines that are relevant for this 

project in Norway, which are Personal Data Act (LOV 2000‐04‐14 nr. 

13) and the Ethical guidelines for Internet Research14. The Data 

Inspectorate is an independent administrative body that ensures the 

enforcement of the Personal Data Act of 2000. The Norwegian Social 

Science Data Services (NSD) is its partner for implementation of the 

statutory data privacy requirements in the research community. At the 

beginning of the project SINTEF will report all planned studies to 

NSD. This means that specific efforts must be directed towards 

ensuring the privacy of participants who take part in DARWIN studies, 

regardless of whether they live in Norway or in any other partner‐

country. Other partners are similarly bound by local15 and EU-level 

legislation16as well as following their own in-house ethical procedures 

in association with research projects (e.g. BGU for example submits 

research conducted by the university personnel to an Internal Review 

Board committee that has independent authority, and the studies are 

conducted only after approval has been provided in writing). 

Detailed information must 

be provided in the 

Technical Annex on the 

informed consent 

procedures that will be 

implemented. 

ER 

10 

Refer to requirements ER1 and ER2 regarding procedures informed 

consent procedures that will be implemented in DARWIN.  

                                                      

14 http://ec.europa.eu/research/participants/data/ref/fp7/89867/social-sciences-humanities_en.pdf  
15 https://www.etikkom.no/Forskningsetikk/Etiske-retningslinjer/Samfunnsvitenskap-jus-og- humaniora/Internett-forsking/  
16 http://ec.europa.eu/justice/data-protection/index_en.htm 
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The applicant must 

explicitly confirm in the 

Technical Annex that the 

existing data are publicly 

available. 

ER 

11 

No existing data and/or information to be used in the DARWIN project 

will be confidential, or published without the explicit consensus of the 

participant / responsible of the organization.  

In case of data not 

publicly available, 

relevant authorisations 

must be provided to the 

EU by the end of month 7. 

 

ER 

12 

Not applicable. See comment above.  

The applicant must 

confirm in the Technical 

Annex that the ethical 

standards and guidelines 

of Horizon2020 will be 

rigorously applied, 

regardless of the country 

in which the research is 

carried out. 

ER 

13 

The DARWIN project confirms that the project ethical standards, 

guidelines and materials have been defined upon strict consideration 

of the Horizon 2020 ethics self-assessment. Furthermore, the proposed 

research and consortium participants fully comply with the principles 

of the European Charter for Researchers and the European Code of 

Conduct for Research Integrity of ALLEA (All European Academics) 

and ESF (European Science Foundation), including ethical standards 

and guidelines regardless country in which research is carried out.  

The applicants must 

provide details in the 

Technical Annex on the 

material, which will be 

imported to/exported 

from EU and provide the 

adequate authorisations 

by the end of month 7. 

 

ER 

14 

Data will only be shared or transferred between partners in accordance 

with European procedures17. The Data Protection Directive applies to 

all EU countries and in addition, non-EU countries within the 

European Economic Area (EEA), which includes Norway18. The effect 

of the decision based on Article 25.6 of The Data Protection Directive 

is that personal data can flow from EU countries and Norway as an 

EEA-member without any further safeguard being necessary. If there 

is transfer of data between Israel and EU countries a proper 

authorization will be requested and included in deliverable M07. 

SINTEF will take the role as data controller ensuring that: 

Personal Data will be processed legally and fairly; 

 Data will be collected for explicit and legitimate purposes and 

used accordingly; 

 Data will be adequate, relevant and not excessive in relation to 

the purposes for which it is collected and processed; 

 Data will be accurate, and updated where necessary; 

 Data subjects can rectify, remove or block incorrect data about 

themselves; 

 Data that identifies individuals (personal data) will not be kept 

any longer than necessary; 

 We will protect personal data against accidental or lawful 

destruction, loss, alteration and disclosure, particularly when 

processing involves data transmission over networks. 

                                                      

17 http://ec.europa.eu/justice/policies/privacy/docs/international_transfers_faq/international_transfers_faq.pdf   
18 http://ec.europa.eu/justice/data-protection/data-collection/data-transfer/index_en.htm  
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Appropriate security measures will be implemented. 

 Protection measures will ensure a level of protection appropriate 

to the data. 

The materials transferred will include resilience concepts, approaches 

and evaluation methods utilized in the partner countries, guidelines, 

risk management strategies 

The applicants must 

foresee an independent 

Ethics Board to manage 

the ethical issues. This 

shall be done in 

collaboration with the 

existing SINTEF Ethics 

Council. 

ER 

15 

The DARWIN project has established an independent Ethics Board in 

collaboration with the existing SINTEF Ethics Council. The Ethics 

Board is composed of at least three independent experts with adequate 

experience within ethical issues. The Coordinator has communicated 

the names of the independent experts to the project officer. Ethics 

review will be performed through remote evaluations and 

teleconferences.  

As requires SINTEF will cooperate with the partners’ ethics council as 

required for example: 

ISS has an internal Ethics Committee providing expertise and advice 

on the ethical aspects of the activities of the ISS. 

It gives advice and opinions concerning all activities pertaining to the 

Institute of Health that require ethical evaluation, including those 

carried out with external funding and multilateral programs with 

participation of the Institute, also taking into account any views 

expressed by the ethics committees of the institutions’ participants 

BGU has an internal ethics committee that is responsible for reviewing 

and approving research proposals prior to their execution 
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B Operationalization of DRMG for the Swedish Pilot 

The aim of the DRMG is to guide policy makers to adapt and introduce the concept of resilience in their 

respective domain. To be implemented on an operational level the DRMG thus need to be operationalized and 

contextualized to the operational setting to be of proper support to operational personnel. As part of the 

evaluation of the DRMG such an operationalization was conducted by FOI and KMC, acting as policy makers. 

The work involved both FOI and KMC experts that work with policy makers regularly in advisory roles or as 

part of actual project teams devising Swedish crisis management policy. During the Pilot 4 the implementation 

of the DRMG consisted of an educational series of lectures, workshop, and exercises. 

B.1 Basic capabilities and prerequisites for resilience  

The operationalization of the DRMG in Pilot 4 consisted of two levels of abstractions to reach a level of 

operational support. The essence of the selected concept cards was summarized as three basic capabilities (in 

Swedish: 3BF, BF from basförmågor). These capabilities were presented as what the regional medical 

management need achieve, to be able to be resilient. The capabilities are based on concepts in the DRMG 

deemed of particular importance in the specific domain.  The use of formulating capabilities by using domain-

familiar terminology eased the understanding of the central concept of resilience for the practitioners. The 

three basic capabilities were formulated as the capability of: (1) managing needs, strengths, and weaknesses 

with respect to adaptation, (2) adapting cooperation and command and control to the unexpected for effective 

coordination, and (3) applying systemic/holistic perspective in cooperation and command and control. 

 

Figure 17: Connections between the basic capabilities (3BF) and their sources in the DRMG.  

The contribution of structuring the essence of the DRMG in three basic capabilities for resilient organization 

was to restructure and prioritize parts of the resilience concepts to be closer to operations. The structure of 

basic capabilities was influenced by current practices and guidelines in Sweden (e.g., the “Gemensamma 

grunder19” book, or GG for short), thus making the DRMG teachable for operational personnel in a more 

                                                      

19 “Common grounds for co-operation and management in societal disturbances” provides guidance to actors in terms of 

approaches and practices that facilitate the actors' common orientation and coordination.  

About seventy people in societal security and emergency preparedness - experts, researchers and practitioners - have 

worked for two years to produce these recommendations. The result is a common way of thinking and working to 

support collaboration and management, a common basis for increasing the ability to deal with social disturbances.” 
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domain-specific structure, while retaining the resilience perspective from the DRMG. The three basic 

capabilities thus operationalize the what of the resilience concepts in the DRMG CCs that Pilot 4 addressed 

for regional medical management. The capabilities also recognize that the current HC system partly already 

shows and develops some levels of resilience, but without explicitly using this terminology.   

While these basic capabilities communicate concepts of the selected DRMG CC in an understandable way for 

the target practitioners, the capabilities give less support in an actual operational environment. Thus, the second 

(lower) layer of abstraction, moving even closer to an operational environment, was the formulation of six 

prerequisites that facilitate the before-mentioned capabilities and a resilient behaviour. The prerequisites are 

based on specific triggering questions from the DRMG CC (Figure 17) in Swedish called “6F” in shorthand 

(F for förutsättningar). The formulation of these prerequisites aimed at creating an easily memorable 

methodological support, usable for operational personnel in an operational environment. The proposed 

prerequisites, translated to English, were (1) managing goal conflicts/trade-offs within and between actors, (2) 

revealing vulnerabilities, (3) understanding crucial assumptions, (4) being aware of constraints, (5) having 

systemic and capability understanding, and (6) using success factors. 

The contribution of operationalizing the DRMG CC as these six prerequisites was to provide a teachable, 

supportive and actionable guidance, aligned with existing terminology used in regional medical management. 

The six prerequisites were designed to be usable in an operational work environment, supporting personnel in 

a structured way to reflect on the current situation from a resilience perspective, by applying selected triggering 

question from the DRMG in a domain-specific structure. In this way, the six prerequisites provide guidance 

on which aspects and activities to focus on during operations to work towards achieving the three basic 

capabilities. The capabilities are in turn an operationalization of which capabilities provide resilience in 

operational work. 

The content of the prerequisites was based on triggering questions from the DRMG and the exact source of 

triggering questions used as part of each of the prerequisites is shown in Figure 18. Triggering questions from 

all three phases (before, during and after) in the DRMGs was used. The selection of relevant triggering 

questions was based on expert judgement of the Swedish crisis management system, mimicking how the 

DRMG could be used by policy makers during an actual implementation. 

 

Figure 18: Overview of the connection between the 6F and corresponding DRMG CCs.  

                                                      

Translated from: https://www.msb.se/sv/Produkter--tjanster/Publikationer/Publikationer-fran-MSB/Gemensamma-
grunder-for-samverkan-och-ledning-vid-samhallsstorningar/ , 1 December 2018. 
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Table 13: Connection between each prerequisites and the DRMG 

 
Managing 

goal conflicts 

/trade-offs  

Revealing 

vulnerabilities 

Understanding 

crucial 

assumptions 

Being 

aware of 

constraints 

Having 

systemic and 

capability 

understanding 

Using 

success 

factors 

T Terminology       

2.3 Actors’ responsibilities B    B  

2.1 Common ground    B  B  

2.2 Establish networks      B  

3.1 Adaptation - events  B;D D D B B 

3.2 Adaptation - procedures  B;D;A D B;D B B;D 

4.3 Sources of brittleness D;A B;D:A B;D;A B;D;A D;A D;A 

4.2 Sources of resilience B;D;A D  B;D;A D  

4.1 Community resilience       

6.1 Policy management       

7.1 Interacting w/ public       

The phase of used triggering questions is marked as “B” (Before), “D” (During) and “A” (After). 

B.2 Method support for system analysis (Analysis Aid) 

In a parallel Swedish national project, SitLos, a resilience based analysis aid have been developed to ease the 

analysis of a Command and Control (C2) system regarding sources of brittleness and resilience before a crisis. 

This analysis aid, called Analysis Aid (AA), is also compatible with current Swedish guideline for common 

ground, Gemensamma grunder (GG). Pilot 4 adapted the Analysis Aid to provide a different perspective on 

the triggering questions from the DRMG making it useful as a way of implementing concepts from DARWIN. 

The Analysis Aid used three perspectives on resilient cooperation and resilient command and control, helping 

practitioners reason on their organizational maturity regarding resilience. The perspectives are (1) a process 

oriented perspective, (2) a capability perspective, and (3) a staffing perspective. The Analysis Aid is in itself 

an implementation of several parts of DRMG through the focus on letting practitioners identify organizations 

which they are reliant on, share information with or collaborate with. The triggering questions used in the 

Analysis Aid are connected to the DRMG 2.3 Actors’ responsibilities, 3.1 Adaptation to events, 3.2 Adaptation 

to procedure, 4.2 Sources of resilience and 4.3 Sources of brittleness. The contribution of the Analysis Aid is 

to strengthen the analysis stage before crisis with methodological support, linked to 6F and 3BF (Figure 19). 

 

Figure 19: Schematic overview of the relationship between the domain specific six prerequisites for 

resilience and the three basic capabilities of resilience.  
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B.3 Conclusion 

To summarize, DARWIN aims to support the increase of resilience, which in broad terms means to improve 

adaptive capacity. The DRMG with its Concept Cards is one of the DARWIN “products” that aim to enable 

providers of Critical Infrastructure and society to do this. During Pilot 4 resilience and adaptive capacity has 

been operationalized using two layers of abstractions: three basic capabilities and six prerequisites. The pilot 

study implements selected activities and triggering questions mainly of six concept cards from the DRMG for 

the regional medical management operations. Again, for regional medical management, continuously working 

towards maintaining the six prerequisites aims to enable the basic capabilities, and thus to improve 

resilience/adaptive capacity. Figure 20 shows the various products of the various work packages and how they 

come together in Pilot 4 in a concept map. 

 

Figure 20: Concept map of how the different parts from WP2 and WP4 fit together with GG, AA, 3BF 

and 6F. 
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C Handouts of the DRMG “Field Guide” for the Italian Pilots  

The following are the concrete handouts with the “field guide” given to the stakeholder during the Italian pilot 

exercises and other evaluation sessions. 

C.1 Handout for 2.1 “Promoting Common Ground” 
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C.2 Handout for 2.2 “Establishing Networks” 
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C.3 Handout for 2.3 “Roles and Responsibilities” 
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C.4 Handout for 4.2 “Identifying Sources of Resilience” 
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C.5 Handout for 4.2 “Noticing Brittleness” 
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C.6 Handout for 7.1 “Communication with the Public Not Yet Involved” 

 

 

 



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

116 of 140 

 

 

 

  



D4.3–Pilots' implementation and evaluation 

 

The research leading to these results has received funding from Horizon 2020, the European Union's 
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289. 

 

117 of 140 

 

D Information Sheets and Consent Forms 

D.1 INFORMATION SHEET (Pilot 1) 

Purpose of the research 

This research is carried out under the project “DARWIN. The research aims to develop novel resilience based 

guidelines for the management of crises and emergencies. You are kindly asked to consent to take part of the 

Darwin “Pilot Exercise” conducted in the context of DARWIN WP4, on the 22 June 2017. The exercises will 

take place at Fiumicino Airport, Tower offices in Rome. 

Procedure description 

The exercise will last 1 day, and it will include: 

- Presentations 

- Simulation Exercises 

- Use of questionnaires 

- Group discussions 

Potential risk and discomfort 

There are no risks related to your personal safety. If, at any time, you should become tired or feel other forms 

of discomfort, you can simply quit the participation to the DARWIN exercise. You are always welcome to 

come back to it at a later time. 

Privacy and data handling 

The researchers involved in the project will pre-process the data in an anonymous and confidential manner: 

1. All the information collected will be de-identified 

2. Any data, video or audio recording portraying you will be treated as confidential by the researchers;    

3. Any recording and data will be securely stored and used only for the purpose of the present research;    

4. None of your personal details will be published and or available to the public without your explicit 

consent;    

During the exercise, the DARWIN team may take some photographs for dissemination purposes.  

In addition, research results generated from this exercise may be published in journal articles, conference 

presentations and via any other mode of scientific exchange and dissemination that will be seen as appropriate 

by the researchers. However, participants’ anonymity will always be protected. 

Voluntary participation and freedom to withdraw from the research 

Your choice to take part in the research is entirely voluntary. You are completely free to choose not to 

participate, or to withdraw from the study at any moment without any consequence. 

Questions 

For any further doubt or clarification request, do not hesitate to ask!  
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D.2  INFORMED CONSENT FORM (Pilot 1) 

I, _______________________________(First Name)      ________________________________(Last Name) 

Born on ______/______/________  

Hereby freely and voluntarily give my CONSENT to participate in the DARWIN Exercise organized by the 

DARWIN Consortium in Fiumicino’s offices on the 22nd of June. Giving my consent, I undersign that: 

1. I HAVE CAREFULLY READ and UNDERSTOOD THE INFORMATION SHEET 

 

2. I AM FULLY AWARE THAT: 

a. It is my right to withdraw from the exercise at any time without consequences; 

 

b. Any information about myself and my organization will be treated as strictly confidential by 

the research team members and other participants, and will be used only for the purpose of the 

present research; 

 

c. In any publication resulting from the DARWIN Exercise my personal details will not be 

revealed nor it will be possible to retrieve any data which might disclose my identity; 

 

d. None of my personal details will be made available to the public without my explicit consent; 

 

e. All the potential information not related to the evaluation of the guidelines that will emerge 

during the DARWIN Exercise will be considered as confidential; 

 

f. Video and audio recordings (if any), will be stored in a protected archive by the research team 

and only used for research purposes related to the evaluation of the DARWIN Exercise. 

 

3. With respect to the possible audio and video recording of some sessions of the exercise, by the 

DARWIN team 

 

  I agree  I do not agree  to the sessions being audio taped; 

 

  I agree  I do not agree  to the sessions being videotaped; 

 

 

4. All questions that I posed have been answered to my satisfaction; 

 

Having read, understood and accepted all of the above 

22/06/2017 

Fiumicino Airport, Rome - Italy 

 

Signature of the Participant: _______________________________ 

D.3 INFORMATION SHEET (Pilot 2) 

This is the information sheet used during the first focus group meeting in Rome in September 2016.  

Purpose of the research 
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This research is carried out under the project “DARWIN. The research aims to develop novel resilience based 

guidelines for the management of crises and emergencies. You are kindly asked to consent to take part of the 

Darwin “Pilot Exercise” conducted in the context of DARWIN WP4, on the 29th November 2017. The 

exercises will take place in the air control center of Roma ACC. 

Procedure description 

The exercise will last 1 day, and it will include: 

- Presentations 

- Discussion 

- Use of questionnaires 

- Group discussions 

Potential risk and discomfort 

There is no risk related to your personal safety. 

Privacy and data handling 

The researchers involved in the project will pre-process the data in an anonymous and confidential manner: 

1. All the information collected will be de-identified and treated as confidential by the researchers;    

2. All the de- identified recording and data will be securely stored and used only for the purpose of the 

present research;    

3. None of your personal details will be published and / or will available to the public without being 

analyzed by the DARWIN team before, following your explicit consent;    

During the exercise, the DARWIN team may take some photographs for dissemination purposes.  

In addition, research results generated from this exercise may be published in journal articles, conference 

presentations and via any other mode of scientific exchange and dissemination that will be seen as appropriate 

by the researchers. However, participants’ anonymity will always be protected. 

Voluntary participation and freedom to withdraw from the research 

Your choice to take part in the research is entirely voluntary. You are completely free to choose not to 

participate, or to withdraw from the study at any moment without any consequence. 

Questions 

For any further doubt or clarification request, do not hesitate to ask!  
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D.4  INFORMED CONSENT FORM (Pilot 2) 

I, _______________________________(First Name)      ___________________________(Last Name) 

Born on ______/______/________  

Hereby freely and voluntarily give my CONSENT to participate in the DARWIN Exercise organized by the 

DARWIN Consortium on the 29th November 2017 in ENAV’s air control center of Roma ACC.  

Giving my consent, I undersign that: 

 

1. I HAVE CAREFULLY READ and UNDERSTOOD THE INFORMATION SHEET 

 

2. I AM FULLY AWARE THAT: 

a. It is my right to withdraw from the exercise at any time without consequences; 

 

b. Any information about myself and my organization will be de-identified and treated as strictly 

confidential by the research team members and other participants, and will be used only for 

the purpose of the present research; 

 

c. In any publication resulting from the DARWIN Exercise my personal details will not be 

revealed nor it will be possible to retrieve any data which might disclose my identity; 

 

d. None of my personal details will be made available to the public without my explicit consent; 

 

e. All the potential information not related to the evaluation of the guidelines that will emerge 

during the DARWIN Exercise will be considered as confidential; 

 

f. Video and audio recordings, will be stored in a protected archive by the research team and 

only used for research purposes related to the evaluation of the DARWIN Exercise. 

 

3. With respect to the possible audio and video recording of some sessions of the exercise, by the 

DARWIN team for research purposes. 

 

  I agree  I do not agree  to the sessions being audio taped; 

 

  I agree  I do not agree  to the sessions being videotaped; 

 

 

4. All questions that I posed have been answered to my satisfaction; 

 

 

Having read, with my signature I understood all of the above. 

29/11/2017 

Rome - Italy 

Signature of the Participant: _______________________________ 
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D.5 INFORMATION SHEET (Pilot 3) 

Purpose of the research 

This research is carried out under the project “DARWIN. The research aims to develop novel resilience based 

guidelines for the management of crises and emergencies. You are kindly asked to consent to take part of the 

Darwin “Pilot Exercise” conducted in the context of DARWIN WP4, on the 22 June 2017. The exercises will 

take place at Fiumicino Airport, Tower offices in Rome. 

Procedure description 

The exercise will last 1 day, and it will include: 

- Presentations 

- Simulation Exercises 

- Use of questionnaires 

- Group discussions 

Potential risk and discomfort 

There are no risks related to your personal safety. If, at any time, you should become tired or feel other forms 

of discomfort, you can simply quit the participation to the DARWIN exercise. You are always welcome to 

come back to it at a later time. 

Privacy and data handling 

The researchers involved in the project will pre-process the data in an anonymous and confidential manner: 

1. All the information collected will be de-identified 

2. Any data, video or audio recording portraying you will be treated as confidential by the researchers;    

3. Any recording and data will be securely stored and used only for the purpose of the present research;    

4. None of your personal details will be published and or available to the public without your explicit 

consent;    

During the exercise, the DARWIN team may take some photographs for dissemination purposes.  

In addition, research results generated from this exercise may be published in journal articles, conference 

presentations and via any other mode of scientific exchange and dissemination that will be seen as appropriate 

by the researchers. However, participants’ anonymity will always be protected. 

Voluntary participation and freedom to withdraw from the research 

Your choice to take part in the research is entirely voluntary. You are completely free to choose not to 

participate, or to withdraw from the study at any moment without any consequence. 

Questions 

For any further doubt or clarification request, do not hesitate to ask!  
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D.6  INFORMED CONSENT FORM (Pilot 3) 

I, _______________________________(First Name)      ________________________________(Last Name) 

Born on ______/______/________  

Hereby freely and voluntarily give my CONSENT to participate in the DARWIN Exercise organized by the 

DARWIN Consortium in Fiumicino’s offices on the 22nd of June. Giving my consent, I undersign that: 

1. I HAVE CAREFULLY READ and UNDERSTOOD THE INFORMATION SHEET 

 

2. I AM FULLY AWARE THAT: 

a. It is my right to withdraw from the exercise at any time without consequences; 

 

b. Any information about myself and my organization will be treated as strictly confidential by 

the research team members and other participants, and will be used only for the purpose of the 

present research; 

 

c. In any publication resulting from the DARWIN Exercise my personal details will not be 

revealed nor it will be possible to retrieve any data which might disclose my identity; 

 

d. None of my personal details will be made available to the public without my explicit consent; 

 

e. All the potential information not related to the evaluation of the guidelines that will emerge 

during the DARWIN Exercise will be considered as confidential; 

 

f. Video and audio recordings (if any), will be stored in a protected archive by the research team 

and only used for research purposes related to the evaluation of the DARWIN Exercise. 

 

3. With respect to the possible audio and video recording of some sessions of the exercise, by the 

DARWIN team 

 

  I agree  I do not agree  to the sessions being audio taped; 

 

  I agree  I do not agree  to the sessions being videotaped; 

 

4. All questions that I posed have been answered to my satisfaction; 

 

 

Having read, understood and accepted all of the above 

03/07/2017 

ISS, Rome - Italy 

 

Signature of the Participant: _______________________________ 
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D.7 INFORMATION SHEET (Pilot 4) 

INFORMATION TO PARTICIPANTS IN THE RESEARCH PROJECT DARWIN 

- EXPECTING THE UNEXPECTED AND KNOW HOW TO RESPOND 

This information concerns participation in interviews, focus group, workshops and questionnaires in the 
research project DARWIN, that aims to develop state of the art resilience guidelines and innovative training 
modules for crisis management. The project has received funding from the European Union’s Horizon 2020 
research and innovation programme. 

We are inviting participants among the end user stakeholders including those directly involved in crisis and 
disaster management, policy makers, service providers/operators of critical infrastructure, managers and 
first responders and public organisations. We are looking for persons who wish to participate to interviews, 
focus groups and/or contribute to a questionnaire. 

Project goal  

DARWIN will improve response to expected and unexpected crises affecting critical infrastructures and social 
structures. It addresses the management of both man-made events (e.g. cyber-attacks) and natural events 
(e.g. earthquakes). The main objective is the development of European resilience management guidelines. 
These will improve the ability of stakeholders to anticipate, monitor, respond, adapt, learn and evolve, to 
operate efficiently in the face of crises. 

Research approach 

The work encompasses experiences and reflections from both practitioners and academics regarding 
resilience in practice from significant crises and everyday practices of crisis response organizations. The 
results will be clustered and compiled into guidelines and DARWIN reports about resilience-related concepts 
and approaches, as well as practices and needs of crisis response organizations and the general public.  

To ensure transnational, cross-sector applicability, long-term relevance and uptake of project results, a 
DARWIN Community Practitioners (DCoP) has been established, including stakeholders and end-users from 
other domains and critical infrastructures and resilience experts. The DCoP is involved in an iterative 
evaluation process to provide feedback on the guidelines. 

Who receives this invitation?  

End user stakeholders including those directly involved in crisis and disaster management, policy makers, 

service providers/operators of critical infrastructure, managers and first responders and public organizations. 

DARWIN will only recruit professionals to participate in the project surveys and pilots. 

What does it mean to participate in the project? 

The trainings and exercises, interviews, focus groups, workshops and questionnaires will take place online or 
in a meeting room depending on the needs and availability of those attending. Here, participants will 
collaborate with scientists from the DARWIN team to ensure and maximise end user applicability and 
acceptance of the DARWIN results.  

The series of activities includes multiple trainings and exercises, interviews, focus groups, workshops and 
questionnaires during the period of May – November 2017. The activities last from several hours up to a full 
day’s activity. 

What information will we collect about you and how will it be stored? 

We will ask questions about how crises are managed, practices and needs from significant emergencies, 
crises and disasters. We will take note of the answers. If you allow, we will also use audio recording. Video 
recording can also be relevant during the evaluation activity.  
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The directly identifiable personal data will be linked to the collected data through a reference number. The 
questionnaire and anonymous answers will be stored on a server accessible for the DARWIN project team.  

What will happen with information about you? 

DARWIN is responsible for your personal data and all personal information will be treated confidentially. 
Information that you provide in connection with the participation will not be linked to you in public 
documents. Nor will it be possible to identify who has participated in scientific or popular publications. The 
list of participant names and contact information will be kept separate from the information collected during 
interviews and other activities.  

Who conduct the project?  

DARWIN is funded by the EU Commission. The project involves the collaboration of partners in several 
European countries: Sweden, Ireland, Germany, Italy, Israel and Norway. SINTEF coordinates DARWIN. 

The Norwegian social science data services oversee that ethical and legal rules are properly enforced by the 
project.  

How long will the project last? 

DARWIN is planned to end 01.06.2018.  

Voluntary participation 

The participation is voluntary and you will be asked to fill in a DARWIN Consent Form before your 
participation. You can at any time withdraw your consent without giving any reason. In that case, your 

contributions to the project will cease. The Swedish law implies that you can, at any time, request records of 

your information and DARWIN is obliged to correct any faulty information. 

Contact person 

If you have any questions about DARWIN, contact SINTEF (the project coordinator in Norway) or the KMC or 
FOI project team: 

Ivonne Herrera (Technical coordinator SINTEF)Rogier Woltjer (FOI) 
 Jenny Pettersson (KMC) 

+4790680634/+4773593000  
 +4613378573/+46734447630  

ivonne.herrera@sintef.no   
 rogier.woltjer@foi.se 

 

  

mailto:ivonne.herrera@sintef.no
mailto:rogier.woltjer@foi.se
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D.8  GENERAL INFORMED CONSENT FORM (Pilot 4) 

 

Date/period of participation: May-November 2017 

I have read and understood the details of the research as explained in the DARWIN project written information 

and agenda for participants.  

I have been informed that: 

 Information about the participants and the data collected will be treated anonymously and will be 
registered and stored in a secure manner 

 No personally identifiable information will be published in any way if not explicitly agreed 

 The results of this study may be used for publication purposes and for future acquisition 

 I have the right to see the data collected from me under this specific consent 

 I can withdraw from the study at any time without any obligation to explain my reasons for doing so 

 

I agree that any audio recording, video recording or pictures taken of me during the study (only if I explicitly 

agree) may be used in research publications. Please confirm that you agree by ticking the box: 

 I agree to audio recording    

 I agree to photos being taken    
 

I confirm that I consent to participate in the study and that my participation is entirely voluntary.  

 

 

_________________________________________ _______________________________ 

Participant name & signature    Place, date 
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D.9 INFORMED CONSENT for CPX of 5th of November (Pilot 4) 

About DARWIN and the pilot study  

 

The 5th of September DARWIN is conducting a pilot exercise at KMC, Linköping, to test methods for 

increased resilience within C2 staffs. The exercised participants are the Regional Medical Management at 

Region Östergötland (RÖ), while the other involved actors will be simulated as a white cell. More 

information about DARWIN is available at www.h2020darwin.eu. 

To enable an evaluation of the exercise, and the effects of the tested methods to increase resilience, the 

exercise will be monitored. DARWIN will conduct data collection with focus on the Regional Medical 

Management staff and the white cell through questionnaires and observations. Additional to this, KMC and 

FOI, will also record communications and actions (sound, video and data log) to be able to evaluate the 

exercise. KMC and FOI will use some of these recordings within the DARWIN-project.  

Informed consent  

  

Date of participation: 5 September 2017 

I have been informed about the research project and data collection, and that: 

 Information about the participants and the data collected will be treated anonymously and will be 

registered and stored in a secure manner 

 No personally identifiable information will be published in any way if not explicitly agreed 

 The results of this study may be used for publication purposes and for future acquisition 

 I have the right to see the data collected from me under this specific consent 

 I can withdraw from the study at any time without any obligation to explain my reasons for doing so 

 

For white cell and visitors: I have been informed that during the exercise I will be observed by visitors and 

media, which might also take photographs. 

 

I hereby give my consent to participate in the study and insure that this participation is voluntary.  

 

 

 

_________________________________________   Linköping, 5 September 2017 

Name, participant      Place, date  

 

 

 

_________________________________________ 

Signature  
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E Evaluation questionnaires  

E.1 Additional Questionnaire used in Pilot Exercises 1-2-3.  

The following represent the questionnaire used for the Concept Card 2.3 “Understanding Roles and 

Responsibilities”, in order to provide an example of the questionnaire used in Pilot exercises 1-2-3. For all the 

other concept cards evaluated, similar questionnaire were used, that can be seen in the most updated version 

in the corresponding page of the Concept Cards in the DARWIN Wiki (see chapter 2.4.1) 

Understanding Roles and Responsibilities 

The research leading to the results received funding from the European Union’s Horizon 2020 research and 

innovation Programme under grant agreement No 653289. Opinions expressed in this publication reflect 

only the authors' view and that the Agency is not responsible for any use that may be made of the 

information it contains. 

Results gathered will be of great relevance, as these will feed the high impact actions document that will be 

presented to the European Union as a result of this research project. Thank you for your participation, 

dedication and generosity! 

The questionnaire will take approximately 10 minutes to complete.  

INFORMED CONSENT FORM 
The following questionnaire is carried out under the project “DARWIN. The research aims to understand 

your opinion on the resilience based guidelines for the management of crises and emergencies. The 

researchers involved in the project will pre-process the data in an anonymous and confidential manner: 

1. All the information collected will be de-identified and treated as confidential by the researchers. Your 

demographic information will be used only to contextualize the statistical analysis of the aggregate 

results, and they will not be published or used in any form, rather than the above mention statistical 

analysis;  

2. All the data will be securely stored and used only for the purpose of the present research, in 

accordance to the ethical requirements; 
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3. You can withdraw from the questionnaire at any time without any obligation to explain the reasons 

for doing so. 

The overall results generated from this exercise may be published in journal articles, conference 

presentations and via any other mode of scientific exchange and dissemination that will be seen as 

appropriate by the researchers. However, participants’ anonymity will always be protected and all data 

will be de-identified 

If you agree, continue to the next section. 

  

DEMOGRAPHIC INFORMATION 
 

All the information collected in this part will be kept separated from the rest of the questions that will be 

de-identified and treated as confidential by the researchers. Your demographic information will be used 

only to contextualize the statistical analysis of the aggregate results, and they will not be published or 

used in any form, rather than the above mention statistical analysis. 

 

Domain 
Please indicate the main domain or the critical infrastructure that you are concerned with  

 

Organisation Profile 
Indicate the main operational level that your organization represent when dealing with crises 

 

Country / Region 
Select from the list 
 

When did you attend the Webinar/Workshop? 
DD/MM/YYY 
 

IMPACT OF THE CONCEPT CARD 
Think about the specific experiences of your organization/institution, and rate the following statements:  

 

1. If applied, this Concept Card can improve the/your organization's 

ability to respond in case of crisis/emergency 

Totally Disagree 1 2 3 4 5 Completely Agree 

 
Please, explain the reasons for your answer 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
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_________________________________________________________________________________________
_________________________________________________________________________________________ 

 

2. The Concept Card covers the most relevant topics concerning "Roles 

and Responsibilities" 

Totally Disagree 1 2 3 4 5 Completely Agree 

 
Please, explain the reasons 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 

 

3. The principles of the Concept Card are compatible with the ones 

already existing in your organization 

Totally Disagree 1 2 3 4 5 Completely Agree 

 
Please, explain the reasons 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 

 

4. The actions proposed by the Concept Card are realistically applicable 

in your organization 

Totally Disagree 1 2 3 4 5 Completely Agree 

 
Please, explain the reasons 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 

 

5. Is there any relevant method/practice/strategy from your domain you 

would like to share to enrich the guidelines? 
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Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 
 

6. Is there any particular issue we have not asked that you want us to 

consider? 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 

 
TRL Maturity Level 

Considering the card in its present form, would you say that: 

 The guideline IS NOT sufficiently defined to be used in an organizational MEETING 
or internal training activity 

 The guideline CAN be used in an organizational MEETING or in internal training 
activities 

 The guideline IS sufficiently specified to be tested in a realistic FULL-SCALE 
simulation / realistic case study. 

 The guideline IS sufficiently specified to be used eventually relevant OPERATIONAL 
ENVIRONMENT 

 

Please, explain the reason why 

Your answer 
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________
_________________________________________________________________________________________ 
 

We may be interested in asking you for additional information after 
the submission of the questionnaire. 
 

Would you allow us to get in touch with you? 

 
- Yes (you will be asked to type your e-mail address) 
- No (your answers will remain completely anonymous) 
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E.2 Questionnaires used in Pilot Exercise 4 

The questionnaire used during the session consisted of numerous statements that the participants were asked 

to rate between totally disagree and totally agree and, explain in further detail. The questions were repeated on 

each sessions during the pilot, and complemented with new questions, for example during the CPX. A 

representative sample on the different sets of questions employed during the pilot is provided below.   

E.2.1 Questions on Exercise + workshop 

 Statement Do you agree? 
Please explain your 

choice 

1 This exercise has increased my 

understanding of the concept of 

resilience and then concepts that 

are part of it 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

2 This exercise related the concepts 

used to the scenarios in a good 

way 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

3 The contents in this exercise were 

easy to understand 
 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

4 The format of this exercise was a 

good way to apply the introduced 

concepts and terms (from the 

education program) 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

5 The scenarios that were discussed 

were appropriate ´for applying 

the introduced concepts and 

terms (from the education 

program) 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

6 The discussion during this 

exercise is applicable to societal 

disturbances generally 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

7 The discussion during this 

exercise added to increased 

understanding of managing both 

expected and unexpected societal 

disruptions 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

8 The 6 preconditions (concepts) 

for resilience that were discussed 

during this exercise added to an 

increased understanding of the 

management of both expected 

and unexpected societal 

disruptions 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

9 The discussion during this 

exercise can improve the 

organisation of Swedish crisis 

preparedness and crisis 

management. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

10 The discussion during this 

exercise is applicable to me in 

my professional role and daily 

work 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

E.2.2 Questions on Lecture + Workshop + TTX 

 Statement Do you agree? 
Please explain your 

choice 

13 This education has Increased my 

capability of handling needs, 

strengths, weaknesses/ 

vulnerabilities, with respect to 

adaptive capacity 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

14 This education has increased my 

capability of adjusting 

collaboration and command and 

control to the unexpected for 

increased coordination 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

15 This education has increased my 

capability of applying 

holistic/systems perspective in 

collaboration and command and 

control 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

E.2.3 Questions on CPX 

 Statement Do you agree? 
Please explain your 

choice 

6 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff increased our capacity 

to manage goal conflicts within 

and between actors. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

7 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff where aware of 

weaknesses 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

8 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff understood critical 

assumptions. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

9 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff were aware of 

constraints. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

10 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff had a system- and 

capacity understanding. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

11 The knowledge of 6 

preconditions (concepts) for 

resilience contributed to that we 

in the staff utilized success 

factors 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

43 I was immersed in the exercise  Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

44 It was important for me to 

perform during the exercise. 
 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

45 The decisions I made during the 

exercise would be the same in a 

real event. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 Statement Do you agree? 
Please explain your 

choice 

46 The information that I received 

during the exercise correspond 

the information as I would 

receive in a real event. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

E.2.4 Questions on Workshop 3 

 Statement Do you agree? 
Please explain your 

choice 

1 This exercise evaluation 

workshop has given me an 

understanding of the concept of 

resilience and it’s components. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

4 The format of this evaluation 

workshops was a good way to 

discuss the concepts from the 

education program. 

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

5 The exercise that was discussed 

during this evaluation was 

suitable for applying resilience 

concepts that had been 

introduced during the education 

program.  

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 

 

 

 

 Statement Do you agree? 
Please explain your 

choice 

6 What was being discussed during 

the evaluation workshop is 

applicable to societal 

disturbances in general.  

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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 Statement Do you agree? 
Please explain your 

choice 

7 The discussions during this 

evaluation workshop contribute 

to increased understanding to the 

management of expected and 

unexpected societal disturbances.  

 Totally disagree 

 Agree to some extent 

 Agree 

 Agree to large extent  

 Totally agree  

 Don’t know 
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