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List of Abbreviations
Table 1: List of abbreviations
Term

Explanation

CAX

Computer-Assisted Exercises

CC

Concept Card

CEAC

Checklist Evaluation After a Crisis

CEBC

Checklist Evaluation Before a Crisis

CPX

Command Post Exercise

CRI

“Critical Recommendation for Improvement”, corresponds to a
recommendation that should be addressed to make sure that the concerned
DRMG element reaches the level of quality and/or maturity expected at the
end of the project

DCoP

DARWIN Community of Practice

DRMG

DARWIN Resilience Management Guidelines

DRS-7

Topic ID for the call behind this project. Full name of call is “Disasterresilience: safeguarding and securing society, including adapting to climate
change”. Full name of topic 7 is “Crisis and disaster resilience –
operationalizing resilience concepts”.

ETS

Emergo Train System

IMP

“Important Recommendation for Improvement”, corresponds to a
recommendation that would considerably improve the quality or the maturity
of the concerned DRMG element if implemented, but will not compromise the
level of quality or maturity expected at the end of the project if not
implemented

NTH

“Nice to Have Recommendation for Improvement” describes a low level of
criticality of the recommendation, that may be implemented or not, depending
on preferences by the DRMG developers in WP2

RPE

Role-Playing Exercises

SMAS

Simulated Meeting among Stakeholders

ST

Simulated Task

TRL

Technology Readiness Level

TMP

Training and Maintenance Package

TTX

Table Top Exercise
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Table 2: List of terms
Term

Explanation

Adaptation

Enrichment of the interventions proposed in the guidelines, from the perspective of a
specific domain such as complementary information on domain characteristics, related
existing practices, domain-specific examples etc.

Approaches

A way of considering or dealing with a situation, challenge or problem.

Concept

A set or conjunction of characteristic features/entities related to a common scope and
rationale that is (at least partly) entangled with or concerns the scope of DARWIN, and
with a presumed coherence related to an overall and wide understanding of
"resilience".

Criteria

A principle or standard by which something may be judged or decided.

DARWIN DRMG

DARWIN Manifesto
The DARWIN Resilience Management Guidelines (DRMGs) consist of guiding
principles to help or advice a certain organisation in the creation, assessment or
improvement of its own guidelines. Such principles should help the organisation in
developing a critical view on its own crisis management activities (management of
resources, procedures, training, etc.) based on resilience management concepts.
It is important to underline that the DRMGs could become complementary to
guidelines, procedures and practices already present in a certain organisation, but they
are not intended to replace them.
Consistently with this nature, the DRMGs are mainly addressed to policy makers,
decision makers and managers at different levels in an organisation. They can only
indirectly affect the activities of front line operators or first responders in crisis
management, since these actors are users of those guidelines, procedures, practices that
may have been redesigned or generated ex novo, after the adoption of the DRMGs by
their organisation.

Evaluation

The making of a judgement about the amount, number, or value of something;
assessment.

Needs

Represent something that is essential for someone to be able to achieve a certain goal
or task. The ultimate goal of resilience could be thought of as ensuring performance,
safety and security.

Practices

Represent a solution that has been incorporated/implemented in a real environment.

Resilience

The term resilience is increasingly popular and has many definitions and
understandings. The DARWIN project builds on systematic literature review on
journals addressing resilience for crisis management, consortium knowledge and
experience in the areas of Resilience Engineering and Community Resilience.
DARWIN relates to proven resilience abilities:
• Anticipate threats, opportunities and cascade effects. It is not only about identifying
single events, but how parts may interact and affect each other.
• Monitor in a flexible way means that the system’s own performance and external
conditions focus on what it is essential to the operation
• Respond and adapt to expected and unexpected crisis in a robust and flexible manner.
The system is designed to provide a limited range of responses, there is still a necessity
to adjust responses in a flexible way.
• Learn and evolve from experience of actual events, successes and failures what to
learn and how the learning is reflected in the organization.

The research leading to these results has received funding from Horizon 2020, the European Union's
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Term

Explanation

Resilience
Management

Resilience management addresses the enhancement of the abilities of an organisation
to sustain adaptability and continue operations as required when facing expected and
unexpected events. It includes “everyday operation” as this information is essential to
ensure that the organisation functions. This information includes how multiple
activities work together to produce successful outcomes for different kinds of systems
and organisations at different levels.
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Executive Summary
This deliverable “D4.4 – Final Guidelines Evaluation Report” reports the results of the generic guidelines
evaluation for the final revision of the guidelines. It gives a detailed description about the evaluation of the
DARWIN Resilience Management Guidelines (DRMG) which has been developed in the frame of the
DARWIN project. The document builds up on an earlier version called “D4.2 – Initial Evaluation of the
Guidelines”. Meanwhile the DARWIN project has conducted several pilot trials, which serve as a baseline
for the evaluation. A detailed description of these pilot trials can be found in “D4.3 – Pilots’ implementation
and evaluation”.
Evidence for the evaluation of the DRMG and the derived Concept Cards (CCs) has been taken from
evaluation exercises with the DARWIN Community of Practitioners (DCoP) and small-scale evaluation
exercises. These different sources of evidence are described within the deliverable as well as the composition
of 247 experts that supported the evaluation with their judgements inside a questionnaire. Additionally, an
assessment of the maturity of the guidelines and concept cards has been performed. Almost half of the
experts were involved during the different DCoP workshops, 61 were involved in the Pilot Exercises and 25
participated to the additional small-scale evaluation focusing on emergencies following mass casualty
accidents on the highways.
This detailed report shows that for example 75% of the concept requirements (which can be found in D1.3
“Practitioner and academic requirements for resilience management guidelines”) have been covered by the
DRMG. The achieved coverage of 75% can be seen as big success of the project.
Additionally, the compliance with “non-conceptual requirements” is described in detail. In contrary to the
conceptual requirement assessment a more fragmented approach has been chosen. While the conceptual
requirements are fulfilled or not the compliance has been assessed with a number ranging from 0 (no
compliance) to 5 (full compliance). This assessment has been done by expert judgements, which are
explained in chapter 4. A remarkable outcome of the evaluation is the perceived impact of the overall
DRMG with respect to the four items Effectiveness, Need, Compatibility and Feasibility. There is a good
balance of the DRMG (without distinguishing between different CCs) with respect to these four items. The
scoring shows a “partially agree” (average scoring of 4 out of 5). Finally, the maturity assessment has to be
mentioned. Nine out of ten evaluated concept cards have reached (one CC) or even exceeded TRL 5 (eight
CCs). A detailed description and discussion of the TRL assessment of each CC can be found in chapter 4.3.
These results clearly show the big step forward from theory of resilience to a more practical usage that has
been achieved by the DARWIN project. Nevertheless, there is still room for improvements. In chapter 5 of
this deliverable recommendations for improvements of the DRMG as well as the CCs can be found.
In summary, this document will be useful to improve the DARWIN project outcome within the last months
of the project. Furthermore, it will be helpful to practitioners and researchers involved in developing the
resilience approaches, as a source of reference and evidence.
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About the project: The DARWIN project aims to develop state of the art resilience guidelines and
innovative training modules for crisis management. The guidelines, which will evolve to accommodate the
changing nature of crises, are developed for those with the responsibility of protecting population or critical
services from policy to practice.
The guidelines address the following resilience capabilities and key areas:






Capability to anticipate
 Mapping possible interdependencies
 Build skills to notice patterns using visualisations
Capability to monitor
 Identify resilience related indicators, addressing potential for cascade
 Establish indicators that are used and continuously updated
Capability to respond and adapt (readiness to responds to the expected and the unexpected)
 Conduct a set of pilot studies
 Investigate successful strategies for resilient responses
Capability to learn and evolve
 Explore how multiple actors and stakeholders operate in rapidly changing environments
 Enable cross-domain learning on complex events
Key areas: social media and crisis communication; living and user-centred guidelines; continuous
evaluation and serious gaming

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

14 of 179

D4.4–Final Guidelines Evaluation Report

1 Introduction
1.1 Purpose of the document
The deliverable presents the method adopted for evaluating the DRMG and the results that have been
achieved with the overall evaluation process. The most important objective is producing recommendations
that can be used as input for the D4.2 (Revised Generic Resilience Management guidelines) for developing
the final version of the DRMG in the last part of the project. The core part of the deliverable is the analysis
of the feedback collected in occasion of all the evaluation exercises, including the one deriving from the four
Pilot Exercises that have been described in detail in the D4.3 (Pilots' implementation and evaluation). The
outcome of the evaluation process is relevant not only to justify and ensure traceability with the feedback
that has been used to generate the recommendations, but also to have an aggregated view of the most
significant lessons learnt in the project, when applying the resilience management principles in realistic crisis
management situations.

1.2 Authorship
The preparation of the deliverable was coordinated by TUBS and DBL, with the support of all the partners
involved in Task 4.3. The deliverable is based on the collection of all the data produced in all the different
evaluation activities that were carried out during the course of the project. DBL prepared the reporting
structure to collect all the different feedback, according to the Summative and Formative evaluation criteria
designed in Deliverable D4.2. DBL, FOI and KMC completed the results coming from the pilot exercises
organized in Italy and Sweden, then reviewed and completed the results together with the WP4 partners, to
produce the overall results, integrated by DBL with all the additional sources of evidence, supported by WP5
for the feedback coming from the DCoP Workshops. DBL, TUBS, FOI and KMC collaborated at the
preparation of the document. DBL presented the introduction, the chapter on the Summative and Formative
logic, the evaluation results at Concept Card level, and the Recommendations for WP2. FOI produced the
Evaluation results at DRMG level and TRL assessment, TUBS the executive summary and the conclusions,
with the support of KMC for the cost implementation.

1.3 Intended readership
The deliverable is primarily addressed to the entire DARWIN consortium in terms of understanding how
they relevant stakeholders and practitioners evaluated the main product of the project; in particular, WP2
partners will have access to the specific recommendations for improvement of the DRMG.
Outside the consortium, practitioners and researchers that are interested in the result of the assessment of the
DRMG and other organizations that operate in the same domain of crisis management tested in the pilot
exercises will be addressed as well.

1.4 Stakeholders Involvement
The involvement of end-users and stakeholders is central to achieving the development of the DARWIN
Resilience Management Guidelines (DRMG), which is the main objective and core result of the DARWIN
project. Their involvement can ensure transnational, cross-sector applicability and long-term relevance, and
to secure their input and involvement in the project the DARWIN Community of Practice (DCoP) has been
established. The DCoP includes relevant stakeholders and end-users representing different domains and
critical infrastructures as well as resilience experts. In the work leading up to this deliverable, the feedback
from the DCoP and from several resilience management and practitioners has been collected, elaborated and
integrated during the pilot exercise evaluations, workshops, symposiums and webinars. See DARWIN
Deliverable D4.3 for more information on the way stakeholders were involved in the different evaluation
sessions, while see Chapter 0 for the complete information on the features of the stakeholders involved in the
evaluation sessions.
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1.5 Structure of this document
Chapter 2 presents an overview of the Summative and Formative Evaluation Approach, describing the
elements that were under evaluation during the evaluation activities, the different sources of evidence and
how they were combined together, the target population and overall Sample involved in the evaluation, as
well as in depth description of the evaluation criteria used in the Summative and Formative Evaluation
Approach.
The following two chapters provide the details of the evaluation results on the D1.3 requirements, on the
impact and maturity level, respectively for the overall DRMG level of analysis (Chapter 3) and for the
individual CC level of analysis (Chapter 4). In particular, Chapter 3 outlines for the overall DRMG the
general and detailed information about the coverage of Conceptual Requirement, Non-Conceptual
Requirements and of the DARWIN WIKI. Chapter 4 describes for the individual Concept Cards the general
and detailed information about the coverage of Conceptual Requirement, Non-Conceptual Requirements, the
Perceived Impact of the CCs, and their TRL level of maturity.
Based on these quantitative evaluation and using the ICMO framework to incorporate the qualitative
analysis, the recommendation for improving the DRMG and the individual CCs are provided in Chapter 0
Finally, Chapter 6 draws the conclusions of the evaluation activities and results and the way forward.
In the Appendix are presented all the raw scores for all the different evaluation activities organised for each
Concept Card.

1.6 Relationship with other deliverables
The final Guideline Evaluation Report presented in this document receives inputs from the following
deliverables:













D1.3 – Practitioner and academic requirements for resilience management guidelines: this document
provides the requirements for almost all work packages of the project.
D3.2 - Diverse representation and evolution of resilience guidelines support –Final: this deliverable
provided the starting point for producing the material for the introduction of the guidelines for the
stakeholders involved in the evaluation activities
D3.3 – DARWIN Resilience management guidelines toolkit: this deliverable provided the details for
the simulation used in the Pilot Evaluation number 4.
D2.1 – Development of Resilience Management Guidelines: this deliverable provides the concept
cards that are subject to evaluation in the course of Task 4.3.
D2.2 – Resilience Management Guidelines adapted to health care: this deliverable provides the
adapted concept cards that were used, when available, for the evaluation sessions of Task 4.3.
D2.3 – Resilience Management Guidelines adapted to ATM: this deliverable provides the adapted
concept cards that were used, when available, for the evaluation sessions of Task 4.3.
D4.1 – Evaluation Plan: it describes the methodology of the evaluation, especially the I-CMO
approach.
D4.2 – Initial Evaluation of the Guideline: this document presents lessons learned that helped to
improve the effectiveness of the pilots’ evaluation (e.g. structure and content of the evaluation
session). D4.3 – Pilots’ implementation and evaluation: this deliverable produced the evaluation
plan and designed the evaluation strategy base for the present Summative and Formative Approach
used for the assessment of the DRMG and the CCs
D5.3 – DARWIN DCoP resilience concepts, users and academia interactive workshops: providing
information on the evaluation activities among the DCoP members.
D6.3 – Dissemination, exploitation and external collaborations strategy [update of D6.1]: this
document presents input for the other sources of evaluations
D7.4 - DARWIN Ethical approval: Templates and guidance have been applied to this deliverable
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The D4.4 presented in this document provided inputs for the following deliverables:



D2.4 - Final guidelines evaluation report: this document will present the final version of the
guidelines, after having collected the outcome of D4.3 and D4.4
Task 6.1 – Dissemination: the results of the first evaluation can be distributed to end-users outside
the consortium and the DCoP
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2 Summative and Formative Evaluation Approach
2.1 Description of the approach
The summative and formative approach used in the evaluation of the DRMG combines two perspectives,
with their associated goal. The summative part of the evaluation assigns a specific score to each element of
the DRMG that has been evaluated to facilitate a quick identification of the areas that require more
improvements in the final part of the project. While the formative part of the evaluation – mostly based on a
qualitative analysis [1] - identifies the necessary improvements, which are then translated into specific
recommendations [2].
The following elements compose the summative part of the evaluation:
-

-

An assessment of the compliance of the DRMG against the Concept Requirements identified at the
beginning of the project.
An evaluation of the level of compliance of the DRMG with respect to all the other requirements
identified at the beginning of the project, which are here grouped under the category NonConceptual Requirements.
A measurement of the impact of the DRMG (Effectiveness, Need, Compatibility, Feasibility) as
perceived by the generality of resilience practitioners that were involved in the different evaluation
exercises.

The following elements compose the formative part of the evaluation
-

-

A qualitative analysis of the feedback collected during all the evaluation exercises, with special
focus on the four Pilot Exercises, based on a Realist Evaluation approach that organizes the results
according to the I-CMO framework [3]
A set of proposals to improve the DRMG from the point of view of all the above mentioned criteria.

The two parts of the evaluation process communicate on many aspects and support each other. For instance,
the rationale complementing the scores indicated in the evaluation of the level of compliance against nonconceptual requirements, as well as in the measurement of the impact of the DRMG, is influenced by the
qualitative analysis made with the I-CMO framework [4]. As well as the various recommendations are
classified in terms of their criticality, taking into account the scores achieved by individual Concept Cards in
the formative part of the evaluation.

2.2 DRMG elements under evaluation
The evaluation focuses on two parts of the DRMG. The core part are the individual CCs, because they
represent the elements of the DRMG illustrating the concrete actions that practitioners are proposed to
implement and since they were exposed to their potential users in the earliest part of the project, when the
overall DRMG was not yet available. A smaller, but still significant part of the evaluation focuses on the
DRMG as a whole, especially as it appears on the DARWIN WIKI [5].

2.2.1 The DARWIN WIKI and the DRMG as a whole
The DARWIN Resilience Management Guidelines (DRMGs) consist of guiding principles to help or advice
a certain organisation in the creation, assessment or improvement of its own guidelines. In this respect, they
do not consist of step-by-step prescriptions. They need to be interpreted in the specific context of their
application and to be adapted to the specific goals and characteristics of the organisation in which they are
adopted.
For this reason, only few elements that compose the Summative and Formative Evaluation Approach were
applicable at a general level, but rather were all evaluated against specific context of application, declined for
each CCs. However, some parts of the evaluation were specifically focused on the DARWIN WIKI and on
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the way the DRMG as a whole is presented, by collecting feedback from the practitioners in pilot exercises
and from a dedicated webinar.
It must be noted that the DRMG were evaluated as presented in the DARWIN WIKI at the following link
https://h2020darwin.eu/WIKI/. The development of the DRMG is continuous during the DARWIN Project,
so the evaluation presented in the following chapters has taken into account the version of the DARWIN
WIKI until the 3rd DCoP Workshop (March 2018). Changes made to the DARWIN WIKI in the meantime
have not been considered.

2.2.2 The Concept Cards
The core part of the Summative and Formative evaluation has been the concept cards. CCs propose
interventions that can be implemented in order to reach the capabilities identified in crisis management
practices and scientific literature. The guidelines build on the CCs by organizing and relating them. This
aspect of the guidelines is a consequence of the fact that resilience management capabilities are not
independent.
The majority of the evaluation activities have been focused on the evaluation of the individual concept cards,
using the evaluation plan elaborated in DARWIN Deliverable D4.3. The DRMG present several resilience
themes, that during the DARWIN Project were declined in ten concept cards (Table 3) that were evaluated in
the different evaluating sessions. Each CC consists of a set of pieces of information that provide support to
the understanding and implementation of the interventions proposed. The evaluation activities related to the
evaluation of each Concept Card are summarized in Table 5.
Table 3 Resilience Themes and Concept Card Evaluated
RESILIENCE THEMES

ID

CONCEPT CARDS

Supporting coordination and synchronisation of
distributed operations.

2.1

Promoting Common Ground

2.2

Establishing Networks

2.3

Understanding Roles and Responsibilities

3.1

Adapting to Expected and Unexpected Events

3.2

Adapting Plans and Procedures During Crises

4.1

Assessing Community Resilience

4.2

Identifying Sources of Resilience

4.3

Noticing Brittleness

6.1

Systematic Management of Policies

7.1

Communication with the Public

Managing adaptive capacity

Assessing resilience

Developing
checklists

and

revising

procedures

and

Involving the public in Resilience Management

2.3 Sources of Evidence
The evaluation combines a variety of data sources that are used as evidence for both the summative and
formative part of the assessment:



Four Pilots Exercises in which the CC were applied (for further detail see D4.3)
The 3rd DCoP Workshop in which all the CCs were analysed in at least two group sessions with
potential users.
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Other small scale evaluation activities (including conferences and workshops with the participation
of DARWIN partners showing the CCs to potential users not part of the DARWIN consortium)
One DCoP Webinar (organized on the 22nd of February 2018), focused on the DARWIN WIKI
One extra Pilot Exercise conducted with experts of emergencies in case of mass casualty accidents
on the highways (organized at the Italian Red Cross premises of Bologna on the 7 th of May 2018).
All details are provided in Appendix A

Give the heterogeneity of the sources of evidence, in order to guarantee that the overall final feedback would
reflect the actual levels of in-depth assessment that characterised the different types of evaluation activities, a
different weighted system [4] was introduced for the four sources of evaluation.
In fact, during the Pilot exercises, there were more time available for the implementation and assessment of
the cards (typically a full-day series of evaluation activities, organised over a series of month-span multiple
occasions and centred on scenarios directly relevant to the stakeholders’ operational environments). For that
reason, the feedback collected from the experts in the context of Pilot Exercise is considered as more realistic
and accurate.
The evaluating workshops organised for the 3rd DCoP Workshop were set up to last two days, centred for
two sessions each days of one hour per card in small-group guided activities designed to present and assess
the card. For this reason, the feedback collected from the DCoP in this context is considered to have less
accuracy compared to the Pilot Activities, but still represented additional source of evidence for the CCs
evaluation.
Finally, the feedback collected in the small scale evaluation activities was mainly one-shot evaluations after
a webinar or a conference workshop and were considered as complementary sources of evaluation, but still
very important as coming from very different stakeholders and domains.
Thus, the raw data feedback collected with the questionnaires in the different sources of evidence was
multiplied by different factors, as follows:




a factor of 5 was applied, multiplying the raw data on the Likert scale for the feedback coming from
the pilot exercise and for the expert judgment;
a factor of 2 for the data coming from the 3rd DCoP Workshop evaluation sessions;
a neutral factor of 1 for the data coming from the other small scale evaluation activities.

All the weighted scores were then normalised back to a 1-5 scale, with 2.5 as Mean Value and 1 for SD.
Every time that the Summative evaluation presented different sources of evidence (e.g. Compliance with
Non-Conceptual Requirements; Evaluation against Non-Conceptual Requirements; Evaluation of Perceived
Impact of each Concept Card etc..) the data presented in the charts and in the tables represent the aggregate
normalised scores, that weighted all the different sources of evidence into a series of weighted average index.
The respective raw data for each component of the summative evaluation are reported in the corresponding
Appendixes (e.g. Appendix B, Appendix C.2 etc.)

2.4 Type of Data Collected and Evaluation Tools
As described in the plan for implementation and evaluation of the DRMG (Deliverable D4.3), each
evaluation activity was composed of different evaluation sessions that entailed different methodologies and
strategies for the assessment of the card [5]. All the WP4 partners that were involved in the Pilot exercise
met regularly over the project duration, forming the so-called DARWIN Evaluation Team, that was
responsible for:




keeping track of the evaluation results coming from the different pilot exercises;
maintaining a common view on the evaluation activities
discussing the evaluation results and reaching an agreement on the overall evaluation scores
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Considering all the four pilot exercises and the additional evaluation activities, the DARWIN Evaluation
team gathered information from very different sources of evidence, in order to allow the collection of
feedback on very different aspects of the DRMG: from the implementation part before/during/after a crisis,
to the consideration on the themes and actions proposed by the CCs; from the consideration on the form of
the CCs to the assessment on the DARWIN requirements.
Table 4 describes all the different type of data that were collected from the different evaluation sessions, in
order to evaluate all the different aspect of the DRMG, in a summative and formative logic.
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Table 4 Types of data that were collected to evaluate the DRMG
Evaluation Tool

Type of Data

Structured Questionnaire

Self-Reported quantitative data, on a 1-5 Likert Scale. Used to
allow user direct evaluation on different elements of the
Summative and Formative evaluation.

Semi-Structured Interviews

Responses to the Triggering Questions of the different Concept
Cards.

CEBC
CEAC

Checklist
Evaluation Application of the triggering questions Before/After a crisis to
Before/After a Crisis
investigate specific thematic areas and to stimulate the evaluation
and identification of concrete examples, deriving from the
professional experience of the stakeholders compared to the
actions outlined by the concept card.

Focus Group

Guided group discussion on the themes of the evaluation.

SMAS

Simulated Meeting among Simulated Meeting implies the organization of one specific
Stakeholders
meeting prescribed by the concepts cards, in order to allow its
expert evaluation. For instance, the card “Promoting Common
Ground” prescribes that representatives from different
organization involved in the management of a crisis arrange
periodic visits to facilities of other parts of the organizations to
provide an opportunity to own staff to learn about the resources,
common language and procedures. The outcome of these meeting
represent sources of evidence for the Concept Card evaluation

TTX
CPX

Table Top Exercise
Command Post Exercise

Observation and Reports from the simulated exercises designed to
evaluate the operations of the staff in the control of operations
and/or test the flow of communications within and between all the
involved stakeholders. Participants of the exercise reviewed and
discuss the actions they would take in a particular emergency,
testing their emergency plan.
It can be combined with a Role-Playing Exercises (RPE)
methodology and it can be assisted by virtual simulations, in the
form of Computer-Assisted Exercises (CAX).

ETS

Emergo Train System

Emergo Train System (ETS) is a simulation system used for
education and training in emergency and disaster management. It
is used worldwide and can test and evaluate your incident
command system, disaster preparedness, the effect on the medical
management system and resilience within your organization.
https://www.emergotrain.com/
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2.5 Target Population and Sampling
The evaluation activities started in May 2017 with the first component of the evaluation activities, and lasted
until the 3rd DCoP workshop activities in March 2018. All the details about the type and the scope of the
different evaluation activities are described in Deliverable D4.3 and summed up in Figure 1. The
practitioners involved in the evaluation activities belonged to the target population of critical infrastructure
practitioners, both managerial levels and operational level of practitioners.
During this almost one-year long evaluation period, about 247 practitioners were directly involved in the
evaluation of the Concept Cards in all the different contexts in which the DRMG was evaluated, in different
evaluation sessions (Table 5). Almost half of them were contacted during the DARWIN DCoP Workshops,
61 were involved in the Pilot Exercises and 25 participated to the additional small scale evaluation (Figure 2)
The card that was evaluated by more resilience managers and practitioners was CC 4.3 “Noticing
Brittleness” (N=101), while the cards that were evaluated by less subjects were the CC 6.1 “Systematic
Management of Policies” and CC 4.1 “Assessing Community Resilience” (N=30) (Table 5).
Since the Pilot Exercises were mainly set in Italy and Sweden, the majority of the practitioners involved
comes from Italy and Sweden, but as it can be seen in Figure 3, about half of practitioners comes from
countries spreading all over Europe, but also other non-European countries were involved in the evaluation
activities.

Table 5 Distribution of users across the Concept Cards in the different evaluation activities
Sample for the Darwin Resilience Concept Cards Evaluated
ID

CC Short Title

Sources of Evidence

N

2.1

Promoting Common Ground

Pilot 2, Pilot 4, “Highway” Pilot, 3rd DCoP
Workshop

56

2.2

Establishing Networks

Pilot 4, 3rd DCoP Workshop

36

2.3

Understanding Roles and Responsibilities

Pilot 1, Pilot 3, Pilot 4, 3rd DCoP Workshop,
Small Scale Evaluation

77

3.1

Adapting to Expected and Unexpected
Events

Pilot 4, 3rd DCoP Workshop

36

3.2

Adapting Plans and Procedures During
Crises

Pilot 4, 3rd DCoP Workshop, Small Scale
Evaluation

41

4.1

Assessing Community Resilience

3rd DCoP Workshop, Small Scale Evaluations

30

4.2

Identifying Sources of Resilience

Pilot 2, Pilot 4, 3rd DCoP Workshop

45

4.3

Noticing Brittleness

Pilot 1, Pilot 3, Pilot 4, “Highway” Pilot, 3 rd
DCoP Workshop, Small Scale Evaluation

101

6.1

Systematic Management of Policies

3rd DCoP Workshop

30

7.1

Communication with the Public

Pilot 1, Pilot 3, 3rd DCoP Workshop, Small Scale
Evaluations

48
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Figure 1 Recap of the DARWIN Evaluation Activities

Figure 2 Sample size of all the users that were involved in the different type of evaluation activities
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Figure 3 Overall distribution of the country of origin for all the users that were involved in the
different DARWIN evaluation sessions

It must be highlighted also the diversity and number of practitioners from domains different from HC and
ATM from both the DCoP and Pilots themselves. As can be seen Figure 4, Health Care represent the most
represented domain, with more practitioners involved in the evaluation activities. However, three quarters of
the practitioners operated in domains different from Healthcare: Disaster Preparedness, Academia, Air
Traffic Management and Aviation, Civil Protection and Public Policy makers represent the main domains
involved for the DRMG evaluation (see Figure 4).

Figure 4 Overall distribution of the users' domain involved in the different DARWIN evaluation
sessions
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2.6 Evaluation Criteria
In order to produce results for the Summative and Formative Evaluation, it was crucial not only to establish
the targets, the sequence and the sample for the evaluation session, but also the “Evaluation Criteria” for
producing the qualitative and quantitative results. The approach used by the evaluation work-package has
been structured around 5 main evaluation criteria used to aggregate and elaborate the results of the DRMG
implementation:
1.
2.
3.
4.
5.

Coverage of DRMG Concept Requirements
Compliance of the DRMG with Non-Conceptual Requirements
Perceived Impact of the DRMG
I-CMO framework analysis of the DRMG
Assessment of the TRL Maturity level

2.6.1 Evaluation against Concept Requirements
The Concept Requirements convey the knowledge achieved at the beginning of the project in terms of the
conceptual basis to ground the development of the DRMG. Such conceptual basis was originally created
with an extensive review of resilience-related literature (D1.1 - Consolidation of resilience concepts and
practices for crisis management). The conceptual elements identified with the literary review were then
selected for their relevance with respect to the aims of the project, mainly through a Delphi process (D1.2
Evaluation and selection of resilience concepts and approaches). Finally, the theoretical concepts were
converted into Concept Requirements (partially integrated with requirements already identified at DoA level)
specifying the elements that the DRMG should have addressed (D1.3 Practitioner and academic
requirements for resilience management guidelines). The guideline evaluation against Concept Requirements
takes into account the strategy adopted by WP2 to develop the DRMG, i.e. the decision to structure the
DRMG around a set of Concept Cards (CC). Since the CCs have become the building blocks of the DRMG
(together with the WIKI-based platform making it accessible to the users), it was decided to assess whether
the different CCs are adequately addressing the Concept Requirements. Only in a few cases, there is a oneto-one relationship between individual Concept Requirements and CCs, therefore three possibilities have
been considered:
-

Concept requirements not covered by any CC
Concept requirements covered by one or more CCs
CCs covering more than one Concept Requirements.

This part of the evaluation is illustrated in the following section 3.1.

2.6.2 Evaluation against Non-Conceptual Requirements
The Non-Conceptual Requirements represent a cluster of requirements defined in D1.3 (Practitioner and
academic requirements for resilience management guidelines). They were originally divided in five subcategories: Form Requirements, Quality Requirements, Process Requirements, Target Requirements, and
Context Requirements. The evaluation of the DRMG against these requirements is addressed separately from
the one based on Concept Requirements, since the way to assess them is quite different. If for the Conceptual
Requirements what really matters is to evaluate whether they are covered or not by the DRMG, for all the
Non-Conceptual Requirements it is relevant to understand to what extent they have been addressed by the
DRMG. In other words, a ‘yes or no’ evaluation is insufficient and it is necessary to estimate a level of
compliance that could be informative also to establish priorities among the possible improvements to
implement in the DRMG by the end of the project. To ensure the possibility to distinguish between lower
and higher levels of compliance a five-point scale has be created with the following values:
1.
2.
3.
4.

No compliance
Limited compliance
Partial compliance
High compliance
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5. Full Compliance.
Based on the implementation in Pilot exercise and in DCoP Workshops, the DARWIN evaluation team has
identified the requirements that are considered applicable at the overall DRMG level and those that are better
applied at the level of individual concept cards. Only a minority of non-conceptual requirements fall into the
first case (applicable to DRMG-level only), while the majority of them are better applied to individual CCs.
The evaluation of the DRMG against non-conceptual requirements is presented in the following section 3.2,
while the evaluation of the individual CCs is presented in section 4.1. It is worth noting that for each 1 to 5
scoring assigned to individual CCs a rationale has been identified. For the sake of brevity, it will be reported
in association to the lower scores only in the tables illustrating the full set of results in Appendix B.

2.6.3 Assessment of the Perceived Impact of the Cards
The assessment of the impact of the CCs - as perceived by the users - forms another part of the summative
evaluation, together with the ones made against the Conceptual and Non-Conceptual Requirements. This
assessment aggregates the feedback received by the users during different evaluation exercises. The most
important part of them are the four Pilot Exercises documented in D4.3 (Pilots' implementation and
evaluation). The second in order of importance is the feedback received during the 3rd DCoP Workshop.
Finally, other feedback has been collected during an additional pilot exercises conducted with experts of
emergencies in case of mass-casualty accidents on the highways (see Appendix A) and in number of smaller
evaluation activities conducted in occasion of conferences and workshop with the participation of DARWIN
partners. In such occasions, the CCs and the DARWIN WIKI were exposed to different crisis management
and resilience practitioners who provided their feedback by answering to a questionnaire assessing the
potential impact of each concept card in improving the resilience capabilities of the organizations they were
coming from. In the following section 4.2, all the feedback being collected will be reported in a structured
manner around four items, corresponding to four questions which were asked in the context of the
questionnaires administered to the users:
-

Effectiveness: “To what extent the Concept Card is perceived to contribute to the improvement of
resilience capabilities?”
Need: “To what extent the purpose of the Concept Card is acknowledged as necessary by resilience
practitioners?”
Compatibility: “To what extent the Concept Card is considered compatible with already existing
practices?”
Feasibility: “To what extent the implementation of the Concept Card is considered realistic?”

The users could answer to each question using a 5-point Likert scale, with the lower value being “1 - Totally
Disagree” and the higher value being “5 - Totally agree”. Even if not explicitly mentioned, the intermediated
values had the following meaning: 2 for “Partially Disagree”, 3 for “Neither agree nor disagree”, 4 for
“Partially Agree”. In addition, to selecting a rating from 1 to 5, the users were also asked to provide a textual
rationale for each of their ratings (see Appendix C.1). Such rationale was very important to determine the
reason of each judgement and helped to collect feedback on the factors affecting the potential impact of each
CCs. Such qualitative feedback was then used to feed the formative part of the evaluation, including both the
ICMO analysis (see section 2.6.4) and the Recommendations for Improvements (Chapter 0).
All the cards have been exposed to the user evaluation multiple times. Some cards were evaluated during the
different Pilot Exercises, the DCoP workshops, and small scale evaluations, some only in a combination of
events. To allow to weight of the user feedback for the situations where the card have been directly used
more intensively, the scores have been normalised, providing more importance to the feedback collected
during the Pilot exercises. The raw data, the sources of evidence for each CCs are reported in Appendix C.2,
while the result of the aggregated weighted scores are reported in section 4.2 of the present deliverable.
An important limitation of this part of the assessment, is the fact that it was not possible to administer the
questionnaire in some Pilot exercises. For example, in the first part of Pilot Exercise 1 and in Pilot Exercise 3
there was no questionnaire issued to the users, while in Pilot Exercise 4 other types of questionnaires were
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administered (see Appendix E in D4.3). However, it was agreed to use the same 5-point scale to adapt and
integrate the feedback from all evaluation sessions, also in those cases in which the data were collected only
by discussing with the practitioners during the pilot exercises. Such adaptation was done via expert judgment
by the different members of the DARWIN evaluation team, taking into account the experience that each
member had in the different Pilot Exercises, during the 3rd DCoP Workshop and in the other smaller scale
evaluation sessions. The expert judgment also served to compensate for the fact that a limited number of CCs
was not tested in any of the Pilot Exercise (see section 2.7 in D4.3). In this case, although some direct
feedback was available via the questionnaires administered during the 3rd DCoP Workshop and during other
smaller-scale evaluations, there was a need to assess it, taking into account the much more limited time
available for an accurate analysis and test with the practitioners, compared to a full Pilot Exercise.

2.6.4 ICMO Analysis
The proposed methodology for evaluation is grounded on a Realist Approach [6], based on the framework
called I-CMO (Intervention-Context-Mechanism-Outcome) [5]. It is a formative and iterative approach,
which requires the evaluation activities to be grounded in realistic scenarios, involving a purposive sample of
stakeholders. The framework helps to describe which aspects of the intervention proposed by the DRMG (I)
worked for whom and under which circumstances tested in the evaluation session (i.e. which context - C),
and how the intervention was implemented (i.e. through which mechanisms - M) in order to produce the
outcomes (O) described by the DRMG (Figure 5).

Figure 5 I-CMO configuration as outlined in DARWIN Deliverable 4.1
The combination of intervention, context, mechanism and outcomes (I-CMO) was the base for combining
the quantitative and qualitative evaluation of the concept cards (Chapter 3and Chapter 4) and for producing
and organising the recommendation (Chapter 0). More precisely, for each of the four I-CMO category, a
series of guiding questions were produced to guide the application of the I-CMO analysis (Table 6).
Considering all the evaluation activity, the guiding questions were used to assess the way the intervention
proposed by each CC resulted in the expected outcome, when the different mechanism implemented in the
different pilot exercises were applied in the different emergencies context.
All the consideration on the qualitative data collected in the Italian and in the Swedish pilot are presented in
Appendix D, divided for each Concept Card implemented in the Pilot Exercises.
Table 6 I-CMO Guiding Question for the Qualitative Analysis
I-CMO Framework Analysis – GUIDING QUESTIONS (for filling-in the I-CMO fields of the CCs)
Intervention 1) How the proposed intervention (i.e. the change that the CC proposes to bring about) is
considered by the stakeholders? (relevant? useful to increase resilience capabilities?)
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2) Does the CC include an adequate explanation of the intervention?
Context

3) In which type of context it is expected that the intervention proposed by the CC WILL
produce the desired benefit?
4) In which type of context it is expected that the intervention proposed by the CC WILL
NOT produce the desired benefit?
5) Does the CC include an adequate explanation of the characteristics of the context
necessary for the intervention to be effective?

Mechanism

6) How the proposed mechanisms (e.g. the methods, processes, procedures or tools) are
considered by the stakeholders?
(useful to make the intervention work? Insufficient?)
7) Does the CC include an adequate explanation of the mechanisms
proposed to make the intervention work?

Outcome

How do we evaluate if the application of the DRMG has been successful?

2.6.5 Assessment of the Maturity (TRL)
The evaluation of the individual concept cards against the TRL maturity level scale aims to identify what
maturity level the concept cards achieve, based on the pilot implementations. TRL maturity level scales are
commonly used in development of technology, products, processes, models, and methods. The scale for
models and methods development has been used in DARWIN WP4 to evaluate the concept cards. The
chosen scale has been slightly adapted to the need and prerequisites of DARWIN [7].
The assessment of the TRL maturity of the CCs has been assessed by the users involved in the WP4
evaluation activities as well as by the expert judgement of the DARWIN evaluation team. This assessment
mainly aggregates the feedback received in the four Pilot Exercises documented in D4.3 (Pilots'
implementation and evaluation) and during the 3rd DCoP Workshop. Additional feedback has been collected
during the pilot exercises conducted with experts of emergencies in case of mass casualty accidents on the
highways (see Appendix A) and in number of smaller evaluation activities conducted in occasion of
conferences and webinars with the participation of DARWIN partners.
In such occasions, the CCs were exposed to different resilience practitioners who provided their feedback
after having analysed, implemented and applied the CCs considered in the different evaluation activities. For
each CC considered, the users were asked to indicate the TRL level that the card was most close to, based on
the descriptions provided by Table 7. The users could answer selecting just one TRL rating from the table,
and then they were asked to provide a textual rationale to explain the reason of their TRL assessment. Such
rationale was very important to determine the reason of each judgement and helped to collect feedback on
the factors affecting the potential maturity of each CCs. Such qualitative feedback was then used to feed the
formative part of the evaluation, including both the ICMO analysis (see section 2.6.4) and the
Recommendations for Improvements (Chapter 0). The results of the assessment of the card were checked by
the expert judgment of the DARWIN evaluation team, and the overall results are presented in chapter 4.3
.
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Table 7 TRL scale used for evaluation of DRMG
TRL
Level

Interpretation in DARWIN for development an evaluation of guidelines

1

Lowest maturity level. The guideline includes resilience concepts defined at a generic level that have not
yet been applied in a specific solution (practice, method, tool or combination of them), nor are exemplified
in of the domains addressed by DARWIN. The concepts may have been defined/created within DARWIN
or identified in the scientific literature.

2

The concepts in the guidelines are formulated with some precision. Examples of operationalization of the
concepts exist in the form of either a practice, method or tool, or a combination of these.

3

4

5
6

7

The guideline includes a proposed solution (practice, method, tool, or initial combination of them) that is
informed by a chosen set of resilience concepts and principles and by the analysis of user view/needs. The
solution is exemplified in one domain area relevant for the DARWIN end-users. Although the rationale
and scope of the solution is clear, many (practical/operational) aspects remain to be defined. Feasibility
against current regulation and policy has been considered.
The guideline includes a proposed solution (practice, method, tool, or combination of them) informed by a
chosen set of resilience concepts and principles. Key terms, roles, tasks and responsibilities of the solution
have been defined. The solution is sufficiently specified to be tested in dedicated workshops or lowfidelity simulation sessions.
The guideline includes a resilience management solution (practice, method, tool, or combination of them)
that is sufficiently specified to be tested in a realistic (high-fidelity) simulation environment.
The guideline includes a resilience management solution (practice, method, tool, or combination of them)
that is sufficiently specified to be tested in a relevant operational environment
The guideline includes a resilience management solution (practice, method, tool, or combination of them)
that is sufficiently specified to be integrated and demonstrated in an actual operational environment. (E.g.
demonstration in an actual emergency preparedness exercise occurs at this level).

8

The guideline includes a resilience management solution (practice, method, tool, or combination of them)
that is qualified for use in an actual operational environment, but not in use yet.

9

The guideline includes a resilience management solution (practice, method, tool, or combination of them)
that is operational—i.e. the solution is being used by one or more stakeholder organisations.

2.7 Organisation of Results
All the data collected in the different sources of evidences have been set up in one dataset organized for
evaluation criteria. The direct feedback from the users’ questionnaires, the expert judgment, the I-CMO
analysis and the assessment following the implementation of the CCs in different contexts have been
transcribed and structured in an overall database composed by different matrixes corresponding to the
different evaluation criteria. The traceability of the sources of evidence has been guaranteed by a coding
system based on anonymous IDs that guarantee the anonymity of individual the sources of evidences, while
guaranteeing the traceability of the context of the evaluation sessions. The key for the ID is separated from
the Matrix, and stored safely in WP4 leader protected dataset [8].
Starting from the “Overall Summative and Formative Results” file, the statistical analysis on the results, the
weighting of the results, the qualitative analysis for the recommendations and the extraction of table and
charts have been performed. The results are presented in an aggregate way in the following main chapters of
the deliverable, while all the raw dataset are provided in the Appendixes.
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3 Results at DRMG Level
This chapter presents the results of the evaluation made at the level of the overall DRMG. It consists of three
parts.
The first part analyses how the full package of concepts cards cover the Concept Requirements defined at the
beginning of the project.
The second part analyses the compliance of the overall DRMG with the Non-Conceptual Requirements. In
this case, the assessment is addressing only the requirements that the DARWIN evaluation team has
considered applicable to the overall DRMG. While all the other requirements are addressed at the individual
CC level in Chapter 4.
Finally, the third part is an evaluation of the DARWIN WIKI.

3.1 Coverage of Concept Requirement of the overall DRMG
The following Table 8 represents a matrix showing on the x-axis the full list of CCs under evaluation (in this
case identified only by their identification number) and on the y-axis the full list of Concept Requirements1.
Based on expert judgment within the DARWIN evaluation team, the summative evaluation represented in
the table shows the following results: out of 60 Concept Requirements 45 are considered covered by the
DRMG, 14 are considered not covered and only one is considered not applicable. Namely the Concept
Requirement DR80/GRC54 (“The DRMG should aim to positively impact social and economic stability and
sustainability”) has been considered too generic and potentially applicable to all CCs. Since it is very
difficult to determine whether a specific guideline has actually generated a positive social and economic
impact, due to the role played by multiple factors and to the indirect relations between the guidelines and
their possible effects on society, it was agreed not to include this concept requirement as a criterion for the
assessment.
Figure 6 shows that in this way the 25% of applicable Concept Requirements is covered by at least one CC,
while the Figure 7 shows the percentage of Concept Requirements covered by each CC. Noticing Brittleness
(with 15%) and Identifying Sources of Resilience (with 14%) are the CCs associated with a greater number
of Concept Requirements. While all the other cards are in a range between 11% and a minimum of 5% of
requirements being covered. It is worth noting that the fact of covering more Concept Requirements is not
per se an advantage in terms of effectiveness of fitness-for-purpose of a specific CC. Also a CC with only
one Concept Requirement associated will be fully relevant, provided that it satisfies the other criteria
identified for the evaluation (see the following section 3.2 and the overall Chapter 4). Actually, the
association of a CC with one or more requirements is likely to reflect more the level of granularity at which
the proposed intervention is described than the quality of the CC itself. In fact, a CC associated with more
requirements will be probably more generic and encompassing more measures to increase resilience. While a
CC associated to only one or a few requirements will be more specific and pointing at a smaller subset of
possible interventions.

1

Note that the Concept Requirements have two different identifiers. “DR” states for “DARWIN Requirement”. It is a
unique identifier established after D1.3 was released in order to have a common reference for all the following
DARWIN deliverables. While “CGR” states for “Concept Requirement on the Guideline” and is an identifier created in
the context of D1.3, specifying that the requirement is part of the specific family of Concept Requirements, to be
distinguished from the other types of requirements developed in that deliverable.
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Table 8: Coverage of individual Concept Requirements by the different Concept Cards
ID

Concept Requirements

Y/N

Coverage of Requirements by Concept Cards
2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 6.1 7.1

DR27

GRC The DRMG should support that the stakeholders involved in resilience
01
management have a clear understanding of their responsibilities

Y

✓

✓

DR28

GRC The DRMG should address the impact of interdependencies and interaction
02
between stakeholders on resilience management

Y

✓

✓

DR29

GRC The DRMG should support that the stakeholders involved in resilience
03
management have a clear understanding of the responsibilities of other
involved stakeholders

Y

✓

✓

DR30

GRC The DRMG should support the establishment of coordinated networks of
04
stakeholders to ensure close cooperation between stakeholders

Y

DR31

GRC The DRMG should support that stakeholders that need to collaborate have a
05
mutual understanding of each other’s goals

Y

✓

✓

DR32

GRC The DRMG should support coordination and synchronization of systems to
06
ensure efficient collaboration

Y

✓

✓

DR33

GRC The DRMG should support national collaboration in resilience management
07

N

DR34

GRC The DRMG should support a comprehensive response to increase trust
08
between responders and populations

Y

✓

DR35

GRC The DRMG should support clarification of the link between resilience
09
management and other efforts aimed at ensuring continuity

Y

✓

✓

DR36

GRC The DRMG should address potential interdependencies between the different
10
stakeholders and systems

Y

✓

✓
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ID

Concept Requirements
international collaboration in resilience

Y/N

Coverage of Requirements by Concept Cards
2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 6.1 7.1

DR37

GRC The DRMG should support
11
management

DR38

GRC The DRMG should support the establishment of a common terminology
12
concerning resilience management across stakeholders

Y

DR39

GRC The DRMG should address development of plans for immediate response as
13
part of resilience management

Y

DR40

GRC The DRMG should address the public’s key needs, especially of vulnerable
14
groups, to achieve resilience management

Y

DR41

GRC The DRMG should address planning for resilience management based on
15
routine practices

Y

DR42

GRC The DRMG should support maintenance of national operational contingency
16
plans that describe the responsibilities of the involved stakeholders

Y

DR43

GRC The DRMG should address trust in leaders and authorities
17

Y

✓

✓

DR44

GRC The DRMG should support taking unique characteristics of the community
18
into account in resilience management

Y

✓

✓

DR45

GRC The DRMG should support the use of resilience management support systems
19
as a part of everyday practices

Y

✓

DR46

GRC The DRMG should be easily adaptable to both expected and unexpected
20
events (all-hazard approach)

Y

✓

DR47

GRC The DRMG should support the users to adjust procedures during crises to the
21
changing reality

Y

✓
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ID

Concept Requirements

Y/N

Coverage of Requirements by Concept Cards
2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 6.1 7.1

DR48

GRC The DRMG should support flexibility in resilience management beyond
22
adherence to procedures

Y

DR49

GRC The DRMG should support compliance with rules and regulations in resilience
23
management

Y

DR50

GRC The DRMG should support evaluating and revising procedures and checklists
24
continuously

Y

DR51

GRC The DRMG should support design of procedures that address various
25
magnitudes and complexities of events

Y

DR52

GRC The DRMG should be clear and non-judgmental
26

Y

DR53

GRC The DRMG should support development of checklists that define how work
27
should be performed during a degraded mode of operation

N

DR54

GRC The DRMG should specify the need to conduct joint training exercises to
28
ensure efficient collaboration

Y

DR55

GRC The DRMG should specify the need to train for resilience management
29
routinely

N

DR56

GRC The DRMG should specify the need to define training and exercises in a
30
manner that enables personnel to improvise during the handling of situations
when required

Y

✓

DR57

GRC The DRMG should address different magnitudes of emergencies, disasters and
31
crises in training programs

Y

✓

DR58

GRC The DRMG should support design of scenario-based exercises to prepare for
32
worst-case scenarios

N
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ID

Concept Requirements

Y/N

Coverage of Requirements by Concept Cards
2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 6.1 7.1

DR59

GRC The DRMG should support development of education programs that focus on
33
resilience management

N

DR60

GRC The DRMG should address critical infrastructure needs in resilience
34
management

Y

DR61

GRC The DRMG should support development and maintenance of alternative
35
working methods in case of system failures

N

DR62

GRC The DRMG should advocate the use of standards to ensure secure and reliable
36
information systems

N

DR63

GRC The DRMG should specify the need to develop and maintain alternative
37
technological back-up systems in case of system failures

N

DR64

GRC The DRMG should support the incorporation of advanced technologies into
38
resilience management

N

DR65

GRC The DRMG should specify the need to inform the public of emergency
39
procedures so that citizens can react appropriately

Y

DR66

GRC The DRMG should support development of proactive procedures through
40
transparency (open dialogue) and risk communication

Y

✓

DR67

GRC The DRMG should address the need for supplementary communication tools
41
and methods as part of resilience management

Y

✓

DR68

GRC The DRMG should support that resilience management systems are flexible
42
enough to handle different types of situations

Y

DR69

GRC The DRMG should support balancing resilience management between local
43
and centralized governance

N
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ID

Concept Requirements

Y/N

Coverage of Requirements by Concept Cards
2.1 2.2 2.3 3.1 3.2 4.1 4.2 4.3 6.1 7.1

DR70

GRC The DRMG should support centralizing and managing assistance in order to
44
provide services to a large as possible portion of the population

N

DR71

GRC The DRMG should specify the need to conduct resilience assessments prior to,
45
during and after emergencies, disasters and crises

Y

DR72

GRC The DRMG should support design of tools and methods to monitor readiness
46
to cope with crises

N

DR73

GRC The DRMG should specify the use of joint debriefing sessions to facilitate a
47
shared understanding, reflection and discussion

Y

DR74

GRC The DRMG should support building resilience by applying organizational
48
learning techniques (e.g. log-books, debriefings, after-action reviews)

Y

DR75

GRC The DRMG should support planning for reinforcement of resources in
49
resilience management

Y

DR76

GRC The DRMG should address the best use of available manpower
50

Y

DR77

GRC The DRMG should support development of an overall situation understanding
51
to ensure efficient collaboration

Y

✓

✓

✓

DR78

GRC The DRMG should aim to reduce the impact of crises and disasters
52

Y

✓

✓

✓

DR79

GRC The DRMG should aim to positively impact social and economic stability and
53
sustainability

N.A.

DR80

GRC The DRMG should aim to increase the adaptive capability in service providers
54
and stakeholders of critical infrastructures

Y
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ID

Concept Requirements

Y/N

DR81

GRC The DRMG should aim to improve the efficiency and effectiveness of the
55
response of service providers and stakeholders of critical infrastructures to
expected and unexpected crises

Y

DR82

GRC The DRMG should address the following activities: Anticipate, Monitor,
56
Respond and Adapt, Learn and Evolve

Y

DR83

GRC The DRMG should address methods and concepts to assess resilience
57

Y

DR84

GRC The DRMG should include solutions for appropriate interactions with rescuers
58
and the public

Y

DR85

GRC The DRMG should facilitate the communication between policy makers and
59
first responders when dealing with emergencies

Y

DR86

GRC The DRMG should support the ability to design case-specific resilience into
60
risk management operation and procedures

N
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Figure 6: Percentage of Concept Requirements covered by the DRMG

8%

Figure 7: Percentage of Concept Requirements covered by each Concept Card
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3.2 Compliance with Non-Conceptual Requirements
In this section the DRMG are evaluated with respect to the its compliance with a selected set of non-concept
requirements. The evaluation focus on one hand the DRMG as a whole and on the other hand on the
DARWIN WIKI which represent the way some of the Non-Conceptual requirements were put in place to
organise and present the DRMG to the final users.

3.2.1 Evaluation of the DRMG as a whole against non-concept requirements
The largest part of the non-concept requirements applies to the evaluation of individual concept cards (see
chapter 4). However, there is a smaller set of non-concept requirements that the DARWIN evaluation team
considered better suited for the evaluation of the overall DRMG. The Non-Conceptual Requirements
applicable to the DRMG level are presented and briefly described below in a tabular format.

Table 9: Level of compliance with a Form Requirement applicable only to a DRMG level
Requirement ID

Form Requirement

DR-05 GRF-05 The DRMG should be presented in a way that takes the target users'
context into account

Compliance
4

(1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
For what concerns the requirement DR-05, the DRMG was evaluated as highly compliant, since the DRMG
were designed to be applicable in the context of critical infrastructures. The Air Traffic Management and
Healthcare adaptations represent two specific target users' contexts that were taken into account by the whole
DRMG. Future development of the DRMG could meet this requirement also in relation to other domains.

Table 10 Level of compliance with Quality Requirements applicable only to a DRMG level
(1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID
DR-11 GRQ 04

Quality Requirement
The DRMG should specify the strength of recommendation

Compliance
2

DR-13 GRQ-06 The DRMG should specify its relation to the EU Risk Assessment and
Mapping Guidelines for Disaster Management

1

DR-14 GRQ-07 The DRMG should be evidence-based

4

DR-15 GRQ-08 The DRMG should contain a training and maintenance package (TMP)
that facilitates the introduction of the DRMG

2

DR-16 GRQ 09

The DRMG TMP should contain a plan how the DRMG should be
updated

1

DR-17 GRQ 10

The DRMG TMP should include a plan for wide dissemination among
users

1

Considering the requirement DR-11/GRQ-04 “The DRMG should specify the strength of recommendation”,
the DRMG is not compliant since is not directly prioritizing among different recommendations. This is
because the DARWIN Consortium decided, instead, that the DRMG structure should have allowed the final
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users to focus on what they consider more relevant for their aims, by providing a structured
“implementation” of the card, instead of providing strength of recommendations. To support the user
navigation and selection of the most relevant content, it was decided to organise the DRMG in different
sections (e.g. actions, methodologies, practices and examples) and to provide the most relevant content based
on the phases of the crisis/emergency/contingency that the user is considering (i.e. Before / During / After).
This structure was considered to overcome the limitation of providing a generic “strength of individual
recommendations”. In fact, the strength of each recommendation is considered highly dependent to the
specific context in which the CC principles and actions would be implemented, while supporting the user to
focus on the more appropriate actions, methodologies, practices in the Before / During / After phases was
considered more useful for the final user in selecting and implementing the DRMG.
As for DR-13/GRQ-06 “The DRMG should specify its relation to the EU Risk Assessment and Mapping
Guidelines for Disaster Management”, The requirement DR-13/GRQ-06 stat that the DRMG should specify
its relation to EU Risk Assessment and Mapping Guidelines for Disaster Management (SEC(2010) 1626
final). The DRMG do not explicit specify such a relationship. These EU guidelines contains their own
definition of resilience and it is unclear whether this definition is in line, alternatively compatible, with the
DARWIN definition of resilience. The EU guidelines are centred on single-risk, multi-risk and cross-border
dimension of risk assessment. The DRMG does not contain any prerequisites or limitations that would
disqualify its use for such assessments. The individual concept cards in many cases specifically highlight
their applicability on inter-organizational, cross-sectorial and multi-hazard settings. However, the concept
cards do not state how they relate to the processes and methods of national cross-border risk assessment,
mapping and evaluation. For instance, it could be argued that the DRMG are complementary to the
guidelines as they focus on risks that are unknown or difficult to map and assess.
Concerning DR-14/GRQ-07 “The DRMG should be evidence-based”, the basis for the DRMG is the
extensive literature review conducted in DARWIN WP1 (D1.1). Each concept cards tackle different
resilience related concepts exemplified with practices thus the effect of these practices can not be evaluated
empirically within the time-framework of the DARWIN project. However, the evidence of the perceived
impact of each card tested during the pilot cases and analysed by the DCoPs is reported in chapter 4 and
Appendix C.2.
As for DR-15/GRQ-08 “The DRMG should contain a training and maintenance package (TMP) that
facilitates the introduction of the DRMG”, the DRMG does not contain an explicit training and maintenance
package (TMP). To fully understand the concepts introduced in the DRMG most users (e.g. decision makers
and policy makers) would likely benefit from having TMP or a set of TMPs available. Such a TMP would
likely include lectures, courses and workshops. The deliverable D.4.3 contains examples of how one or
several concepts card can be implemented together by means of a TMP. It gives a hint on what kind of TMPs
might be necessary. The approach used during DCoP workshops on how to implement the concept cards
could also serve as an example of a process of how to develop TMPs. There are plans to, in future, provide
such TMPs through DCoP. There is no formal decision nor process for the development and delivery of
TMPs.
As for DR-16/GRQ-09 “The DRMG TMP should contain a plan how the DRMG should be updated”, the
updating of the DRMG is intended to be based on utilisation of crowdsourcing through a WIKI-based
platform. Through the platform, currently provided by DARWIN, an active DCoP have the means of
contributing to keeping the DRMG updated. Ideally, a committee populated by DCoP members would take
the responsibility of coordinating the joint effort of developing and maintaining the DRMG, as well as
performing quality assurance. Achieving sufficient crowdsourcing through the DCoP is not possible during
the timeframe of DARWIN. This is challenged by the fact that individual organizations will likely need
individual adapted TMPs. This stands in conflict with the approach chosen for updating the DRMG.
Updating of the DRMG might likely need to be separated from the TMP. Even in the case of separating
updating of the DRMG from the TMP, the need of and the requirement on having a plan for updating still
remains.

The research leading to these results has received funding from Horizon 2020, the European Union's
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Finally, regarding requirement DR-17/GRQ-10 “The DRMG TMP should include a plan for wide
dissemination among users”: while the DRMG do not contain a specific TMP, DARWIN project have
through the creation of a DCoP established a dissemination channel towards decision makers and policy
makers. Further dissemination within individual organizations is governed by the needs of the organization
and their individual TMPs. Such dissemination plan is described in the dedicated deliverables (e.g.
DARWIN Deliverable D6.7) rather than in the DRMG.

Table 11 Level of compliance with Target Requirements applicable only to a DRMG level
(1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Target Requirement
Requirement ID
DR-21 GRT-04 The DRMG target users are policy-making (European, national, regional,
organisational), managerial, and operational roles, at infrastructure
operators, service providers and related stakeholders, who have
responsibility for critical infrastructures that might be affected by a crisis,
as well as the public (community members, municipalities, voluntary
services, and other recognised services and legal entities that can act by
mandate) and media (regarding communication to general public during
response, use of social media, and mass communication)

Compliance

4

DARWIN main target users are management levels, such as decision makers and policy makers. This is
based on the fact that implementation of methods, processes and guidelines in organizations follows
dedicated methods and sign-off procedures before these are used. In order not to end up in a conflict with
organizations’ methods and procedures it should not be explicitly stated that the target users of the DRMG
are for instance front line operators. The target users of the final set of DRMG is defined in the DARWIN
WIKI (Ref: DRMG approach, principles and objectives) as “policy makers, decision makers and managers at
different levels in an organization” that will indirectly affect front-end operators, the publics and the media.

Table 12 Level of compliance with Process Requirements applicable only to a DRMG level
(1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID

Process Requirement

Compliance

DR-24 GRP-01 The DRMG should contain a description of the DRMG’s development
process

1

DR-25 GRP-02 The DRMG should contain a description of the DRMG’s evaluation
process

1

DR-26 GRP 03

The DRMG should facilitate implementation activities towards adherence
to the DRMG

2

The DRMG development and evaluation process is described in the DARWIN deliverables D2.1, D2.2,
D2.3, D2.4, D4.1, D4.2, D4.3, but it is not included in the DARWIN WIKI nor in a format easy to
understand for the target user. It has been highlight during DARWIN WP1 that such knowledge is relevant.
During implementation of DRMG on a nationwide scale such information is expected to be of high
importance. The DARWIN deliverables are not likely to be accessible to the end users. Moreover, these
deliverables prerequisites certain knowledge of the project to understand them.

The research leading to these results has received funding from Horizon 2020, the European Union's
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As for process requirement DR-26/GRP-03 “The DRMG should facilitate implementation activities towards
adherence to the DRMG” If this requirement is interpreted as "Feasibility" of the DRMG as a whole, it could
be difficult to evaluate, since it is strongly dependent on the specific contexts of applications (as for previous
requirements DR-05, DR-11). This requirement is thus partially covered by the evaluation on "Feasibility" of
each CC performed during the pilot exercises, DCoP Workshops and “small scale evaluation” for the
"Perceived Impact of the Card" (Chapter 4.2). In addition, specific consideration on the implementation costs
of the DRMG are addressed in chapter 6.3 of the present deliverable.

3.2.2 Evaluation of the DARWIN WIKI
The DARWIN WIKI is dedicated for presenting the DRMG for the target users and is therefore evaluated
with respect to the form requirements [7]. During DARWIN members of the DCoP have had access to the
DARWIN WIKI. In 2018 a webinar was held to demonstrate to and evaluate the DARWIN WIKI by DCoP
members. The actual evaluation had the form of a questionnaire answered by the webinar participants.

3.2.2.1 Participating population
The questionnaire was answered by 17 participants, however 6 of them did not visit the DARWIN WIKI
before the webinar, which means that they had no actual personal experience of using the DARWIN WIKI.
The answers from these participants were therefore considered as less reliable and are thus not reported. This
means that only the answers from the 11 participants that actually visited the DARWIN WIKI and tested it
before the webinar are presented below. However, one of these participants did only answer three of the
questions (easy to navigate, being directed by links, and complexity), which means that the means of the
remaining questions are calculated from 10 participants. The distribution of how many times these
participants had visited the DARWIN WIKI before the webinar is presented in Table 13.
Table 13. Distribution of how often the participants had visited the DARWIN WIKI.
Number of visits

Number of participants

Less than 2 times

3

3 to 5 times

6

More than 10 times

2

The participants represented different domains of critical infrastructure. Of these healthcare was the most
frequently represented (Table 14).
Table 14. Distribution of the domains of critical infrastructure represented by the participants.
Domain

Number of participants

Healthcare

5

Air Traffic Management

2

Communication and Information Technology

1

Energy

1

Public Services

1

Other

1

The research leading to these results has received funding from Horizon 2020, the European Union's
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Most of the participants worked in organizations that operated at the regional and national level (Table 15).
Note that one participant did not report organizational level, which means that number of participants in
Table 15 sums to 10.

Table 15. Distribution of organizational level represented by the participants.
Organizational level Number of participants
Regional

4

National

3

Local

2

International

1

The participants represented 7 different countries: Belgium, Ireland, Israel, Slovenia, and USA. In two cases,
there was more than one participant per country, 3 from Italy and 2 from Sweden. Note that one participant
did not report national belonging, which is the reason why this enumeration sums to 10 participants.

3.2.2.2 Results of the questionnaire
The questionnaire about the DARWIN WIKI contained nine questions formulated as propositions to which
the participants were asked to rate their degree of agreement on a scale from 1 to 5 (Totally disagree –
Completely agree). For clarity of presentation, the propositions are slightly formulated and given in
interrogative form in the presentation below.
The contents of the DARWIN WIKI were assessed by three questions: (1) How easy the content on the
DARWIN WIKI was easy to understand? (2) To which extent the content of the DARWIN WIKI met the
expectations? (3) If the expected content was found in the DARWIN WIKI?
The mean ratings of all three questions were about four, and for the two questions about expectations even
slightly above four (Figure 8). This indicates a relatively high satisfaction with the contents in the DARWIN
WIKI.

Totally Disagree

Totally Agree

Content
5
4
3
2
1
Content easy to
understand

Content met
expectations

Found expected
content

Future use

Figure 8. Mean and standard deviation of the participants’ ratings of the content of the DARWIN
WIKI.
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Navigation of the DARWIN WIKI was evaluated by three questions: (1) How easy it was to navigate
through the different pages? (2) If the links directed the participants to the contents that they expected to
find? (3) How easy it was to hide/expand the text in order to access additional content?
The mean ratings of all three questions were about four, and the question about how easy it was to navigate
was even slightly above four (Figure 9). This indicates that the participants considered navigation of the
DARWIN WIKI as relatively easy

Totally Agree

Navigation
5

4

Totally Disagree

3
2
1
Easy to navigate

Being directed by links Easy to hide/expand text

Figure 9. Mean and standard deviation of the participants’ ratings of navigation of the DARWIN
WIKI.
The experienced difficulty of using the DARWIN WIKI was evaluated by two questions: (1) If it was
experienced as unnecessary complex? (2) If it the participants believed that they would need support to be
able to use it in the future?
The mean ratings of both questions were below two (Figure 10). Since low ratings on these questions meant
low difficulty, this indicates that the participants found the DARWIN WIKI as very easy to use.
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Totally Agree

Difficulty of use
5
4

Totally Disagree

3
2
1
Complexity

Need of support

Figure 10. Mean and standard deviation of the participants’ ratings of difficulty of using the DARWIN
WIKI.
The participants were also asked about the likelihood that they would use the DARWIN WIKI in the future.
The mean rating of this question was 4.7 (standard deviation = 0.6), which indicates a very high likelihood
that the participants will use it in the future.
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4 Results at Concept Card Level
4.1 Evaluation against Non-Conceptual Requirements
This section presents the aggregated results achieved when evaluating individual CCs against the nonconceptual requirements, i.e. the Form Requirements, Quality Requirements, Process Requirements, Target
Requirements, and Context Requirements. As mentioned before, only part of the requirements is considered
applicable at CC level [9]. Out of a total of 32, there are 15 requirements considered not applicable,
including all the three Process Requirements. For such requirements there was no score being assigned. As
for the Concept Requirements, also in this case the evaluation is based on expert judgment by the DARWIN
evaluation team.
The diagram in Figure 11 highlights the level of compliance of individual CCs against all Non-Conceptual
Requirements, considering the average score achieved when considering all categories of requirements. As
one could observe, out of 10 CCs being evaluated, there are three achieving only a limited compliance (red
histograms), four above the level of partial compliance but with a score lower than 3,5 (yellow histograms)
and three above the level of 3.5 (green histograms), with only one reaching the score of 4 (i.e. the CC on
“Communication with the Public”). None of the CCs achieves a full compliance.

Figure 11: Level of compliance of individual CCs against all Non-Conceptual Requirements
The radar chart in Figure 12 shows the level of compliance of all the CCs against four different categories of
requirements, i.e. all the Non-Conceptual ones, except for the Process Requirements that have been
considered not applicable. It is possible to observe that in average the level of compliance with quality
requirements is only partial (score 3.1), while the level of compliance with the other three categories is
remarkably higher, but sill in a range between 3.4 and 3.6.
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Figure 12: Level of compliance of all the CC against four categories of Non-Conceptual Requirements

The following subsections present the details of the scores achieved by each CC for each individual
requirement. Each subsection focus on a different group of Non-Conceptual Requirements as follows:






Section 4.1.1: Form Requirements
Section 0: Quality Requirements
Section 0: Process Requirements (not applicable)
Section 4.1.4: Target Requirements
Section 4.1.5: Context Requirements

Each subsection clarifies which requirement within a specific group were not considered applicable and
explains why. Then it presents a table summarizing the score achieved (in range between 1 and 5) by each
card for each individual requirement and the resulting average score for the specific category of
requirements. Section 0 represents an exception, since all the Process Requirements have been considered
not applicable. While, for further information on the rationale of each scoring, the reader should refer to
Appendix B (“Assessment of Compliance with Non-Conceptual Requirements for each Concept Card).

The research leading to these results has received funding from Horizon 2020, the European Union's
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4.1.1 Form Requirements
The compliance with DARWIN Form Requirements established at the beginning of the DARWIN project
[7], are reported in Table 16.
In this group, 2 requirements out of 7 that have not been considered fully applicable.
The requirement DR-05/GRF-05 “The DRMG should be presented in a way that takes the target users'
context into account” is too difficult to apply to the CCs without contradicting other important requirements
referring to the flexibility and adaptability of the CCs to different situations (e.g. DR-23/GRT-06 or DR-87GRX-01). These latter requirements were considered as a priority during the development of the DRMG and
it was accepted the principle that the CCs cannot take into account each possible target user’s context. On the
contrary it was agreed that the CCs should specify among their contents which contextual factors will make
the CC either more difficult or easier to implement. The requirement DR-07/GRF-07 “The DRMG should
incorporate innovative uses of social media techniques in real-time management of emergencies” was
considered applicable only to the CC 7.1 “Communication with the Public”, which is specifically focussed
on communication and therefore addresses the topic of social media. While it was argued that, the including
this same topic in all CCs would have made it extremely redundant, with no real added value for the overall
DRMG.
For what concern the other applicable Form Requirements, one could observe that the CC 2.1 (“Promoting
Common Ground”) and 2.3 (“Roles and Responsibilities”) are the one reaching the higher level of
compliance (respectively 3.8 and 3.9). While only the CC 3.1 (“Adaptation to Expected and Unexpected
events”) does not achieve at least a partial level of compliance.
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Table 16: Level of compliance with Form Requirements (1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID

Form Requirement
The DRMG should be presented in a form that is understandable for
the target users

Concept Cards
2.1

2.2

2.3

3.1

3.2

4.1

4.2

4.3

6.1

7.1

4.5

3.5

4.5

3.0

2.5

3.0

3.0

3.5

3.0

4.0

DR-01

GRF 01

DR-02

GRF 02 The DRMG should be concisely written

3.5

3.0

3.5

3.0

4.0

3.0

3.5

3.5

4.0

4.0

DR-03

GRF 03 The DRMG should support that the content can be rapidly accessed

3.5

3.0

4.5

3.5

3.0

3.0

3.5

3.0

3.0

4.0

DR-04

GRF 04 The DRMG should be useable as a practical guide

4.0

3.0

4.0

2.0

3.0

1.0

3.0

3.5

3.0

3.0

DR-05

GRF 05

The DRMG should be presented to take the target users' context into
N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
account

DR-06

GRF 06

The DRMG should present alternative means to the ends it
recommends

3.0

3.0

DR-07

GRF 07

The DRMG should incorporate innovative uses of social media
N/A N/A N/A N/A N/A N/A N/A N/A N/A
techniques in real-time management of emergencies

3.0

total

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

3.5

3.8
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3.0

3.0
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4.1.2 Quality Requirements
The compliance with DARWIN Quality Requirements established at the beginning of the DARWIN project,
are reported in Table 17.
In this group, 6 requirements out of 10 that have not been considered fully applicable.
-

-

-

-

-

-

The requirement DR-11/GRQ-04 “The DRMG should specify the strength of recommendation” was
difficult to interpret if considered at the level of individual CCs. Actually, a CC could convey more
recommendations on the way to increase resilience, but none of the CCs are prioritizing among
different recommendations. This is considered highly dependent to the specific context in which the
CC principles and actions are implemented.
The requirement DR-13/GRQ-06 “The DRMG should specify its relation to the EU Risk Assessment
and Mapping Guidelines for Disaster Management” is considered as covered in the section “DRMG
approach, principle and objective” of the DARWIN WIKI, with no need to specify such relation in
each individual CC.
The requirement DR-14/GRQ-07 “The DRMG should be evidence-based” can only be assessed by
the people who took part in the WP1 literary review. Since these people are not fully represented in
the DARWIN evaluation team, it was agreed that a precise verification of this aspect was not
achievable and could only be guaranteed by the developers of each individual CC in the context of
DARWIN WP2.
The requirement DR-15/GRQ-08 “The DRMG should contain a training and maintenance package
(TMP) that facilitates the introduction of the DRMG” was not considered applicable, since none of
the CCs come with a training package except for CC 3.2 and 4.2, for initiative of respectively
SINTEF and BGU. However, such training packages have not been developed on purpose for the
CCs and such CCs do not illustrate the specific contents addressed in the training.
The requirement DR-16/GRQ-09 “The DRMG TMP should contain a plan on how the DRMG
should be updated” is not specifically addressed by any concept card. The DARWIN WIKI as a
whole envisages such possibility, with a set of specific functionalities but does not specify a plan for
updating the guidelines.
The requirement DR-17/GRQ-10 “The DRMG TMP should include a plan for wide dissemination
among users” is not satisfied by any of the CCs.

When looking at the applicable Quality Requirements, one could observe that the CCs 2.1 “Common
Ground” and 4.3 “Noticing Brittleness” are the two reaching the higher level of compliance (respectively 3.9
and 4.3). While there are five CCs (2.2, 2.3, 3.1, 3.2, 4.1) not achieving at least a partial level of
compliance).
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Table 17: Level of compliance with Quality Requirements (1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID

Quality Requirement

Concept Cards
2.1

2.2

2.3

3.1

3.2

4.1

4.2

4.3

6.1

7.1

DR-08 GRQ 01 The DRMG should include an explanation of the purpose of the
guideline

5.0

3.5

5.0

3.5

4.0

3.0

2.5

3.0

2.0

4.0

DR-09 GRQ 02 The DRMG should include definitions / explanations of terms.

3.0

3.0

3.0

2.0

2.0

2.0

4.0

4.5

3.0

4.0

DR-10 GRQ 03 The DRMG should include examples or case studies that illustrate
application of the DRMG

2.5

2.5

1.5

2.0

2.0

3.0

3.0

3.0

2.0

4.0

DR-11 GRQ 04 The DRMG should specify the strength of recommendation

N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

DR-12 GRQ 05 The DRMG should include references to additional sources of
information

5.0

2.0

2.0

2.5

3.0

3.0

3.5

3.0

2.0

5.0

DR-13 GRQ 06 The DRMG should specify its relation to the EU Risk Assessment and
N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
Mapping Guidelines for Disaster Management
DR-14 GRQ 07 The DRMG should be evidence-based

N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

DR-15 GRQ 08 The DRMG should contain a training and maintenance package (TMP)
N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
that facilitates the introduction of the DRMG
DR-16 GRQ 09 The DRMG TMP should contain a plan how the DRMG should be
N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
updated
DR-17 GRQ 10 The DRMG TMP should include a plan for wide dissemination among
N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
users
total
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4.1.3 Process Requirements
The compliance with DARWIN Process Requirements established at the beginning of the DARWIN project,
are reported in Table 18. As mentioned before, none of the Process Requirements has been considered from a
DRMG perspective, and not applicable to the individual CCs (see chapter 3.2.1). The first two requirements
in the table below refer to the need to describe respectively the development and evaluation process of the
DRMG. These processes were of course the same for all the CCs, therefore it did not make sense to describe
them at the level of each individual card. While the requirement DR-26/GRP-03 “The DRMG should
facilitate implementation activities towards adherence to the DRMG” appeared difficult to interpret. If
interpreted as a recommendation to ensure the feasibility of the actual implementation, it should be argued
that this is strongly dependent to the specific contexts in which the CC principles and actions will be
implemented. On the other hand, this aspect has been partially covered by investigating the feasibility as part
of the evaluation of the Impact of each specific CC which is presented in the following section 4.2.

4.1.4 Target Requirements
The compliance with DARWIN Target Requirements established at the beginning of the DARWIN project,
are reported in Table 19. In this group, 3 requirements out of 6 have not been considered applicable.
- The requirement DR-19/GRT-02 “The DRMG should include use of social media by emergency
authorities, first responders and the public as part of resilience management” has been considered
applicable only at the overall DRMG level. On the one hand, it is acknowledged that the topic of
social media should be addressed and for this purpose it has been specifically included in the CC 7.1
“Communication with the public”. On the other hand, including this same topic in all CCs would
have made it extremely redundant, with no real added value for the overall DRMG.
- The requirement DR-21/GRT-04 is a very generic one. It appears more as an indication of the
scoping of the topics that the overall DRMG should address. It was therefore considered that it is not
applicable at individual CC level.
- When looking at the applicable Target Requirements, one could observe that the CCs 6.1
“Systematic Management of Policies” and 7.1 “Communication with the Public” are the two
reaching a “High” level of compliance (respective 4.0 and 4.7). Only the CC 3.2 “Adaptation relative
to procedures” does not reach the threshold of at least a “Partial” level of compliance (2.8). All the
other seven CCs score in a range between 3.2 and 3.8.

4.1.5 Context Requirements
The compliance with DARWIN Context Requirements established at the beginning of the DARWIN project,
are reported in Table 20. In this group, only 1 requirement out of 6 has been considered not applicable.
Actually, the application of the requirement DR-92/GRX-06 “The DRMG should be compatible with
relevant laws and regulations” does not appear as a valid criterion to distinguish among different CCs. All
CCs are sufficiently generic to be adaptable to a wide range of possible contexts and sectors, including
different geographical and domain areas, where very different regulations may apply. In addition, the CCs
are generally proposing different types of implementations of the same principles and actions among which it
is possible to choose the ones that are compatible with the applicable regulations. Finally, it is worth noting
that the topic of the compatibility with existing regulation is addressed as part of the evaluation of the Impact
of each specific CC, which is presented in the following section 4.2.
When looking at the applicable Context Requirements, one could observe that the CCs 2.1 “Promoting
Common Ground” and 2.2 “Establishing Network” are the two reaching a “High” level of compliance
(respective 4.0 and 4.2). Three cards – namely the CCs 3.1, 3.2, 4.1 - do not reach the threshold of at least a
“Partial” level of compliance. The remaining five cards score in a range between 3 and 3.8. The evaluation
against the requirement DR-89/GRX 03 “The DRMG should specify the relationship to other related
guidelines” is the one with the worst effect on the level of compliance of the cards. Actually, six of the CCs
score only 1.0 (No compliance) with respect to this requirement, showing that the illustration of the
relationship of these CCs with others CCs require major improvements.
The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Table 18: List of Process Requirements (not applicable at CC level)
Requirement ID

Concept Cards

Process Requirement
2.1

2.2

2.3

3.1

3.2

4.1

4.2

4.3

6.1

7.1

DR-24

GRP 01

The DRMG should contain a description of the DRMG’s development process

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DR-25

GRP 02

The DRMG should contain a description of the DRMG’s evaluation process

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DR-26

GRP 03

The DRMG should facilitate implementation activities towards adherence to the
DRMG

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Table 19: Level of compliance with Target Requirements (1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID

Target Requirement

Concept Cards
2.1

2.2

2.3

3.1

3.2

4.1

4.2

4.3

6.1

7.1

DR-18

GRT 01

The DRMG should specify the targeted scope

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DR-19

GRT 02

The DRMG should include use of social media by emergency authorities, first
responders and the public as part of resilience management.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DR-20

GRT 03

The DRMG should address specific users

3.0

3.0

4.0

3.5

2.5

4.0

2.5

2.5

4.0

4.0

DR-21

GRT 04

The DRMG target users are policy-making, managerial, and operational roles, at
infrastructure operators, service providers and related stakeholders, who have
responsibility for critical infrastructures that might be affected by a crisis, as well
as the public and media (regarding communication to general public during
response, use of social media, and mass communication)

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DR-22

GRT 05

The DRMG should be adapted to specific domains (health care and ATM),
including guidelines for its application

3.0

3.0

4.0

3.0

1.5

1.0

3.0

4.0

3.0

5.0

DR-23

GRT 06

The DRMG should be applicable to generic kinds of crises

4.5

3.5

3.5

4.5

4.5

4.0

4.0

5.0

5.0

5.0

3.5

3.2

3.8

3.7

2.8

3.0

3.2

3.8

4.0

4.7

total

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Table 20: Level of compliance with Context Requirements (1=No Compliance; 2=Limited; 3=Partial; 4= High; 5=Full Compliance)
Requirement ID

Context Requirement

Concept Cards
2.1

2.2

2.3

3.1

3.2

4.1

4.2

4.3

6.1

7.1

DR-87 GRX 01 The DRMG should be flexible and adaptable to local conditions

4.0

4.0

4.0

3.5

3.5

3.0

4.0

4.5

3.0

4.0

DR-88 GRX 02 The DRMG should facilitate the coordination of interdependent
organisations

4.5

4.5

4.5

3.0

3.0

2.0

2.5

2.5

3.0

4.0

DR-89 GRX 03 The DRMG should specify the relationship to other related guidelines

3.5

4.5

3.0

1.0

1.0

1.0

1.5

1.0

1.0

1.0

DR-90 GRX 04 The DRMG should facilitate the user in checking and explaining the
adherence to the DRMG

3.0

4.0

3.0

2.0

2.0

2.0

3.0

2.5

3.0

4.0

DR-91 GRX 05 The DRMG should be written as non-mandatory advice

5.0

4.0

4.5

5.0

4.5

5.0

5.0

5.0

5.0

5.0

DR-92 GRX 06 The DRMG should be compatible with relevant laws and regulations

N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A

Total

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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4.1.6 Cards highly compliant with Non-Conceptual Requirements
The radar charts below highlight the level of compliance with the different groups of Non-Conceptual
Requirements of the three CCs reaching the higher level of compliance. The CC 7.1 “Communication with
the Public” has the best performance, but requires improvements with respect to Form and Context
Requirements. The CC 2.1 “Promoting Common Ground” performs quite homogeneously with respect to all
categories, but requires improvements with respect to Target Requirements. The CC 2.3 “Understanding
Roles and Responsibilities” require important improvements with respect to Quality Requirements.

Figure 13: Radar charts of three CCs highly compliant with Non-Conceptual Requirements

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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4.1.7 Cards partially compliant with Non-Conceptual Requirements
The radar charts below highlight the level of compliance with the different groups of Non-Conceptual
Requirements of four CCs showing a partial level of compliance. The CC 4.3 “Noticing Brittleness” has the
best performance, but requires important improvements with respect to Context Requirements. The CC 4.2
“Identifying Sources of Resilience” is partially compliant with respect to all categories. The CC 2.2
“Establishing Networks” has a high level of compliance only with respect to Context Requirements and
require important improvements with respect to all the other categories. Finally, the CC 6.1 “Systematic
management of Policies” has a high level of compliance with respect to Target Requirements, but require
important improvements with respect to Form and Context Requirements and major improvements with
respect to Quality Requirements.

Figure 14: Radar charts of four CCs partially compliant with Non-Conceptual Requirements

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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4.1.8 Cards showing limited compliance with Non-Conceptual Requirements
The radar charts below highlight the level of compliance with the different groups of Non-Conceptual
Requirements of three CCs showing a limited level of compliance. The CC 3.1 “Adapting to expected and
unexpected events” has a level of compliance higher than partial only with respect to Target Requirements.
The CC 3.2 “Adapting plans and procedures during crises” reaches the level of partial compliance only with
respect to Form Requirements. The CC 4.1 “Assessing Community Resilience” reaches the level of partial
compliance only with respect to Target Requirements.

Figure 15: Radar charts of three CCs showing a limited level of compliance with Non-Conceptual
Requirements

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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4.2 Evaluation of Perceived Impact of each Concept Card
As mentioned in Chapter 2.6.3, the CCs have been evaluated also with respect their perceived impact in
improving resilience capabilities, taking into account the feedback collected from the resilience practitioners
in all the different evaluation exercises. The direct feedback was collected after the evaluation activities with
the practitioners in the context of Pilot Exercises, the small scale evaluation and in the 3nd DCoP Workshop,
via questionnaire (see Appendix C.1) and organized around four items, that corresponded to the following
four questions:
-

Effectiveness: “To what extent the Concept Card is perceived to contribute to the improvement of
resilience capabilities?”
Need: “To what extent the purpose of the Concept Card is acknowledged as necessary by resilience
practitioners?”
Compatibility: “To what extent the Concept Card is considered compatible with already existing
practices?”
Feasibility: “To what extent the implementation of the Concept Card is considered realistic?”

For each CC and in relation to each item, the achieved scoring was measured with a 5-point Likert Scale,
with the following values: “1 - Totally Disagree”, “2 - Partially Disagree”, “3 - Neither agree nor disagree”,
“4 - Partially Agree”, “5 - Totally agree”.
All the raw data coming from the different sources of evidences are reported in Appendix C.2. The following
Figure 16 shows the overall impact achieved by each CC considering the average values among the scores
obtained for each of the four indicators. As one can observe, all the CCs obtain results in a range between
3.54 and 4.34. None of the CCs achieves the maximum value of 5 (Totally Agree) and none of them scores
below 3.0 (Neither agree nor disagree).

Figure 16: Perceived impact achieved by each Concept Card, according to the final users’ feedback
Five CCs (green histograms) score higher than 4 (Partially Agree), i.e. 2.1 - Promoting Common Ground,
2.2 Establishing Network, 2.3 Understanding Roles and Responsibilities, 3.1 Adapting to expected and
unexpected events, Noticing Brittleness. The other 5 CCs (yellow histograms) are less positively evaluated
but still reaching a certain level of agreement in terms of their impact.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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If comparing such results with the evaluation against Non-Conceptual Requirements, one may argue that
some of the less positive outcomes are associated with the lower level of compliance to aspects such as
Form, Quality and Context Requirements. In other words, it is likely that improvement on these latter aspects
will make the CCs easier to understand, improving the perception of their potential in supporting the
improvement of resilience capabilities. Remarkable exceptions to these trend are the CC 3.1 “Adapting to
expected and unexpected events” and the CC 7.1 “Communication with the Public”. The first card achieves a
high level of impact, despite scoring quite low when evaluated against Non-Conceptual requirements. This
appears as confirmation that the topic of the card is considered very relevant by the practitioners, who are
eager to be supported on the topic of unexpected events, although they may experience difficulties in fully
understanding the contents of the CC. The second card, on the contrary, scores remarkably below the level 4
in terms of impact, despite being the best performing CC in terms of compliance with Non-Conceptual
Requirements. This can be explained with the fact that communication is still considered a topic for
specialists, often not perceived as core element of crisis management by the practitioners. Therefore, many
respondents not specialized in communication may have underrated the need and feasibility of the actions
and principles proposed by this CC.
If we look at the overall DRMG, without distinguishing between different CCs, we do not observe any
remarkable unbalance among the four items. In average the Cards score a level 4 (Partially Agree) in relation
to Effectiveness, Need, Compatibility and Feasibility (see Figure 17).

Figure 17: Perceived impact of the overall DRMG with respect to the four items
However, differences are apparent if we look at how each CC scored in relation to the four items. A
summary of all the achieved results in available in Table 21, in the following page.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Table 21: Individual scores achieved by each CC with respect to the four impact items
(1- Totally Disagree, 2 - Partially Disagree, 3 - Neither agree nor disagree, 4 - Partially Agree, 5 - Totally agree).
Perceived Impact
EFFECTIVENESS
NEED
COMPATIBILITY
FEASIBILITY

2.1

2.2

2.3

Concept Cards
3.1 3.2 4.1 4.2

4.3

6.1

7.1

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.88 3.26 4.09 3.98 3.47 3.63 3.98 4.75 3.67 4.07

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.21 4.79 4.65 4.02 4.06 3.73 3.83 4.42 4.00 3.67

To what extent the CC is considered compatible with already
existing practices?

4.11 4.68 4.11 3.98 3.88 3.77 3.64 4.13 3.17 4.02

To what extent the implementation of the CC mechanism is
considered realistic?

4.51 4.16 3.75 4.05 4.05 3.57 3.50 4.33 3.33 3.81

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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In the following subsections, we analyse how individual cards have performed with respect to the four items.
The results are presented separately for each higher-level thematic areas in which the CCs have ben grouped
in the DARWIN WIKI, that is:
-

Supporting coordination and synchronisation of distributed operations (Theme 2)
Managing adaptive capacity (Theme 3)
Assessing resilience (Theme 4)
Developing and revising procedures and checklists (Theme 6)
Involving the public in Resilience Management (Theme 7).

Other themes have also been identified in the DARWIN WIKI. However, no CCs have been developed so far
for them, so they are not addressed in this context.

4.2.1 Supporting Coordination and Synchronisation of Distributed Operations
The practitioners generally consider the CCs in this group as needed. However, the highest need can be noted
for the CCs 2.2 “Establishing Network” and for the CC 2.3 “Understanding Roles and Responsibilities”.
This can be probably explained with the fact that the other CCs in this group, i.e. 2.1 “Promoting Common
Ground”, is closer to already existing practices and therefore perceived less as less ‘urgent’ compared to the
others. There are training slides for each CC available as a result from WP3. These training slides have not
been evaluated by themselves but have supported the understanding of the CCs to the practitioners.

Figure 18 Performance in terms of the perceived impact of Coordination and Synchronisation CCs
The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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In addition, the practices described in all the CCs are considered feasible, but the CC 2.3 “Roles and
Responsibilities” is scoring less with respect to feasibility. This can be explained with the fact that the
mechanism envisaged by this card is better applied in more structured domains (e.g. aviation), where it is
more likely to have written procedures or polices shared among different organizations. While for less
structured domains (e.g. healthcare), roles and responsibilities reciprocally clarified among different
organizations may actually exist, but they are less frequently established in written procedures. For what
concerns the effectiveness, the CC scoring lower is 2.2 “Establishing Network”, reflecting the fact that a link
established by an organization with other organizations involved in crisis management requires lots of effort
and reciprocal commitment before producing remarkable results. On the other hand, this is CC is considered
more compatible that the others with currently existing practices and therefore relatively easier to implement.

4.2.2 Managing Adaptive Capacity
The two CCs included in this group score very similarly concerning the four items. The only noticeable
difference concerns the Effectiveness, since the CC 3.2 “Establishing conditions for adapting plans and
procedures” is expected to be less effectives than the other is. In fact, this can be explained with the
perception that in crisis conditions plans and procedures are harder to use, even if specific actions have been
put in place to make them adaptable to changing conditions.

Figure 19 Performance in terms of the perceived impact of Adaptive Capacity CCs

4.2.3 Assessing Resilience
The main difference among the three CCs in this group concern the Effectiveness. The CC 4.3 “Noticing
Brittleness” is perceived as the most effective. The CC 4.2 “Identifying Source of Resilience” is in an
intermediate position. While the CC 4.1 “Assessing Community Resilience” is seen as the less effective. The
difference between the first two can be explained with the fact that the focus on problems (i.e. what can go
wrong) is definitely more used in crisis management that the focus on opportunities (i.e. what works well).
Therefore, it is likely that the practitioners feel more confident on the effectiveness of practices they are
more familiar with. While the lower scoring of the third CC is probably associated to the lower level of
compliance of the card with Non-Conceptual Requirements and therefore with the fact that the practitioners
may have found it more difficult to understand.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Figure 20 Performance in terms of the perceived impact of the Assessing Resilience CCs

4.2.4 Developing and Revising Procedures and Checklists
In the current state of the DRMG, this group includes only the CC 6.1 “Systematic Management of Polices”.
Need and effectiveness are perceived as high for this card, which on the contrary is scoring quite low (i.e.
only slightly more than 3) for what concerns the Compatibility and Feasibility. Actually, the mechanism
proposed in the CC is very relevant for improving resilience capabilities, but also quite difficult to apply in
many organizations, without a strong commitment of all the hierarchical levels and a high level of trust
between the managerial levels and the front-end operators, who are using polices and procedure in the real
practice. Therefore, a realistic interpretation could be that the practitioners are generally convinced of the
importance of the actions and principles proposed in the CC, but slightly sceptical on its actual applicability
in many organizational contexts.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Figure 21 Performance in terms of perceived impact of the Card “Systematic Management of Policies”

4.2.5 Involving the public in Resilience Management
As for the previous group, also this resilience theme is covered by one card in the DARWIN WIKI, i.e. the
CC 7.1 “Communication with the Public”. The mechanism proposed by this card is considered as effective,
compatible and feasible, but the CC never reaches high scores as in the evaluation based on Non-Conceptual
Requirements. As mentioned before, this can be explained with the fact that the topics addressed in the CC
are mostly perceived as oriented to communication specialists and not to the generality of people involved in
crisis management. Therefore, it is probably not by chance that the item on which the card is scoring lower is
the Need.

Figure 22 Performance in terms of the perceived impact of the Card “Communication with the
Public”

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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4.3 Evaluation of TRL Maturity Level
The evaluation of the TRL maturity level for each concept card is based on the following three assessments
(see section 2.6.4):




The amount of effort needed to implement the individual concept card at the intended TRL maturity
level.
The TRL maturity level on which the individual concept cards were tested during pilot
implementations.
The direct assessment based on feedback from participants to Pilot exercises and participants of the
DCoP workshops. This assessment has been used for those concept card that have not been
evaluated in the pilots.

The overall results are presented in Figure 23, while the details for each concept cards are presented in Table
22.
In general, the cards that have been successfully implemented for the DARWIN pilots have been able to
reach level 5 and above. Most of the card have been evaluated by the stakeholders up to TRL 7, since the
guideline was evaluated to include resilience management solutions (practice, method, tool, or combination
of them) that were considered sufficiently specified to be successfully integrated and demonstrated in an
actual emergency preparedness exercise.
There are some cases where concept cards were assessed to reach TRL 8. By the stakeholders This is based
on the fact that some organizations that participated to the pilot exercises have applied the content of the
concepts cards even during actual emergencies or as a review guidance for their contingency plan. However,
based on the overall summative and formative evaluation process, the DARWIN Expert judgement team has
considered that the level of maturity should also include all the indexes to produce the overall score, so for
some specific concept cards, a more precise rationale on the TRL has been produced in Table 22.

Figure 23 Overall TRL maturity level assessment for each concept card

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Table 22 TRL Level Rationale for each concept card
Concept Card
2.1

TRL

Rationale

7

The concept card was evaluated in Pilot 2 and Pilot 4. During both pilots
suggested activities (e.g. cross-fertilization workshop) in the “Before a
crisis” were successfully tested in relevant operational environment.
Pilot 2 evaluated the concept card with a single SMAS, while Pilot 4 as
part of a TTX and CPX.

Promoting common
ground for crossorganizational
collaboration in
crisis management

2.2

While the concept card used in the pilot focused only in “Before a crisis”
the suggested activities were for the pilots sufficiently specified to be
integrated and demonstrated in an actual operational environment. In
order to achieve higher Maturity level the card should consider
Recommendation R2-2.2-ITA/SWE to add also “During and After a
crisis” activities that are currently not addressed.
6

Establishing
networks for
promoting interorganizational
collaboration in the
management of
crises
2.3

Implementation for “During a crisis” and “After a crisis” is missing as
well as reference to methodologies. To achieve TRL 7 the card would
need to be complemented with content and methodological support for
“During” and “After” phases.
7

Ensure that the
actors involved in
resilience
management have a
clear understanding
of roles and
responsibilities in
own and other
organizations
involved in the
management of the
crisis
3.1
Enhancing the
capacity to adapt to
both expected and
unexpected events

The concept card was evaluated in Pilot 4. The “Before a crisis” content
was successfully tested in relevant operational environment to large
degree by the means of TTX.

The concept card was successfully tested during Pilot 1, Pilot 3 and Pilot
4. During Pilot 4 the CC was tested corresponding to TRL6, but the
assessment is that there is no hindrance to continue with further
evaluations on TRL 7 and 8. The concept card was tested in different
ways in the pilots: In Pilot 1 as SMAS and CPX; In Pilot 3 as ST, SMAS
and training sessions; and in Pilot 4 as training sessions (WS1 and
WS2), TTX and After Action Review (WS3).
The combined evaluation from the pilots suggest the concept card to be
sufficiently specified to be integrated and demonstrated in an actual
operational environment.

5

Parts of the concept card were successfully tested during Pilot 4 (mainly
the WS1, TTX, and WS2). The mechanisms in the “Before a crisis” is
thus tested in relevant operational environment.
However, the mechanisms suggested for “During a crisis” are a number
of new and difficult concepts (e.g. sacrificing non-essential functions).
Such concepts are rather new for the kind of target user as in pilot 4 and
demand further methods and training concepts in order to be correctly
implemented. In this respect, the concept card lacks in supportive
methods (e.g. the CC does not specify the actions required in the before
crisis to apply those concepts; and it is difficult to link the TQs with the
proposed actions), demanding high level of adaptation to be
implemented and is thus not sufficiently specified to be tested in relevant

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Concept Card

TRL

Rationale
operational environment, such as a CPX.
In order to achieve higher TRL levels the concept card should consider
all the “Critical” and “Important” recommendations provided in Chapter
5 of the present deliverable

3.2

6

Establishing
conditions for
adapting plans and
procedures during
crises and other
events that
challenge normal
plans and
procedures
4.1

The evaluation suggests that the concept card is sufficiently specified to
be integrated and demonstrated in an actual operational environment.
In order to achieve higher TRL levels the concept card should consider
all the “Critical” and “Important” recommendations provided in chapter
5 of the present deliverable
4

Assessing
community
resilience to
understand and
develop its capacity
to manage crises

4.2

The concept card was evaluated in Pilot 4, specifically the CPX, and is
thus tested in relevant operational environment. The suggested
mechanisms were successfully implemented in existing practices used in
training and exercises in crisis management.

The guideline it includes a proposed solution, key terms, roles, tasks and
responsibilities of the solution have been defined and the solution was
sufficiently specified to be tested in dedicated workshops or low-fidelity
simulation sessions, but not in Pilot exercises.
In fact, at the time of planning of evaluation activities the way the CC
was organised could not guarantee a successful implementation in the
pilot activities. Since then and thanks to dedicated session at the DCoP
workshop and WP2 meetings, the card has gone through a re-thinking
that lead to a reshape it in the context of another new CC. For these
reasons it was not possible to reach higher TRL maturity level at the
moment of the writing of the present deliverable. WP2 Deliverable D2.4
will provide further details and explanations.

7

Identifying sources
of resilience:
learning from what
goes well

The concept card was tested successfully in Pilot 2 and Pilot 4. Pilot 2
implemented the concept card as CEAC, while Pilot 4 implemented the
concept card as an integrated part of existing methods of the
participating organisation and included training sessions, TTX, CPX and
After Action Review (WS3). While a fusion with existing methods of
organizations requires adaptations, the evaluation suggests the concept
card is sufficiently specified to be integrated and demonstrated in an
actual operational environment. The concept card thus reaches TRL 7.
The result of the implementation of Pilot 4 has after the pilot concluded
been used in actual emergencies the participating organization with
perceived successful outcome. The concept card is also in the process of
being systematically integrated in procedures and methods by this
organization. For this specific organization the concept card therefore
achieves TRL 8.
However, the result of the implementation of Pilot 2 show that the card
would need to consider the “Important” recommendations that emerged
from the user direct evaluation, before being qualified for direct use in
an actual operational environment.

4.3.

8

The concept card was tested successfully during Pilot 1, 3 and 4. During

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Concept Card

TRL

Noticing brittleness

Rationale
Pilot 4 the concept card was implemented for all three phases (before,
during, after) and as an integrated part of existing methods of the
participating organisation and included training sessions, TTX, CPX and
After Action Review (WS3). While a fusion with existing methods of
organizations requires adaptations, the evaluation suggests the concept
card is sufficiently specified to be integrated and demonstrated in an
actual operational environment. The concept card thus reaches TRL 7.
The result of the implementation of Pilot 4 has after the pilot concluded
been used in actual emergencies the participating organization with
perceived successful outcome. The concept card is also in the process of
being systematically integrated in procedures and methods by this
organization. For this specific organization the concept card therefore
achieves TRL 8. The concerned organization is also analysing the
possibility to implement the concept card on a level corresponding to
TRL 9.

6.1.

6

Systematic
management of
policies involving
policy-makers and
operational
personnel for
dealing with
emergencies and
disruptions

7.1.
Communication
strategies for
interacting with the
public

According to the TRL criteria, the card 6.1 should have been rated at
level 4, since it includes a proposed solution, key terms, roles, tasks and
responsibilities of the solution have been defined and the solution was
sufficiently specified to be tested in dedicated workshops or low-fidelity
simulation sessions, but not in Pilot exercises.
However, since the arrangement of Pilot exercises and before the 3rd
DCoP Workshop, the CC6.1 has been improved by WP2. It was possible
to test the card in the small evaluation session at the 3rd DCoP Workshop
and now it present higher rates on the Requirements and on the
Perceived Impact (Chapter 4.2). Considering these factors, in the
moment of producing an evaluation on the TRL maturity, the expert
judgement of the DARWIN evaluation team thinks that it could be rated
at level 6, since the evidence produced by the DCoP and the lack of very
critical recommendations for improvements suggest that the card is
“sufficiently specified to be tested in a relevant operational
environment” (TRL6).

7

The concept card was successfully tested during Pilot 1 and Pilot 3. The
concept card was tested in different ways in the pilots: In Pilot 1 and 3
using Simulated Meeting among Stakeholders (SMAS) in an actual
operational environment. During these meeting the maturity level was
tested using a CEAC and CEBC interview session involving actual field
expert of communication and managerial levels responsible for the
communication with the public of critical infrastructure in ATM and
HC. The combined evaluation from the pilots proved that the concept
card is sufficiently specified to be integrated and demonstrated in an
actual operational environment. The feedback collected from this direct
applications of the card in the operational field have been organised in
the recommendation for improvements in Chapter 5 of the present
deliverable. As it can see, the suggested recommendation for
improvements are mainly rated as “not critical”, suggesting an already
high maturity level reached by the card.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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5 Recommendations for Improvements
This chapter translates into concrete modification proposals the results of the different parts of the
evaluation. The evaluation made against Conceptual and Non-Conceptual requirements is the first input for
the recommendations, since the latter indicate possible ways to improve the level of compliance with the
requirements. In addition, recommendations are inspired by the analysis of the perceived impact of the
concept cards, as observed in all the different evaluation exercises, including both the scoring assigned to
each CC and the rationale provided by the practitioners in association with their scoring. Finally, the
recommendations are feed by the ICMO analysis, that is by the core part of the qualitative analysis, mainly
based on observation made during the four Pilot Exercises. As for the evaluation, some of the
recommendations apply to the overall DRMG (see Chapter 3.2.1), while the majority of them apply to
individual CCs (see Chapter 4.1).
The recommendations are presented in a tabular format, with each row of the table including the following
elements
-

ID: a recommendation identifier.
Priority: an assessment of the level of priority of the recommendation.
Recommendation: a description of the proposed change to either an element of the DARWIN WIKI
or the contents of a specific CC.

The ID includes different elements to ensure traceability of the way individual recommendations were
produced. The first element is a progressive number (e.g. R1 states for “recommendation one”). The second
element highlights if the recommendation applies to the overall DRMG (DRMG) or to a specific CC (e.g.
2.1, 2.2, 2.3, etc.). The third elements identify the team of DARWIN partners in the evaluation team
proposing the specific recommendation. The code ITA indicates that the recommendation has been proposed
either by DBL, ISS or ENAV or agreed among them. SWE indicates that the recommendation has been
proposed by FOI or KMC or agreed among them. SWE/ITA indicates that the recommendations were
generated after a discussion between at least one representatives per each of the group. This element of
traceability does not have any relevance for the applicability or priority of the recommendation, but it will
useful in the last phase of DARWIN WP2 to facilitate the communication among partners for an easier
evaluation and implementation of the proposed changes.
The Priority of the recommendations is classified based on three categories. CRI states for “Critical”,
corresponding to a recommendation that should be addressed to make sure that the concerned DRMG
element reaches the level of quality and/or maturity expected at the end of the project. IMP states for
“Important”, corresponding to a recommendation that would considerably improve the quality or the
maturity of the concerned DRMG element if implemented, but will not compromise the level of quality or
maturity expected at the end of the project if not implemented. NTH states for “Nice to Have” and describes
a low level of criticality of the recommendation, that may be implemented or not, depending on preferences
by the DRMG developers in WP2.
The Recommendation includes a textual description of the proposed change. It may indicate very precise
actions (e.g. add a reference or include a definition of a term) or more generic statements indicating ways to
improve the content (e.g. “The CC would benefit from clarification of the supportive methods…”). The
description of the recommendation may also include specific pointers to different sources of evidence
highlighting the need for a change. These include pointers to Non-Conceptual Requirements that were not
fully complied with (e.g. DR1 states for DARWIN Requirement 1), feedback collected during the 2nd DCoP
Workshop or pointers to specific Pilot Exercise (e.g. “P1” for Pilot 1 or “P2” for Pilot Exercise 2). For what
concern the Non-Conceptual Requirements a rationale has been indicated every time a CC was scoring to
low in terms of compliance. It can be found, associated to each specific CC and group of Non-Conceptual
Requirements in Appendix B. While information from specific Pilot Exercises can be found in the
assessment of the Perceived Impact of each CC in Appendix C, in the ICMO analysis in Appendix D or
directly in the deliverable D4.3 (Pilots' implementation and evaluation).
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5.1 DRMG Level Recommendations
ID

Priority

Recommendation

R1-DRMGITA

IMP

In the DARWIN WIKI replace the titles "ATM Perspective" with "Air Traffic
Management Perspective" in all CCs, since the non-ATM expert might be
confused by this title and do not recognize it as an adaptation to a specific
domain
[P+].
In case icons or images will be used, it is suggested to include a generic title
(e.g. "Domain Specific Perspective") above the section with the icons, to make
sure that the user will not associate it with the previous text-box, and will
understand that by clicking on the icons, some additional "adapted content" can
be found.

R2-DRMGSWE/ITA

IMP

All concept cards should make sure that core terminology or academic/technical
jargon is defined to facilitate the understanding of the theoretical content for
practitioners. Pay also attention to terms not used in the main body of the card
but only in the adaptations parts. Consider if the use of pop-up or online
explanation is best for the readability (note: when printing the pop-updefinitions are not seen).

R3-DRMGSWE/ITA

CRI

Reference are mixed up in several cards. The ATM and HC references are used
in parallel with the same numbers. In some cased references are missing.
1) References should not be provided in the "Implementation Part", but only in
the other part (tools, methods, practices, additional material...). Note they should
be limited only to the most important, and really focused on the content, and
thus they should provide source of the evidence based (Recommendation R3DRMG-SWE)
2) Each Author should double check the correctness and the presence of the
references
3) The style of the reference should use the WIKI syntax, if possible

R4-DRMGSWE

NTH

To put the card in a consistent context the DRMG could have gained from a
fictive example or scenario that would be used on all the cards. The feedback
generated by the use of Wedgewood scenarios during workshops would have
thus been able the be added to the CC itself. Such a scenario would also enable a
description/exposee of that variations that can occur between different countries
without
limiting
the
card
in
itself.
While it might not be feasible to implement this recommendation on all the
current card, it is an idea to keep in mind for future work.

R5-DRMGSWE

NTH

The distinction between “target users” and “target actors” need to be clearly
defined and implemented throughout the concept cards, and checked against
what stated in the DARWIN WIKI.

R6-DRMGSWE

NTH

Develop a document that contains the description of the development and
evaluation process that is easy to understand for the target user. Integrate this
document into the DARWIN WIKI.
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5.2 Concept-Card Level Recommendations
5.2.1 Recommendations for CC 2.1
Promoting Common Ground
ID

Priority

Recommendation

R1-2.1-ITA

CRI

Provide definition of the term "Dissemination" and "Common Ground" [DR09].

R2-2.1-ITA

IMP

Consider replace "cross-organizational dissemination" with "Information
Sharing Workshops", since Dissemination appears as too unidirectional.

R3-2.1-ITA

IMP

Provide definition of Cross-Fertilization

R4-2.1-ITA

IMP

Include explicit link to CC 2.2 also in the "Implementation" part of the card
[DR-89].

R5-2.1-SWE

IMP

The CC could better explain the context of application (e.g. why and under
what circumstance one organisation should use this card?).

R6-2.1SWE/ITA

CRI

The CC is lacking explanation of how the different phases are connected and is
mainly about the "before a crisis" phase. Add contents also in the generic
DURING CRISIS and AFTER CRISIS parts of the cards, clarifying that the
DURING PHASE applies only to cases of crisis, since they are longer. Just
better explain when common ground is required (R1-2.1-SWE), and add that
AFTER you could evaluate if you may need to do common ground with
someone else (that you were not expecting before a crisis e.g. R2.2.1-SWE).
DURING, add a similar description of the Before phase, but specify that is only
for crisis prolonged over time.

R7-2.1SWE/ITA

IMP

The CC does not explain how to implement the mechanism in a systematic
manner. It is unclear whether the suggested process should be implemented as a
single activity or repeated in cycles. Indicate that the action suggested are
alternatives, and not a sequence.
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5.2.2 Recommendations for CC 2.2
Establishing Network
ID

Priority

Recommendation

R1-2.2-ITA

IMP

Insert references in the "References" field [DR-12].

R2-2.2-ITA

CRI

Clarify the difference between crises and emergencies and its implications: i.e.
emergencies are quicker and need to be addressed in a very short time (e.g.
within hours), while crises are longer and can be managed over a longer time.
In addition to this add contents also in the generic DURING CRISIS and
AFTER CRISIS parts of the cards, clarifying that the DURING PHASE applies
only to cases of crisis, since they are longer.

R3-2.2-ITA

NTH

In ATM perspective part elaborate more on the fact that in the BEFORE
CRISIS phase there might be cases in which there is a need to extend the
network of relationships in response to new regulations.

R4-2.2-SWE

IMP

The rationale (detailed objective) of the intervention is well described. But the
link among the rationale, the proposed process (protocol) and the triggering
questions is unclear and needs to be developed and clarified. It is not evident
that the proposed implementation leads to what is drawn up in the rationale.
From our point of view, it may be rather difficult to achieve what is described
in the rationale with what is proposed in the implementation. This issue could
partly be mitigated by stating that the proposed implementation is just one
contributing part to achieve what is aimed in the rationale. The CC should also
clearly refer to CC 2.3 as the implementation suggested in 2.3 is equally
important for the rationale of CC 2.2. Both CC 2.2 and CC 2.3 address the
same issue from two perspectives and are complementary to each other. When
revising the CC consider which sections that are similar to the CC 2.3 and add
clear references to CC 2.3.

** This recommendation can be superseded by implementing the changes
suggested by the recommendations above (R2 & R3-2.2-ITA)**
R5-2.2SWE/ITA

IMP

The CC does not include an explanation of prerequisites regarding context.
Clarify the context of application (e.g. why and under what circumstance one
organisation should use this card?).

R6-2.2-SWE

NTH

The CC contains no or very few explanations, in terms of methods or tools, of
how to implement the suggested activities in the process. At the same time the
process in its current form could be applied with minimal extra work.

R7-2.2-SWE

NTH

If the CC should be implemented scenario specific, it could be quite resource
and time demanding to apply it on all types of scenarios and all the possible
actors’ constellations. In that case the CC should therefore provide some sort of
guidance on how to identify and prioritize among representative scenarios in
order to select a suitable subset of scenarios on which the CC should be applied.

R8-2.2-DCoP

NTH

In the action list suggested by the card, consider adding in the description of the
step "specify", the importance of determining what other organisations may
need from us and what we could do for them. Consider also adding possible
Triggering Questions to reflect this element [3rd DCoP]
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R9-2.2-DCoP

NTH

Consider including also theories of individual social networking and
formal/informal Culture in determine and establishing network [3rd DCoP]

R10-2.2-SWE

IMP

The adaptations (HC/ATM) of the CC is uneven to each other. In ATM actors
there are some actors with non-obvious connection to ATM (e.g. ERCC, WHO,
IAE). Other United Nations Agencies are also listed twice in the same list.

The research leading to these results has received funding from Horizon 2020, the European Union's
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5.2.3 Recommendations for CC 2.3
Understanding Roles and Responsibilities
ID

Priority

Recommendation

R1-2.3-ITA

IMP

Insert references in the "References" field [DR-12].

R2-2.3-ITA

IMP

Include in the periodic coordination activities the verification of the
communication means to be used for coordination among the different actors
jointly taking part in the management of a crisis/emergency (suggest
differentiation among different types of means, such as point-to-point
communication
tools
and
alarming
systems).
[P1]

R3-2.3-ITA

NTH

Include in the periodic coordination activities the verification of the common
terminology adopted to describe the roles, responsibilities, task,
communication means in order to reduce the risk of misunderstandings among
the
different
actors.
[P1]

R4-2.3SWE/ITA

IMP

The rationale (detailed objective) of the intervention is rather short and needs to
be developed, so that it more clearly connects to the proposed process and
triggering questions in the implementation section. Some of the existing text in
the "BEFORE" section can be re-used to expand the introduction and anticipate
the link with CC 2.2.

R5-2.3SWE/ITA

-

The CC does not include an explanation of prerequisites regarding context.
Clarify the context of application (e.g. why and under what circumstance one
organisation
should
use
this
card?).
** NOTE THIS RECOMMENDATION WILL BE SUPERSEEDED BY
TAKING INTO ACCOUNT R4-2.3-SWE/ITA**

R6-2.3SWE/ITA

IMP

The recommendation to use a Quick Reference Guide (QRG) could be
improved by raising the issue to consider whether it is feasible or not in the
domain
at
hand.
For instance, in the last bullet point in the "BEFORE" add that this is more
convenient for the more structured domains (e.g. Aviation), while it may
become obsolete too quickly in less structured domains

R7-2.3SWE/ITA

NTH

The CC can include references to methods such as Table-top-exercise, which
can be effective in raising awareness of each other roles/responsibilities and
finding the blind spots between organisations. The CC could suggest how to
use such exercises to identify/document the concept raised by the CC.

R8-2.3-SWE

NTH

If the CC should be implemented scenario specific, it could be quite resource
and time demanding to apply it on all types of scenarios and all the possible
actors’ constellations. In that case the CC should therefore provide some sort of
guidance on how to identify and prioritize among representative scenarios in
order to select a suitable subset of scenarios on which the CC should be applied.

R9-2.3-DCoP

NTH

Consider expanding more the potential issue related to roles and responsibilities
when deciding that "the crisis is over" and during the "returning to normal
operations". [3rd DCoP]
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R10-2.3-SWE

CRI

There are presently EU mechanisms and functions that are already in place that
are related to this card, but is not mentioned (e.g. DG Sante / HEOF / SHERcommittee). The card should acknowledge these existing platforms.

R11-2.3-SWE

NTH

The practices stated in the CC are formulated as statements from academic
literature, rather than examples of actual practices. These should be revised to
be formulated in a more relevant way for practitioners. Ideally they should
reference actual practices already place.
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5.2.4 Recommendations for CC 3.1
Adapting to expected and unexpected events
ID

Priority

Recommendation

R1-3.1-ITA

CRI

Add more references in the "References" field [DR-12].

R2-3.1-ITA

IMP

Include explicit link with other CCs (such as with 2.1, 2.3, 4.3, 4.2). see [DR89]

R3-3.1-ITA

NTH

Include Examples or case studies [DR-10]

R4-3.1-SWE

IMP

The interventions (e.g. detailed objectives) needs to be reviewed so they are
achievable with respect to what mechanisms (e.g. implementation or methods)
that are proposed in the CC.
For instance, the implementation is insufficiently described with too little text
explaining in detail what is proposed or intended by the implementations. The
suggested implementations need to be more verbose that simple short
statements. For instance, the implementation "Understanding adaptations in the
operative environment" propose the following implementation: "invest
resources in capturing/clarifying strategies, resources and constrains". There are
no suggestions of implementations beyond this statement. We find it difficult to
understand what is meant by this. The rest of the implementation section is
described in a similar way. To large degree there are only bullet lists with single
word statements, such as "contingency plans, checklists" or "mobilising extra
resources". Almost every actor does that, in one way or another. The short
statements make it very hard to understand what is meant.
The card state that it facilities the development of response plans and strategies.
We have difficulties to see how the CC does that at all.
See Also Recommendations from "R11-3.1-ITA/DCoP" to"R16-3.1-ITA"

R5-3.1SWE/ITA

IMP

The CC does not include an explanation of prerequisites regarding context.
Clarify the context of application (e.g. why and under what circumstance one
organisation should use this card?).

R6-3.1SWE/ITA

CRI

The CC does not describe any mechanisms to be used. The CC should add a
description of the mechanism, to support the understanding of the content in the
different before/during/after phases, and also to support the use of the triggering
questions (TQ).

R7-3.1-SWE

NTH

The CC should make it more transparent how the suggested activates and TQs
are relevant for or affect the concept of adaptations to events. For example, are
buffers mentioned several times, but it is not explained why these are important
and how they can be used for adaptations. References to system coupling,
cascades effects could be used to further support the need for buffers to create
time or room for maneuverer.

R8-3.1-DCoP

NTH

Consider also covering specific adaptation (e.g. for economical, communication
and roles and responsibilities) and/or also consider to split “expected" and
"unexpected" situations in an emergency. [3rd DCoP]
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R9-3.1SWE/ITA

IMP

Consider adding a disclaimer in the "what is needed "section of the card, stating
that the implementation of the card may require the support of resilience
management expert.

R10-3.1-ITA

CRI

Insert thematic areas for the TQ as in all other CCs [DR-01]. Note that this is
valid for Before, During and After.

R11-3.1ITA/DCoP

IMP

In "Before a crisis" (section: Understanding Adaptation) it is unclear how to
define strategies, resources and constrains. It is proposed either to explain it, or
connect these terms to specific TQ, in the following TQ section. [DR-04][3rd
DCoP]

R12-3.1ITA/DCoP

IMP

In "Before a crisis" (section: Building Mechanism) it is unclear how to define
contingency plans and checklist. It is proposed either to explain it, or connect
these terms to specific TQ, in the following TQ section. [DR-04][3rd DCoP]

R13-3.1ITA/DCoP

IMP

In "Before a crisis" (section: Building Mechanism) it is requested to appoint a
specific role in charge of crisis management who should -among other things define the roles and responsibilities of involved actors. However, it is unclear if
these roles are the ones existing during everyday operations or roles specifically
defined for the management of a crisis. This point should be clarified [DR04][3rd DCoP]+S16

R14-3.1ITA/DCoP

IMP

The last three bullet of the "Building Mechanism" section (Integrating buffers in
plans; Anticipating demands; Supporting operations from remote locations) are
not explained and are very difficult to understand in the context of building
mechanism. Either try to explain it, or connect these terms to specific TQ, in the
following TQ section. [DR-04][3rd DCoP]

R15-3.1-ITA

IMP

Consider re-phrasing the sentence: "Managers should be trained in assessing the
situation against prepared-for situations". The understanding of 'prepared-for
situations' is not straightforward.

R16-3.1-ITA

CRI

In "During" and "After crisis" the actions to be performed are expressed only
with not-explained and very short bullet points that are very difficult to
understand.
An explanation for each action should be provided.
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5.2.5 Recommendations for CC 3.2
Adapting plans and procedures during crises
ID

Priority

Recommendation

R1-3.2-ITA

IMP

In the section "Actors targeted by the CC" clarify who are the targeted actors
avoiding the circular explanation (i.e. AC made by people responsible for AC)
and move to a different field of the CC the non-relevant explanation of 'scope'
and 'applicability' [DR-20].

R2-3.2-ITA

IMP

Include explicit link with other CCs (such as with 2.1, 2.3, 3.1, 6.1) [DR-89].

R3-3.2-SWE

NTH

The rationale of the intervention is a bit difficult to follow. The link among the
rationale, the proposed four main blocks and the triggering questions is unclear
and needs to be developed and clarified.

R4-3.2SWE/ITA

IMP

There might be need to provide guidance on how to address the issue of
learning processes and capability development in inter-organizational settings if
these are an important prerequisite for the CCs implementation. For instance,
the "before a crisis" phase is not clear enough on how it should be implemented.
The CC could give guidance on how to achieve the intervention with respect to
implementation "before a crisis" and in which type of crisis this could be done
"during a crisis".

R5-3.2SWE/ITA

NTH

The content of "after a crisis" - intended as a sort of mechanism - is relatively
clear to follow. The CC lacks other explicit mechanisms, that could be
implemented. For instance, the four main blocks might refer different types of
mechanisms to be implemented, thus a synthetic description of the proposed
mechanism could be provided.

R6-3.2-DCoP

NTH

Communication with the "population" is missing: please consider relate to this
aspect (e.g. asking what do population know? what do they need to know?) or
to the CC about the involvement of the public. [3rd DCoP]

R7-3.2SWE/ITA

IMP

Consider adding a disclaimer in the "what is needed "section of the card, stating
that the implementation of the card may require the support of resilience
management expert.

R8-3.2.ITA

CRI

In the Before, During and After there is a missing 'break' in the DARWIN
WIKI syntax, after each title of the numbered list.
Revise the formatting in the DARWIN WIKI in order to clearly distinguish the
description of the actions (in plain text) from the titles of the categories (in
bold).

R9-3.2.ITA

IMP

In the Before, During and After a crisis it is unclear why the categories of
actions are numbered (1-2-3-4). This would be much more clear if a short
introductory text is added ad the beginning of each section, before starting the
section right away with a numbering.
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5.2.6 Recommendations for CC 4.1
N/A since it has been decided to modify the scope of the CC and classify it differently within the Resilience
Themes.

5.2.7 Recommendations for CC 4.2
Identifying Sources of Resilience
ID

Priority

Recommendation

R1-4.2-ITA

CRI

Insert references in the "References" field [DR-12].

R2-4.2-ITA

CRI

Improve the description of "Actors targeted by the concept card" [DR-20]

R3-4.2-ITA

IMP

Include explicit link with CC 4.3 to clarify the differences between Noticing
Brittleness and Identifying Sources of Resilience, and how to choose one or the
other [DR-89].

R4-4.2-SWE

NTH

The intervention of the CC builds upon supportive methods and practices (e.g.
work as imagined, work as done, resilience analysis grid) which have their
origin from the control room and emergency department related research. The
CC would benefit on clarification the supportive methods relate to the
implementation section and regarding the use of such concepts/methods in less
persistent organisations such as voluntary disaster response organizations.
**This recommendation should be discarded, unless some of us, in the
DARWIN Consortium, is aware of additional specific methods to identify
sources of resilience**

R5-4.2SWE/ITA

IMP

The CC does not include an explanation of prerequisites regarding context.
Clarify the context of application (e.g. why and under what circumstance one
organisation should use this card?).

R6-4.2-DCoP

NTH

In the paragraph "during a crisis" consider adding a Triggering question
referring to identification of alternate ways/means of handling a critical
situation. [3rd DCoP]

R7-4.2SWE/ITA

IMP

Consider adding a disclaimer in the "what is needed "section of the card, stating
that the implementation of the card may require the support of resilience
management expert. A systematic wide scale implementation would likely
demand a high level of competence in resilience, the specific domain as well as
organizational development.

R8-4.2-SWE

NTH

In a healthcare perspective, the "work-as-imagined" is difficult to define. A
definition of the terms "work-as-done" and "work-as-imaged" should perhaps
be provided also in the main body of the card.
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5.2.8 Recommendations for CC 4.3
Noticing Brittleness
ID

Priority

Recommendation

R1-4.3-ITA

CRI

Insert References in the "References" field. [DR-12]

R2-4.3-ITA

NTH

Improve the description of "Actors targeted by the concept card", considering that
front-end operators can be involved in noticing brittleness activities (e.g. focus
group or TTX) but are not direct users of the CC, which is more likely to be used
by policy makers and top/middle managers. [DR-20]

R3-4.3-ITA

IMP

Include explicit link with CC 4.3 to clarify the differences between Noticing
Brittleness and Identifying Sources of Resilience, and how to choose one or the
other [DR-89].

R4-4.3-ITA

NTH

Add among the triggering questions of the category "Difficulties to adjust" a
question such as "have we considered all the relevant stakeholders for the
prevention
and
management
of
a
crisis/emergency?".
[P1]

R5-4.3-ITA

IMP

Add a group of triggering questions named "Goal Conflicts" also in the "Before
crisis" part of the card (currently available only in the "After crisis" part of the CC.
[P3]

R6-4.3-ITA

NTH

Add among the triggering questions of the category "lack of information" a
question such as "in case of lack of relevant information to handle the situation,
which protocol can be put in place to gather the missing information?".
[P3]

R7-4.3SWE

NTH

The part with practices would be improved if the referenced practices were further
explained (e.g. explain what "all hands alarm" actually means and how it is used).

R8-4.3SWE

-

The intervention of the CC builds upon supportive methods and practices (e.g.
Cognitive Task analysis) which have their origin from the control room and
emergency department related research. The CC would benefit on clarification the
supportive methods relate to the implementation section and regarding the use of
such concepts/methods in less persistent organisations such as voluntary disaster
response organizations.
**This recommendation should be discarded, unless some of us, in the DARWIN
Consortium, is aware of additional specific methods to noticing brittleness**

R9-4.3SWE/ITA

NTH

The CC does not include an explanation of prerequisites regarding context. Clarify
the context of application (e.g. why and under what circumstance one organisation
should use this card?).

R10-4.3SWE/ITA

NTH

It is unclear which of the suggested methods such as business process modelling,
cognitive task analysis and hazard vulnerability assessment should be selected and
based on what conditions. Likewise, it is unclear what the benefits of using the
suggested methods are. The CC refers to the kind of similar topics as the CC 4.2
(Sources of Resilience), however, suggests completely different sets of methods.
Please clarify, taking into consideration also CC 4.2

R11-4.3-

IMP

Despite the sentence "Build the necessary skills…", consider adding a clearer
disclaimer in the "what is needed "section of the card, stating that the
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SWE/ITA

implementation of the card may require the support of resilience management
expert. A systematic wide scale implementation would likely demand a high level
of competence in resilience, the specific domain as well as organizational
development.

R12-4.3SWE

IMP

In relevant material|Methods|point 2 there is a reference error: "better reference
needed"

R13-4.3ITA

IMP

Propose
to
replace
the
Triggering
Question:
"What assumptions have we made about the availability of resources to respond to
these challenging events?" with "Do we expect situations in which the available
resources may not suffice to respond to a crisis/emergency?"

R14-4.3ITA

NTH

The meaning of the following TQ: "What can we put in place to relieve, lighten,
moderate, reduce and decrease stress or load?" is not completely clear, as it is not
clear if it is referring to individual-level of "reliefs" or rather to organisational
response...

R15-4.3ITA

NTH

We propose to change the order of the thematic areas, in order to facilitate the
fruition of the user, guiding the reasoning on similar thematic areas (e.g. first all
the "Lack of...", then reason on potential conflicts and constrains; then on the
adjustments and limits of the plan). The following order is proposed:
-Lack of Resources (human, technical, material)
-Lack of Information
-Goal Conflicts
-Constraints and Bottlenecks
-Difficulties to adjust
-Limits of mitigation plans

R16-4.3ITA

NTH

The TQ: "Did we sacrifice any goal in a way that reduced our ability to adapt to
certain circumstances?" is not completely clear… add also a reference to the
circumstance that lead to goal sacrifice…

R17-4.3ITA

IMP

Refer also to the term "Contingency Plan" for the ATM perspective
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5.2.9 Recommendations for CC 6.1
Systematic management of policies
ID

Priority

Recommendation

R1-6.1ITA

CRI

Insert references in the "References" field [DR-12].

R2-6.1ITA

CRI

Include explicit link with other CCs (such as with 3.2, 4.2, 4.3) [DR-89].

R3-6.1ITA

IMP

Consider better defining some terms. For instance, what does "Policy" mean is not
defined right away, and it can generate different interpretation (National?
International policy?). [3rd DCoP]

R4-6.1SWE/ITA

IMP

Consider adding a disclaimer in the "what is needed "section of the card, stating that
the implementation of the card may require the support of resilience management
expert.

R5-6.1ITA

IMP

The actions proposed in the cards are grouped in three macro-actions: (a) Policy
Management Process, (b)Policy Assessment, (c) Policy Training and
implementation Support. These macro actions include in turn a set of different
actions. However, this hierarchical structure is used only when introducing the
triggering questions (BEFORE a CRISIS) and not in the previous introductory text,
where the different actions should in principle be described. Actually in the section
preceding the TQs only the first macro-level is very briefly explained, while the
individual actions are not described nor explicitly presented. The reader can only
reconstruct them from the following structure of triggering questions. This causes
two problems: the categorization of the triggering questions is based on two
hierarchical levels and not on one (as for all other cards and for the final part of this
card) and the individual actions are explained only via the TQs. This makes the
explanation of actions in the introductory part insufficient and the triggering
questions quite difficult to understand (since it is not very clear the connection with
the actions). Consider the possibility to:
1) provide some description of the individual actions in the introductory parts
2) make sure that the following triggering questions are presented with a consistent
structure (this may be done either with two hierarchical levels, as it is now in the
BEFORE A CRISIS, or with one level, as it is now in the DURING and AFTER A
CRISIS ).

R6-6.1ITA

IMP

In the BEFORE A CRISIS TQs, the triggering question "Are bottom-up
organisational processes provided for policy making and dialogue between policymakers and operational personnel?" refer to two different processes. If they are both
needed they should be addressed by two different TQs in the interest of clarity.

R7-6.1ITA

IMP

In the BEFORE A CRISIS TQs, the term "Resource-for-action" is very interesting
but should not be taken for granted since it is likely that the reader will not
understand it. It is proposed to include a definition of it.

R7-6.1ITA

NTH

In the BEFORE A CRISIS TQs, it is unclear why only "subsets of policies" can be
used in a flexible way. This is probably to express the idea that part of the policies
requires a strict compliance by the practitioners, while others can be used with more
flexibility. However, this is not explained and the reader has to 'deduce' it.
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5.2.10 Recommendations for CC 7.1
Communication with the Public
ID

Priority

Recommendation

R1-7.1ITA

IMP

Improve the explanations of the examples currently in the field "Relevant Practices,
Methods and Tools" by clarifying the links with the Triggering Questions' thematic
areas [DR-10].

R2-7.1ITA

IMP

Elaborate more the definition of Actors "Targeted by the Concept Card" specifying
the different between B2B and B2C relations (e.g. the ANSP generally does not
need to communicate directly with the public, but needs to communicate with other
aviation stakeholders, such as airport operators) Ref. [DR-20 and P1]

R3-7.1ITA

CRI

Include explicit link with other CCs such as 2.1 [see DR-89]

R4-7.1ITA

NTH

Consider the possibility to change the title of the category of triggering questions
"Adequacy of the plan", with the title "Communication Strategy and Plan" [P1].

R5-7.1ITA

NTH

Include in the current category "Adequacy of the Plan" one or more triggering
questions referring to the importance of having an organizational culture that
encourages collaboration among different competences in the implementation of the
communication plan (e.g. in case of a crisis, the technical experts in the organization
should be open to support the communication strategy and actions even if it is not
part of their core competence. On the other hand, the communication experts should
know when it is important not to interfere with emergency operations, but also be
confident on the fact that their non-communication colleagues will duly update them
with the relevant information as necessary [P1].

R6-7.1ITA

NTH

Add in "Adequacy of the Plan" or in other categories a triggering question to verify
if the communication staff is aware and sufficiently trained to distinguish the
information which is appropriate to disclose externally to the organization from the
ones that need to be filtered or smoothened in order to reassure the public/media and
to mitigate the potential negative effect for both the organization and other
stakeholders [P1].

R7-7.1ITA

IMP

Add in "Adequacy of the Plan" or in other categories a triggering question to verify
if a mechanism in in place to identify a common spokesperson appointed to manage
the communication towards the public and the media in crisis situations , in order to
prevent misalignments or conflicts among both different organizations or different
parties of the same organization [P1].

R8-7.1ITA

NTH

Add in the category "Adequacy of Competences" a triggering question to check if
the communication staff has sufficient familiarity with the technical terminology
used in the reference domain, in order to be able to adequately master the
elaboration of contents that can be understood by people with no experience in such
domain (e.g. the general public and the media). [P1]

R9-7.1ITA

NTH

Add in the category "Adequacy of Competences" a triggering question to check if
the communication staff is sufficiently competent in the reference domain, in order
to prevent that the request of information and clarifications on the technical contents
will create overload or interfere with operations during the development of a crisis
[P1].
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R10-7.1ITA

NTH

Consider the possibility to add a category of triggering questions addressing the
problem of finding the right format for the messages and press releases, taking into
account the following criteria:
- need to find the right balance between too long messages (with a risk of being cut
by the media) and too short ones (with a risk of being misunderstood or integrated in
a non-accurate way)
- need to find the right balance between scientific/technical soundness and
simplicity/clarity of the message in order to avoid misunderstandings or false alarms
for the general public [P3].

R11-7.1ITA

NTH

Add in the category "Prevention of Misinformation" or in another category, one or
more triggering questions to check if the organization has set any strategy to prevent
manipulations of own social media channels (including use of hacking and spoofing
techniques) thus compromising the correctness and credibility of the messages
addressed to the general public [P3].

R12-7.1ITA

IMP

Consider the possibility to add in the category "Prevention of Misinformation" or in
other categories, one or more triggering questions dealing with the need to monitor
and/or react to messages spread by other non-official communication channels,
potentially generating rumours or inaccurate information [P3].

R13-7.1ITA

NTH

Consider the possibility to add in the categories "Prevention of Misinformation",
"Adequacy of the Plan” or others, one or more triggering questions dealing with the
need to be prepared to promptly provide information and updates (e.g. in less than
30 minutes) to the media and public, during the development of a crisis. Note that
such rapidity is necessary in order to avoid other channels to speak first and
potentially undermining the trust and acceptability of own communications [P1-P3].

R13-7.1ITA

NTH

Consider the possibility to add in the categories "Adequacy of the Plan" , "Ability to
listen and collect feedback" or others, one or more triggering questions dealing with
the need to check if normal communication channels are still sufficient during the
management of an emergency or crisis or if a dedicated channel (e.g. Toll Free
Numbers) should be established in order to prevent overload [P3].

R14-7.1DCoP

NTH

It would be useful to suggest some actions when the answer to some triggering
questions is "no" (not compliant). In order to improve awareness and guide the grow
of one organisation, it may be not enough to say "be trustful", but the CC could
provide more information and instruction on "how to be trustful". [3rd DCoP]
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6 Conclusions
6.1 Main Findings
The evaluation process described in the present deliverable was successful in involving a considerable
number of resilience practitioners, coming from a large variety of countries and crisis management sectors.
Overall about 247 participants were directly involved in the evaluation of the concept cards, if we consider
all the different contexts in which the DRMG was evaluated. Almost half of them were involved during the
different DCoP Workshops, 61 were involved in the Pilot Exercises and 25 participated to the additional
small-scale evaluation focusing on emergencies following mass casualty accidents on the highways. The
practitioners came from 22 different countries (including non-European ones) and although the majority of
them came from the health care and aviation domains, many other sectors were involved.
The methodology used in the evaluation process was composed by a mixed method including qualitative and
quantitative tools and analysis that were integrated around five evaluation criteria that guarantee the
compatibility of all the data collected from the different sources of evidence.
The outcome from the evaluation process shows that the progress made with the development of the DRMG
and CCs is very promising, although there are areas requiring improvements in the final part of the project.
The 75% of Concept Requirements identified at the beginning of the project are considered covered by the
DRMG. While for what concerns the Non-Conceptual Requirements, seven out of ten CCs reach at least a
Partial Level of Compliance. Only three are below such thresholds and require important improvements.
For what concern the evaluation of the Impact of the CCs as perceived by the practitioners attending the
different evaluation exercises, all of them are expected to have an impact. Actually none of the CCs is below
the threshold of 3 (Agree nor Disagree), while four out of ten are in the interval between 4 (Partially Agree)
and 5 (Totally Agree).
Finally, the Evaluation of the Maturity of CCs shows that only two of the ten evaluated CCs are considered
below Level 6, which was the target the project aimed to achieve. For what concerns the other eight, three of
them have reached maturity 6, other four have reached level 7 and only one has reached level 8.
The reach qualitative analysis conducted based on the ICMO framework, as well as the rationale associated
to the evaluation against Non-Conceptual Requirements and to the assessment of the Impact of the CCs, has
produced 105 Recommendations, suggesting ways to improve the DRMG, with the majority of them
focused on individual CCs. However only 16 of them are critical (CRI), making the plan for improvement in
the final part of the project quite realistic. Other 48 recommendations are considered important (IMP), while
all the others are just classified as nice-to-have (NTH).
The DRMG is envisioned by the DARWIN consortium to be exploited in different possible ways: include it
in resilience training in multiple domains; adapting and implementing it within different organisations; and
make it an enabler for the development of new research projects dealing with resilience management.
The DRMG is currently already used to integrate specific guidelines of some DCoP from different critical
infrastructures, and given the work done in the implementation and evaluation activities the DRMG is
expected to generate new training modules within the DARWIN consortium extended network.

6.2 Limitations of the Evaluation
As already explained in the conclusion of the D4.3 [10] when deciding on how to set up the evaluation
process, we understood that it was unrealistic to arrange an experiment or quasi-experimental design setting.
We could not compare a baseline condition (i.e. the organizations without the CCs at the time T0) with an
experimental condition (i.e. the organizations without the CCs at a time T1). Given the complexity of the
interventions proposed by the CCs, it was not possible to isolate a meaningful set of variables to keep under
control and it was overambitious to expect that the CCs might have produced observable changes in the life

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

89 of 179

D4.4–Final Guidelines Evaluation Report
of the organizations in the timeframe of the project. Therefore, in most of the cases, we could only simulate
the application of the CCs and we focused on the collection of feedback in different operational contexts,
where we could not ensure a full homogeneity of the experimental setting. In this respect, the quantification
of results was only used for the identification of trends that could not be treated in any way with inferential
statistic methods.
As already explained, the main object of the evaluation were the CCs. However, due to limitations in terms
of time and resources, it was not possible to evaluate all the CCs in the same manner. For example, three out
of ten CCs were addressed in at least three Pilot Exercises, two were addressed in two Pilot Exercises, three
were addressed in only one pilot exercise and finally 2 CCs were not addressed at all in the pilots.
The other types of evaluation were also very useful and allowed to better extend the analysis to domains
different from the Healthcare and Air Traffic Management. However, the level of exposure of the CCs to
their potential users was not the same as in the Pilot Exercises. In some cases, e.g. during Conference
Workshops and in some sessions of the third DCoP Workshop, the practitioners did not have sufficient time
to familiarize with the cards and they were mainly providing their feedback based on a general understanding
of the topic if the CC, rather than on the detail of the specific actions and principles described therein.
Another limitation was that due to the nature of the project the almost the same group of people were
involved in the development as well as in the evaluation of the CCs. This aspect is compensated by the
involvement of managerial and operational experts as well as “external” DCoP members from diverse CIs
enabling the gathering evidence from multiple sources and strengthening the validity of the results. Many
discussions took place project internally with the conclusion that from a scientific point of view this
drawback could be accepted as all involved persons had been made aware of this issue. An alternative
approach to avoid this problem would have been to hire external persons. This was out of scope and budget
of the project.

6.3 Consideration of costs
Any operationalization of DRMG in an operative environment must be adapted to the target organisation(s).
Since resilience is a concept that when successfully implemented, inspire all processes, it should thus be
implemented in a broad scale. The Sweden Pilot applied such a model, starting with a compilation of the
DRMG and target audience adaptation based on an assessment of prior knowledge and development (for a
detailed description see D4.3 “Pilots’ implementation and evaluation”).
As such, Concept Cards were applied as a set in an education program, including lectures, workshops and
exercises. This resulted in a total cost for the whole implementation process. Consequently, costs cannot be
traced to individual Concept Cards. Based on the implementation approached adopted by the program the
implementation of one Concept Card or all of them, would only slightly affect the effort needed for a full
implementation.
Factors that would influence the cost are:
-

-

-

Level of resilience maturity in the target organisation and thus the extent of the education program
needed
Implementation Model. The alignment of current interpretation of resilience with the Concept
Card, represent an important element for cost assessment. If there are many mismatches, more effort
to adapt and present a CC implementation model is needed
Number of target users. In some crisis organisations it might be sufficient to target only a smaller
number of “resilience advocates” that would disseminate the resilience knowledge to their coworkers.
Form of education and training. Depending on the analysis of the target audience, different
training methods might be required. Lectures and Table top exercises are relatively cheap, whereas
functional exercises in a table top setting, or with computer simulation requires more effort. A full
scale field exercise would increase needed effort and budget even more.
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-

Ambition of evaluation. Depending on if the evaluation has a set of projected outcome that should
be measured, or if extensive information for retrospective analysis is needed, the cost will be
affected

This gives in short a rough impression on the possible complexity of an exercise needed to train persons to
apply the DRMG. Contrary there are other smaller exercises described in D4.3 with much less people and
stakeholders involved. With this bandwidth of size and number of participants it is almost impossible to give
a sound cost estimation. As already mentioned above, the amount is highly depended on the organisation, the
country and the processes already in place.

6.4 Way Forward
The DARWIN WP2 will use the results of the evaluation as input for D2.4 (Revised Generic Resilience
Management Guidelines). The main reference will be the list of recommendations illustrated in 5.2. A
guiding principle will be the classification of criticality associated to each recommendation. The level of
criticality will help to prioritize the recommendations, focusing most of the attention on the critical (CRI)
recommendations, but also giving the possibility to choose among the important (IMP) ones those that
appear more feasible and among the nice-to-have (NTH) those that can be addressed with less effort. The
reference to the teams originating each recommendation will facilitate the communication between the WP4
and WP2 teams in case of doubts in the interpretation of the proposed changes. When needed, it will also be
possible to refer to the source data of the evaluation to better understand how to address the needs of the
resilience practitioners [10] emerged during the different evaluation sessions.
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A Additional Pilot Exercise in a domain different from HC and ATM
A.1 Description of Additional Pilot: “Mass Casualty Accidents on Highways”
After the organization of the four Pilot Exercises described in D4.3, the DARWIN evaluation team decided
organize an additional Pilot Exercise by applying a small sample of the DARWIN CCs to a domain different
from Healthcare and ATM and more specifically to the management of emergencies resulting from mass
casualty accidents on the highways. The opportunity to organize such additional exercise came out from a
link established with representatives of an Italian Project called LISA, who came in contact with DARWIN
via the DCoP.
LISA stands for “Linee di Intervento Sanitario in Autostrada”, i.e. Healthcare Intervention Guidelines for the
Highways. It is a project of the “Emilia Romagna” Region in Italy aiming at encouraging shared training
exercises among emergency-management actors and stakeholders that need to collaborate in case of mass
casualty accidents on the highway. Examples of these stakeholders are the Regional Emergency Agencies,
the National Highway Patrol, the Fire Brigade, the Italian Highway Company, etc. The project mainly relies
on the use of the Emergo Training System ETS® for both Table-Top Exercises (TTX) and Command Post
Exercises (CPX). The coordinators of this project - who were already in contact with KMC for what concern
the use of the ETS in Italy - were interested in experimenting synergies with DARWIN. In other words, they
aimed at using the same techniques in association with a sample of the DARWIN CCs.
For this purposed they established a collaboration with DBL, in its role of DARWIN WP4 Coordinator. The
result of this collaboration was the organization of a one-day Pilot Exercise including both the use of the
ETS and the analysis based on DARWIN CCs, namely 2.1 “Promoting common ground for crossorganizational collaboration in crisis management” and 4.3. “Noticing brittleness”. The exercise turned
around the simulation of a mass causality accident scenario on a specific part of the highways located in the
Emilia Romagna Region.
The scenario is described in the following section.

A.2 Narrative description of the scenario
Critical Event
A narrative describing the crisis situation to be handled
It’s late morning in a cloudy day of October, the temperature is 18° and there is a strong wind coming from
North-East. The monitoring camera from National Highway Patrol of Italy report a huge fire-explosions and
a series of crash and accidents on the highway A14-Tangenziale near Bologna (Figure 24), before losing
camera signal.
The Highway Operative Centre for the State Police contacts the Emergency Regional Agencies that:
• Spots and communicate the access routes (North-South, highway A14-Tangenziale, and the closest
highway tolls)
• Possible entrance access and alternative routes
• Deploys the helicopter rescue to visually explore the area
• Pre-alerts the 118 rescue team and nearest hospitals
In the meantime, the Fire Fighters:
• Activate the Territorial Office for Regional Government (Prefettura) as the contact point
• Evaluate the access routes (North-South, highway A14-Tangenziale, and the closest highway tolls)
• Coordinate the securing of the access points
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The rescue-helicopter that flight over the area discover that there is an executive jet crashed on the
highway, with the wingspan that exceeds the length of the roadway and one wing broken on the opposite
roadway after the impact, probably during an emergency landing procedure on the highway.
The National Highway Patrol Police declare the total traffic block on the highways A14, A1 and partial block
on A13 and begin the organization of the flow of the emergencies recue tem and the outflow of the dead
and wounded…

Figure 24: Map of the accident for the Additional Pilot

Main Domain
The identification of the specific domain(s) interested by the scenario
☐ ATM
☐ Healthcare
☒ Road Transport / Highway

A.3 Actors Involved
The Pilot Exercise involved mainly stakeholders operating in the road transport domain as well as
stakeholders coming from the disaster preparedness domain. The following table lists the relevant
organizations involved for the management of the emergency and crisis situation described by the scenario
used during the exercise, with the specific representatives and stakeholders that took part to the different
evaluation sessions. In addition, four Emergo Train System trainers participated to the CPX exercise using
the ETS methodology.
Actors involved in the management of the crisis
Centri Operativi Autostradali (C.O.A.) – Responsible for Highway Operative Centre for the State Police
Polizia Stradale – Regional responsible for the National Highway Patrol of Italy
Direzione Regionale VVF Emilia-Romagna – Responsible for Regional Firefighters Corps
Agenzia regionale Protezione Civile – Regional Civil Protection/ Civil Defence Agency
Direttori 118 Centrali Operative Area Ovest/Area Est – Emergency Regional Agencies
Corice Rossa Italia - Red Cross
Uffici Territoriali del Governo (U.T.G.) Prefettura – Territorial office for regional government / Mistry of the
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Interior
Responsabili Servizi Prevenzione e Protezione delle Az. USL e Az. Ospedaliere – Responsible for
Regional Medical Hospitals Agency
Regione Emilia Romagna – Regional authority on Transportation
List of the Participants
-

3 Representative COA
2 Rappresentative of Uffici Territoriali del Governo (U.T.G.) Prefettura
4 ETS Trainers
3 representatives of Polizia Stradale
4 VVF
1 AUSL Bologna
5 directors and representative of 118
1 Regione Emilia-Romagna
1 Civil Protection
4 ETS trainers

A.4 Rationale for Concept Card Selection
As mentioned before, taking into account the scenario presented, the DARWIN Evaluation Team decided
that the CCs more relevant for the tested scenario were:



2.1 “Promoting Common Ground”
4.3 “Noticing brittleness”

The choice of the first CC was motivated by fact that at present there is no shared contingency plan among
the stakeholders to face a mass-casualty accident on the highway such as the one described in the scenario.
Therefore, the card 2.3 “Understanding Roles and Responsibilities” was not fully applicable to the situation.
Similarly, the card CC 2.2 “Establishing Network” was considered relevant, but of limited importance, since
a network of actors is already existing and there is no need to activate ex-novo a new one. While the need to
further encourage the promotion of a common ground is considered very important. Despite the presence of
a strong and reliable network of organizations to face this type of emergencies, there is still room for
improvement for what concern the mutual awareness on the respective ways of working and the best
cooperation strategies. While the choice of the second card (Noticing Brittleness) was made by assuming that
in this type of scenarios is inevitable to face with criticalities in the functional interdependencies between
different organizations, especially when surges in demands caused by major accidents are likely to exceed
the existing buffer capacity in terms of available resources.

A.5 Evaluation sessions
The Pilot Exercise was conducted on the 7th of May at the Italian Red Cross premises in Bologna and was
articulated in two main sessions, one in the morning and one in the afternoon. The morning was based on the
CC “Promoting Common Ground”, while the afternoon session was focussed on the CC “Noticing
Brittleness”. While at the end of the day both CCs were evaluated by asking the attendants to fill in a
questionnaire for each of the CC, following the same structure used for the assessment of the potential
impact of all the CCs (see Chapter 4.2). For what concern the morning session, after an initial introduction of
both the DARWIN and LISA projects, the attendants were invited to participate to a Command Post
Exercises (CPX) based on the use of the Emergo Training System. The CPX was used to simulate the
activities of three emergency management stakeholders - including the Regional Emergency Agencies, the
Traffic Police and the Fire Brigade – in case of an accident such as the one described in the above scenario.
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Figure 25 Structure of the Evaluation Activities for the Additional Pilot on Mass-Casualty Accident on
Highway
The details of the scenarios - i.e. the different events that were pre-defined – were progressively unveiled to
the participants by uncovering the ETS whiteboards, where the magnetic symbols had been positioned before
staring the exercise. In first place, the magnetic symbols represented the peoples, the cars, the trucks and the
pieces of the business jet present on the highway surface shortly after the accident. It is worth noting that the
LISA organizers preferred to set up this exercise in the form of a CPX, since the attendants invited to the
event were mostly representing top-middle management positions in their respective organizations, rather
than front-end operators. Actually, as it is possible to observe from the photos in Figure 26, the
representatives were mostly observing the simulation from the distance as, if they were in real command
positions. On the other hand, the magnetic symbols representing the different resources being displaced
during the emergency (e.g. the ambulances, the fire brigades, the police cards) were moved onto the
whiteboard by the ETS instructors, following their indications. This use of the ETS represented a perfect
example of ‘Drill and Crisis Preparation Exercises’ with the participation of different stakeholders, as
envisaged by the CC “Promoting Common Ground”. After the conclusion of the CPX the LISA coordinator
facilitated a debriefing in which the actions actually put in place by the representatives of the different
stakeholders to solve the emergency were jointly analysed and commented.
The afternoon session started with a Simulated Meeting Among Stakeholders (SMAS), in which the scenario
used for the CPX was analysed based on the categories of the CC “Noticing Brittleness”. The triggering
questions included in this CC were used to structure the discussion and to facilitate the identification of the
fragilities that may show up during the management of the specific emergency and potentially hindering the
effectiveness and the efficiency of the recovery to a normal state. The main logic being followed was the one
of a Checklist Evaluation After Crisis (CEAC), in order to analyse what had actually occurred during the
CPX, with the use of the triggering questions specifically available for an after-crisis analysis. However, the
scope of the discussion was also extended to other possible situations, similar to the one simulated with the
CPX, but in different contexts, with different causes and with different evolutions. In this case, the
participants were invited to read in the CC also the triggering questions dealing with before-crisis situations.
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Figure 26 Using the ETS methodology for evaluating the CCs on Mass-Casualty Accident on a
Highway scenario

A.6 Application of the CC “Promoting Common Ground”
Evaluation Session

CPX, SMAS

Concept Cards

Promoting Common Ground

The CC “Promoting Common Ground” was simply applied by considering the CPX made with the ETS
technique as an example of ‘Joint Drill and Crisis Preparation Exercises’, which is one of the actions
proposed by the card to promote improved cooperation among the operators of different first responders'
organizations involved in emergency management. As we will also see when analysing the scenario to notice
brittleness, the CPX was very useful to reveal gaps in the mutual understanding among organizations, whose
operators are not sharing the same background in terms of knowledge and competences. Such gaps may
cause difficulties in the moment actions have to be decided very quickly to make sure to save as much lives
as possible, as well as to ensure an adequate level of business continuity after a relatively short time from the
accident. All the representatives of the involved stakeholders confirmed the importance of organizing these
crisis preparation exercises, since they increase everyone’s understanding of each other’s needs and
constraints, not only in a case similar to the one described in the reference scenario, but also in other cases
involving the same stakeholders. The participants underlined the benefit of the ETS technique in allowing
the reproduction of the most important dynamics of an accident, with no need to set up a full-scale
evaluation. Other advantages with respect to a full scale evaluations have been also mentioned. The first one
is the limited cost that each organization has to face to set up the exercise. The second one is the limited
impact on normal operations (i.e. the environment is made realistic with no need to involve the general
public and to interfere with ‘normal life’). The third one is the possibility for each stakeholder to get an
overall view of what happens also from the perspective of the other actors, that is, something more difficult
to achieve in a full-scale evaluation. Of course, the ETS enjoys a lower level of realism with respect to a fullscale exercise, but all the other advantages have to be balanced when defining the appropriate mix among
different crisis-preparation exercises, such as those suggested by the CC “Promoting Common Ground”.
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A.7 Application of the CC “Noticing Brittleness”
Evaluation Session

CPX, SMAS, CEAC

Concept Cards

Noticing Brittleness

An interesting outcome of the ETS/CPX exercise was that for some of the operators involved in rescue
operations it was not easy to have a clear picture of the entity of the emergency before reaching the site,
especially in the first phases of the event. For example, some rescue teams reached one access of the
roadway only to find out that they had to remain stuck due to the fire, since the fire fighter that were securing
the access were on the opposite side of the roadway, blocked by the mass-casualty accident. A partial lack of
centralized coordination resulted in different decision processes being activated independently, in a way that
considerably delayed the intervention of the Regional Emergency Agencies representatives.
EXAMPLES OF APPLICATION
Following the debriefing of the exercise made with the whiteboards and magnetic symbols, an analysis was
conducted using the triggering questions of the CC Noting Brittleness. Due to the limited time available, not
all the thematic areas were addressed. Four of them were discussed more in details and helped to identify
elements of brittleness that would require improvement actions. These are: (A) Lack of Resources (human,
technical, material), (B) Goal Conflicts, (C) Limits of the mitigation plans, (D) Constraint and
Bottlenecks.
[A] Lack of Resources (human, technical, material). The analysis of the scenario using the card has
identified potential difficulties related to the availability of resources involved in the mass-casualty
scenario. The Emergency Regional Agencies (Centrali Operative 118) are divided in different zones that
presents different approaches on volunteers’ involvement:
-

-

The “East Regional Agency Zone” (Centrale Operativa 118 Area Est) is characterized by a wide
availability of volunteers supporting the agency. However, the training of such volunteers is not
systematic and their level of competence in managing emergencies is not uniform. This exposes
the agency to the risk that some of the volunteer will operate in an uncoordinated manner and put
in place risky behaviors in the moment they are called for help. Minimizing such risks would
require improvements to the accreditation and training system with economic resources that are
not available at the moment.
The “West Regional Agency Zone” (Centrale Operativa 118 Area Ovest) suffers an opposite
situation. The personnel intervening in the management of emergencies is always very well
trained and prepared to manage emergencies, but the number of operators is limited and there are
not enough volunteers to compensate for such limitation.

It is assumed that a mass casualty accident as the one simulated in the ETS/CPX would require mutual
support between the Eastern and Western agencies do to the need to involve more hospitals and
ambulance services. However, due to their substantial differences, the two agency would need to adopt a
complementary approach in order to balance the lack of human resources on one side and of qualified
resources on the other side. As emerged from the discussion with the experts, the effectiveness of such
coordination may be limited by the fact that the agencies do not have a shared contingency plan defined
and may therefore end-up in delayed actions while trying to operate in a synergic manner.
[B] Goal Conflicts. The management of an emergency such as the one represented in the scenario involve
the perspectives of different actors that - also in a spirit of full collaboration – may enter in conflict in the
moment decisions have to be taken on how to prioritize different actions. Everyone is of course
committed to save as much lives as possible and to restore the normal operating conditions for the
highway in a short time. However, based on the discussion made after the ETS/CPX, three main
perspectives have emerged. The primary goal of the Emergency Regional Agency is to reach as soon as
possible the injured people, to apply the triage process and to identify the patients with the most serious
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injuries requiring immediate care. The primary goal of the National Highway Patrol is isolating the area
of the accident, to prevent additional accidents from occurring and to minimize to the extent possible
cascading effects on other parts of the highway. Finally, the primary goal of the Fire Fighter Corps is to
secure the area were rescue operations have to occur, extinguishing any fire that could represent a major
treat for the survivors on the site, as well as for the intervening operators. The achievement of these goals
require a quick and effective prioritization process that can vary depending on the specific characteristics
of the scenario. For example, the Emergency Regional Agency is expected to wait until an authorization
to access the area is given by the Fire Fighters, while the first to access the area may be either the Fire
Fighters - if there is fire on the area - or the Highway Patrol - if there is no fire. In this second case, the
priority is to isolate the area and to create a corridor to facilitate the access to all the other emergency
operators. On one hand, an unnecessary delay in securing the area from a fire accident may considerably
increase the risk of additional life losses among the survivors and even among the personnel of the
emergency care unites. On the other hand, an unnecessary delay in creating a corridor for quick arrival
and departures of rescue services may reduce chances to save lives of the most severely injured people
who need immediate care in the nearest hospitals and specialized care units. These and other prioritization
issues have to be addressed when organizing the emergency response and strongly depend from an
adequate diagnosis of the situation on the site of the accident shortly after the first emergency call is
received and based on the information available at that moment. From the discussion with the
representatives of the different actors, it came out that there are various situations in which it may be
difficult to quickly identify a “conductor” who can decide the order of priority of these operations and
coordinate in an efficient manner the operations of all the other actors.
[C] Limits of the mitigation plans. From the discussion on the best operating methods to manage the
emergency, it came out that each involved stakeholder has its own guideline and that the different
guidelines are not necessarily aligned among each other. An example that was analysed is the procedure
to create a quick access path to the site of the accident. One way to manage this is the creation of a flow
of traffic on the highway in opposite direction with respect to the ordinary flow of traffic. According to
the experts, the guidelines of the Highway Company (Autostrade per L’Italia) and the guidelines adopted
by the Highway Patrol Police are not fully consistent and may create situations of uncertainty in the
moment the emergency has to be managed. Such differences can be crucial for a scenario like the one
considered during the ETS/CPX, since the time required by the different stakeholders to understand each
other and find a common approach for the management of the emergency may go at the detriment of the
operations' rapidity and effectiveness.
[D] Constraint and Bottlenecks. Every time there is a need to manage an emergency like the one
described in the scenario, a Highway Operation Centre (Centro Operativo Autostradale) is created in
order to coordinate the effort of all the involved stakeholders. Typical constraints and bottlenecks
identified when discussing about the flow of information from and to the Highway Operation Centre
concern the front-end operators from one side and the back-end operators on the other side. The role of
front-end operators is to receive and filter the emergency calls arriving from the general public affected in
different ways by the emergency. While the role of the back-end operators is coordinating the activities of
the actors present on the field of the accident (e.g. firefighters, ambulance drivers, police agents, highway
company operators etc.). The coordination activity includes at least: (a) Receiving information from the
actors on the field; (b) Distributing the information back to other actors, as appropriate; (c) Providing
guidance to all the actors on how to proceed with rescue operations. From the perspective of the back-end
operator, the main problem is to make sure that the actors on the site of the accident do not operate in
uncoordinated manner, potentially worsening the situation or slowing down the actions of other operators.
For example, the Highway Operation Centre should make sure that ambulance drivers do not reach the
site of the accident following an erroneous path, which is not the one created by the Highway Patrol and
which may be either inadequate to reach the site of the accidents or dangerous with respect to other flows
of traffic. While from the perspective of an actor on the field, the main problem is minimizing delays
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while waiting for instructions by the back-end operators in the Highway Operation Centre. Actually,
delays might be caused by the fact that the back-end operator is either busy in communicating with other
actors on the filed or is lacking relevant information that can be only achieved directly on the field.
Nevertheless, there is also a critical interaction between the front-end operators and the back-end
operators. If the calls arriving to them are not properly filtered, the front-end operators may end up in
interfering with the work of the back-end operators, by interrupting them too many times with new
advises and requests coming from the public, which are always referred to the same problem. On the
other hand, an excessive filtering of the calls arriving from the public may either delay the response of the
system to real aspects of the emergency (e.g. requests arriving from relatives of the people that were
involved in the accident) or cause underestimation of real problems to be faced quickly. For example,
specific calls may receive answers such as “ok, we are already aware of the problem, and we are
managing it”, when they refer to situations that in reality are not yet known to the actors operating on the
field and would deserve specific actions.

A.8 Conclusions
The feedback collected during this additional pilot exercise has been included in the DRMG-level evaluation
(Chapter 3), in the CC-level evaluation (Chapter 4) and in the Recommendations for improvement (Chapter
5). If observed from the perspective of testing the CCs in a domain different from HC and ATM, the exercise
was successful. The application of the actions suggested by the cards lead to the expected results even in the
Road Transport domain. The network of organisations involved in the exercise was quite heterogeneous,
despite some of the representatives had been already involved in joint exercises in the past, thanks to the
experience of the LISA project. This was certainly a favourable condition, that facilitated the response by the
practitioners and made them motivated to reflect on the possible areas for improvements, together with other
organizations. Nevertheless, the implementation of the CCs allowed to identify issues that were new to some
of the participants and to start a brainstorming on the best way to mitigated them, also thanks to the
participation of people in top-middle management positions in their respective organizations. However,
compared to the other pilot exercises (see Deliverable D4.3), the following limitations have to be considered:
-

-

-

The whole exercise lasted one day only. The attendants were exposed to many contents, including a
presentation of the goals of DARWIN, an illustration of the CCs being selected and an explanation
of the accident scenario. In the same day, they tested the application of the CCs and provided
feedback on them. All these activities would have certainly deserved more time for a better
understanding of all the contents and for a more in-depth reflection on the archived results.
The practitioners did not have time to consider the CCs in the wider framework of the whole DRMG
and could not consider the potentiality of the full package to increase the resilience capabilities of
their respective organizations.
Due to a parallel commitment on the day of the exercise, one important stakeholder for the scenario
described and tested with the ETS/CPX could not attend the exercise, i.e. the Italian Highway
Company. The absence of this stakeholder may have partially limited the analysis of the different
perspectives implicated in the management of the emergency and consequently the achieved results.

Despite these limitations the cards proved to be implementable also in a domain completely different from
the ATM and HC, but with a similar level of complexity in managing a critical infrastructure.
The integration of a sample of the DARWIN CCs with the ETS technique traditionally adopted by LISA
proved to be effective. The representatives of the stakeholders involved in the exercise are currently
considering the reactivation of the LISA programme with the integrations proposed by DARWIN.
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B Assessment of Compliance with Non-Conceptual Requirements for each Concept Card
B.1 Non-Conceptual Requirements for Concept Card 2.1
KEY
Level of Compliance:
1 = No Compliance; 2 = Limited; 3 = Partial; 4 = High; 5 = Full Compliance;
N.A. = It does not have sense asking

2.1
Overall
Level of
Compliance

Promoting Common Ground

Source of Evidence:

Sources of Evidence

Pilot Exercise = P1, P2, P3, P4;
"✓" = done
"?" = unclear

3.8

Pilot
Exercise

Feedback
from DCOP
Workshops

Small scale
Evaluation
Activities

Expert
Judgment

Requirement ID
DR-01
DR-02
DR-03
DR-04

GRF-01
GRF-02
GRF-03
GRF-04

Form Requirement
The DRMG should be presented in a form that is understandable for the target users
The DRMG should be concisely written
The DRMG should support that the content can be rapidly accessed
The DRMG should be useable as a practical guide

4.5
3.5
3.5
4.0

DR-05

GRF-05

The DRMG should be presented in a way that takes the target users' context into account

N.A.

DR-06

GRF-06

3.5

DR-07

GRF-07

The DRMG should present alternative means to the ends it recommends to achieve
The DRMG should incorporate innovative uses of social media techniques in real-time
management of emergencies
Form Requirement Mean

P2
P2

✓
✓
✓

✓

✓
Since the card is mainly generic taking into account
all user context is simply impossible.
✓

N.A.
3.8
The users in the pilots found the card easy to
understand and sufficiently concise (DR-01 and 02),
since the actions described are very simple and
intuitive.
The users generally found that the content of the
'implementation' part of the card can be rapidly
Rationale
accessed (DR-03), thanks to the strucure of this part
on both the WIKI and handout (however the speed
of content loading is critically dependant on the
WIKI sever performances). On the other hand the
fields of the card different from the implementation
ones were found more difficult to access.
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B.2 Non-Conceptual Requirements for Concept Card 2.2
KEY
Level of Compliance:
1 = No Compliance; 2 = Limited; 3 = Partial; 4 = High; 5 = Full Compliance;
N.A. = It does not have sense asking

2.2
Overall
Level of
Compliance

Source of Evidence:

Establishing Network
Sources of Evidence

Pilot Exercise = P1, P2, P3, P4;
"✓" = done
"?" = unclear

3.3

Requirement ID
DR-01
DR-02
DR-03
DR-04

GRF-01
GRF-02
GRF-03
GRF-04

Form Requirement
The DRMG should be presented in a form that is understandable for the target users
The DRMG should be concisely written
The DRMG should support that the content can be rapidly accessed
The DRMG should be useable as a practical guide

3.5
3.0
3.0
3.0

DR-05

GRF-05

The DRMG should be presented in a way that takes the target users' context into account

N.A.

DR-06

GRF-06

2.5

DR-07

GRF-07

The DRMG should present alternative means to the ends it recommends to achieve
The DRMG should incorporate innovative uses of social media techniques in real-time
management of emergencies
Form Requirement Mean

Feedback
Small
from
Pilot
scale
Expert
DCOP
Exercise
Evaluation Judgment
Workshop
Activities
s

✓
✓
✓

✓

✓
Since the card is mainly generic taking
into account all user context is simply
✓

N.A.
3
The users in the pilots found the card
easy to understand and sufficiently
concise (DR-01 and 02), since the
actions described are very simple and
intuitive.
The users generally found that the
content of the 'implementation' part of
Rationale the card can be rapidly accessed (DR03), thanks to the strucure of this part
on both the WIKI and handout (however
the speed of content loading is critically
dependant on the WIKI sever
performances). On the other hand the
fields of the card different from the
implementation ones were found more
difficult to access.
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B.3 Non-Conceptual Requirements for Concept Card 2.3
KEY
Level of Compliance:
1 = No Compliance; 2 = Limited; 3 = Partial; 4 = High; 5 = Full Compliance;
N.A. = It does not have sense asking

2.3
Overall
Level of Understanding Roles and Responsibilities
Compliance

Source of Evidence:
Pilot Exercise = P1, P2, P3, P4;
"✓" = done
"?" = unclear

Sources of Evidence

3.6

Requirement ID
DR-01
DR-02
DR-03
DR-04

GRF-01
GRF-02
GRF-03
GRF-04

Form Requirement
The DRMG should be presented in a form that is understandable for the target users
The DRMG should be concisely written
The DRMG should support that the content can be rapidly accessed
The DRMG should be useable as a practical guide

4.5
3.5
4.5
4.0

DR-05

GRF-05

The DRMG should be presented in a way that takes the target users' context into account

N.A.

DR-06

GRF-06

3.0

DR-07

GRF-07

The DRMG should present alternative means to the ends it recommends to achieve
The DRMG should incorporate innovative uses of social media techniques in real-time
management of emergencies
Form Requirement Mean

N.A.

Feedback
Small
from
Pilot
scale
Expert
DCOP
Exercise
Evaluation Judgment
Workshop
Activities
s

P1, P3
✓
✓
✓
P1, P3
✓
P1, P3
✓
✓
✓
P1, P3
✓
✓
✓
Since the card is mainly generic taking
into account all user context is simply
✓
The cards are meta-informative and not
directively operative. If followed they

4
The users in the pilots found the card
easy to understand and sufficiently
concise (DR-01 and 02), since the actions
described are very simple and intuitive.
The users generally found that the
content of the 'implementation' part of
the card can be rapidly accessed (DRRationale 03), thanks to the strucure of this part
on both the WIKI and handout (however
the speed of content loading is critically
dependant on the WIKI sever
performances). On the other hand the
fields of the card different from the
implementation ones were found more
difficult to access.
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B.4 Non-Conceptual Requirements for Concept Card 3.1
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B.5 Non-Conceptual Requirements for Concept Card 3.2
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B.6 Non-Conceptual Requirements for Concept Card 4.1
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B.7 Non-Conceptual Requirements for Concept Card 4.2
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B.8 Non-Conceptual Requirements for Concept Card 4.3
KEY
Level of Compliance:
1 = No Compliance; 2 = Limited; 3 = Partial; 4 = High; 5 = Full Compliance;
N.A. = It does not have sense asking

4.3
Overall
Level of
Compliance

Noticing Brittleness

Source of Evidence:

Sources of Evidence

Pilot Exercise = P1, P2, P3, P4;
"✓" = done
"?" = unclear

3.5

Requirement ID
DR-01
DR-02
DR-03
DR-04

GRF-01
GRF-02
GRF-03
GRF-04

Form Requirement
The DRMG should be presented in a form that is understandable for the target users
The DRMG should be concisely written
The DRMG should support that the content can be rapidly accessed
The DRMG should be useable as a practical guide

3.5
3.5
3.0
3.5

DR-05

GRF-05

The DRMG should be presented in a way that takes the target users' context into account

N.A.

DR-06

GRF-06

4.0

DR-07

GRF-07

The DRMG should present alternative means to the ends it recommends to achieve
The DRMG should incorporate innovative uses of social media techniques in real-time
management of emergencies
Form Requirement Mean

Feedback
Small
from
Pilot
scale
Expert
DCOP
Exercise
Evaluation Judgment
Workshop
Activities
s

P1, P3
P1, P3

✓
✓
✓

✓

✓
Since the card is mainly generic taking
into account all user context is simply
✓

N.A.
3.5
Once the division in before-during-after
was clarified, the users found the
contents easy to understand and
coincise (DR-01 and 029, thanks to
thematic categorizations of the
triggering questions.
The users generally found that the
content of the 'implementation' part of
Rationale the card can be rapidly accessed (DR03), thanks to the strucure of this part
on both the WIKI and handout (however
the speed of content loading is critically
dependant on the WIKI sever
performances). On the other hand the
fields of the card different from the
implementation ones were found more
difficult to access.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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B.9 Non-Conceptual Requirements for Concept Card 6.1
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B.10 Non-Conceptual Requirements for Concept Card 7.1
KEY
Level of Compliance:
1 = No Compliance; 2 = Limited; 3 = Partial; 4 = High; 5 = Full Compliance;
N.A. = It does not have sense asking

7.1
Overall
Level of
Compliance

Communication with the Public

Source of Evidence:
Pilot Exercise = P1, P2, P3, P4;
"✓" = done
"?" = unclear

Sources of Evidence

4.0

Pilot
Exercise

Requirement ID
DR-01
DR-02
DR-03
DR-04

GRF-01
GRF-02
GRF-03
GRF-04

Form Requirement
The DRMG should be presented in a form that is understandable for the target users
The DRMG should be concisely written
The DRMG should support that the content can be rapidly accessed
The DRMG should be useable as a practical guide

4.0
4.0
4.0
3.0

DR-05

GRF-05

The DRMG should be presented in a way that takes the target users' context into account

N.A.

DR-06

GRF-06

3.0

DR-07

GRF-07

The DRMG should present alternative means to the ends it recommends to achieve
The DRMG should incorporate innovative uses of social media techniques in real-time
management of emergencies
Form Requirement Mean

3.0

Feedback
Small
from
scale
Expert
DCOP
Evaluation Judgment
Workshop
Activities
s

P1, P3
P1, P3

✓
✓

P1, P3

✓

✓
✓
P1, P3
✓
Since the card is mainly generic taking
into account all user context is simply
✓

3.5
Once the division in before-during-after
was clarified, the users found the
contents easy to understand and
coincise (DR-01 and 02), thanks to
thematic categorizations of the
triggering questions.
The users generally found that the
content of the 'implementation' part of
the card can be rapidly accessed (DR03), thanks to the strucure of this part
Rationale on both the WIKI and handout (however
the speed of content loading is critically
dependant on the WIKI sever
performances). On the other hand the
fields of the card different from the
implementation ones were found more
difficult to access.
While the card is considered providing
many insights to reflect on the contents
of the communications, the users found
that the practical guidance (DR-04) was
only partially adressed.

The research leading to these results has received funding from Horizon 2020, the European Union's
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C Assessment of Perceived Impact for Each Concept Card
C.1 Example of Questionnaire used to assess Perceived Impact

INFORMED CONSENT FORM
The following questionnaire is carried out under the project “DARWIN. The research aims to understand
your opinion on the resilience based guidelines for the management of crises and emergencies. The
researchers involved in the project will pre-process the data in an anonymous and confidential manner:
1. All the information collected will be de-identified and treated as confidential by the researchers. Your
demographic information will be used only to contextualize the statistical analysis of the aggregate
results, and they will not be published or used in any form, rather than the above mention statistical
analysis.;
2. All the data will be securely stored and used only for the purpose of the present research, in
accordance to the ethical requirements;
3. You can withdraw from the questionnaire at any time without any obligation to explain the reasons
for doing so.
The overall results generated from this exercise may be published in journal articles, conference
presentations and via any other mode of scientific exchange and dissemination that will be seen as
appropriate by the researchers. However, participants’ anonymity will always be protected and all data
will be de-identified
If you agree, continue to the next section.

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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Demographic Information

ID____

All the information collected in this part will be kept separated from the rest of the questions that will be
de-identified and treated as confidential by the researchers. Your demographic information will be used
only to contextualize the statistical analysis of the aggregate results, and they will not be published or
used in any form, rather than the above mention statistical analysis.

Domain
Please indicate the main domain or the critical infrastructure that you are concerned with
_________________________________________________________________________________________________
_________________________________________________________________________________________________
________________________________________________________________________________________

Organisation Profile
Indicate the main operational level that your organization represent when dealing with crises:
Local, Regional, National or International
_________________________________________________________________________________________________
_________________________________________________________________________________________________
________________________________________________________________________________________

Country / Region
_________________________________________________________________________________________________
_________________________________________________________________________________________________
________________________________________________________________________________________

When did you attend the Webinar/Workshop?
_________________________________________________________________________________________________
_________________________________________________________________________________________________
________________________________________________________________________________________

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

144 of 179

D4.4–Final Guidelines Evaluation Report

IMPACT OF THE CONCEPT CARD – Promoting Common Ground

Think about the specific experiences of your organization/institution, and rate the
following statements:

1. If applied, this Concept Card can improve the/your organization's ability to
respond in case of crisis/emergency
Totally Disagree

1

2

3

4

5

Completely Agree

________________________________________________________________________________________________
________________________________________________________________________________________________
__________________________________________________________________

Please, explain the reasons for your answer

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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2. The Concept Card covers the most relevant topics to facilitate a "shared
culture" among different organisations / different parts of an organisation
Totally Disagree

1

2

3

4

5

Completely Agree

_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

3. The principles of the Concept Card are compatible with the ones already
existing in your organization
Totally Disagree

1

2

3

4

5

Completely Agree

_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

4. The actions proposed by the Concept Card are realistically applicable in
your organization
Totally Disagree

1

2

3

4

5

Completely Agree

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

5. Is there any relevant method/practice/strategy from your domain you
would like to share to enrich the guidelines?
_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

6. Is there any particular issue we have not asked that you want us to
consider?
_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

TRL Maturity Level
Considering the card in its present form, would you say that:
 The guideline IS NOT sufficiently defined to be used in an organizational MEETING
or internal training activity

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

147 of 179

D4.4–Final Guidelines Evaluation Report

 The guideline CAN be used in an organizational MEETING or in internal training
activities
 The guideline IS sufficiently specified to be tested in a realistic FULL-SCALE
simulation / case study
 The guideline IS sufficiently specified to be used in a relevant OPERATIONAL
ENVIRONMENT

_______________________________________________________________________________________________
_______________________________________________________________________________________________
_________________________________________________________________

Please, explain the reasons for your answer

THANK YOU!

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2 Perceived Impact for Each Concept Card
C.2.1 Perceived Impact of the Concept Card 2.1

Perceived Impact of the Card

From 1 - Very Low to 5 - Very High

Weighted

2.1
Promoting Common Ground

total
score

Sources of Evidence

4.2

Pilot
Exercise

Feedback
Small
from
scale
Expert
DCOP
Evaluation Judgment
Workshops Activities

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.92

3.9

P2
P4

4.17

3.55

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.19

4.2

P2
P4

4.33

3.82

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

4.10

4.4

P2
P4

3.82

3.145

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

4.45

4.5

P2
P4

4.58

3.925

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.2 Perceived Impact of the Concept Card 2.2

Perceived Impact of the Card

From 1 - Very Low to 5 - Very High

Weighted

2.2
Establishing Network

total
score

Sources of Evidence

4.2

Pilot
Exercise

Feedback
from
DCOP
Workshops

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.26

3

P4

3.92

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.79

5

P4

4.25

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

4.68

5

P4

3.89

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

4.16

4

P4

4.55

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.3 Perceived Impact of the Concept Card 2.3

Perceived Impact of the Card

Weighted
total score

From 1 - Very Low to 5 - Very High

4.1

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

4.09

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.65

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.

4.11

3.75

2.3
Understanding Roles and Responsibilities
Sources of Evidence
Feedback
Small
Pilot
from
scale
Expert
Exercise
DCOP
Evaluation Judgment
Workshops Activities
P1
4
P3
4.09
4.5
P4
5

P1
P3
P4

4.09

4

4.55

P1
P3
P4

3.33

3.5

3.5

P1
P3
P4

4

4.5
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C.2.4 Perceived Impact of the Concept Card 3.1

Perceived Impact of the Card

From 1 - Very Low to 5 - Very High

Weighted

3.1
Adapting to expected and unexpected events

total
score

Sources of Evidence

4.0

Pilot
Exercise

Feedback
Small
from
scale
DCOP
Evaluation
Workshops Activities

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.98

4

P4

3.92

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.02

4

P4

4.08

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

3.98

4

P4

3.92

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

4.05

4

P4

4.17

The research leading to these results has received funding from Horizon 2020, the European Union's
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C.2.5 Perceived Impact of the Concept Card 3.2

Perceived Impact of the Card

Weighted
total score

From 1 - Very Low to 5 - Very High

3.9

3.2
Establishing conditions for adapting plans and
procedures during crises
Sources of Evidence
Feedback
Small scale
Pilot
from
Expert
Evaluation
Exercise
DCOP
Judgment
Activities
Workshops

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.47

3

P4

4.17

4.4

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.06

4

P4

4.33

3.8

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

3.88

4

P4

3.92

3.2

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

4.05

4

P4

4.08

4.2

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.6 Perceived Impact of the Concept Card 4.1

Perceived Impact of the Card

Weighted
total score

From 1 - Very Low to 5 - Very High

3.7

4.1
Assessing community resilience
Sources of Evidence
Feedback
Small scale
Pilot
from
Expert
Evaluation
Exercise
DCOP
Judgment
Activities
Workshops

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.63

3.55

3.8

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

3.73

3.7

3.8

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

3.77

3.7

3.9

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

3.57

3.4

3.9

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.7 Perceived Impact of the Concept Card 4.2

Perceived Impact of the Card

Weighted
total score

From 1 - Very Low to 5 - Very High

3.7

4.2
Identifying sources of resilience
Sources of Evidence
Feedback
Small scale
Pilot
from
Expert
Evaluation
Exercise
DCOP
Judgment
Activities
Workshops

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.98

3.9

P2
P4

4.17

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

3.83

3.7

P2
P4

4.17

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

3.64

3.7

P2
P4

3.5

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

3.50

3.3

P2
P4

4

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.8 Perceived Impact of the Concept Card 4.3
Weighted

Perceived Impact of the Card

total score
From 1 - Very Low to 5 - Very High

4.3
Noticing Brittleness
Sources of Evidence
Feedback
Small
from
scale
DCOP
Evaluation
Workshops Activities

4.3

Pilot
Exercise

4.69

5

P1
P3
P4

4

4.545

3.91

4.5

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.35

4.5

P1
P3
P4

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

4.06

4.1

P1
P3
P4

3.78

4.455

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

4.25

4.25

P1
P3
P4

4.18

4.41

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.9 Perceived Impact of the Concept Card 6.1
Weighted

Perceived Impact of the Card

total score
From 1 - Very Low to 5 - Very High

3.5

6.1
Systematic management of policies
Sources of Evidence
Feedback
Small
Pilot
from
scale
Expert
Exercise
DCOP
Evaluation Judgment
Workshops Activities

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

3.67

3.67

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

4.00

4

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

3.17

3.17

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

3.33

3.33

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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C.2.10 Perceived Impact of the Concept Card 7.1
Weighted

7.1
Communication with the Public

total
score

Sources of Evidence

Perceived Impact of the Card

From 1 - Very Low to 5 - Very High

3.9

Pilot
Exercise

Feedback
from
DCOP
Workshops

EFFECTIVENESS

To what extent the CC is perceived to contribute to the
improvement of resilience capabilities?

4.07

4

P1
P3

4.25

NEED

To what extent the purpose of the CC is acknowledged as
necessary by resilience practitioners?

3.67

3.6

P1
P3

3.83

COMPATIBILITY

To what extent the CC is considered compatible with already
existing practices?

4.02

4

P1
P3

4.08

FEASIBILITY

To what extent the implementation of the CC mechanism is
considered realistic?

3.81

3.7

P1
P3

4.09

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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D I-CMO Guiding Questions for the Evaluation
D.1 I-CMO analysis for Concept Card 2.1
2.1
I-CMO

Promoting Common Ground
Swedish Pilot

Intervention 1) The intervention of the CC is to promote
common ground in order to increase mutual
awareness
among
stakeholders.
The
intervention was perceived by the stakeholders
(actors participating in the TTX) as highly
relevant as there is experience from actual
rescue operations where unclear roles and
misunderstandings of how different actors
operate led to difficulties in collaboration. The
intervention was perceived as primarily
contributing to better understanding of the
emergency
response
system,
overall
operational capabilities as well as how the
response system may behave when exposed to
disturbances
and
high
load.

Italian Pilots
The proposed intervention was quite
easily understood by the practitioners,
since in many cases it is perceived as an
expansion of already practices in their
organizations. For the same reason the
practitioners tend to consider the
intervention very relevant for the
purpose of increasing resilience.

2) The rationale of the intervention is well
described.
Context

3) The intervention was successfully applied in
the
context
of
inter-organizational
collaboration and even in the context of intraorganizational collaboration. The CC is highly
relevant
even
for
inter-organizational
collaboration in the case of large organizations.
4) It can be difficult to achieve the expected
benefits of the intervention in cases (context)
where the development of the crisis or the
effect of the crisis on the society is unclear and
difficult to predict. The intervention is suitable
for crises where actors who will be involved
can be identified and are aware of their roles
and
responsibilities.
5) The CC does not include an explanation of
prerequisites regarding the context, but should
be fully implementable in a wide array of
contexts. The CC need to explain whether to
address crises characterized by a low degree of
predictability, an impact difficult to predict as
well as difficulties in identifying who will be

The application in P2 (based on the "radar
loss" scenario) was considered partially
misplaced by the ATC experts, when it was
proposed as a way to exchanges experience
among Air Traffic Controllers from
different Air Traffic Control Centres in
Italy, but with the same qualification. As a
matter of fact, the ATC expert consider
this intervention useful only when the
exchange of experiences is made
between practitioners with different
qualifications
and
working
with
different procedures. In the Air Traffic
Control domain this is possible for
example among Tower Controller,
Approach Controllers and En-route
Controllers. While it is not considered
relevant among controllers with the same
qualification, since they are all working
according to the same procedures, even if
they are coming from different ACC
centres.

The research leading to these results has received funding from Horizon 2020, the European Union's
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involved, and how.

Mechanism

This finding can be considered as a
contextual requirement that was not
identified nor explained in the CC
contents.

6) The implementation of the intervention in
Pilot 4 consisted of two steps ("Identify gaps" The proposed mechanism are considered
and "Organize a cross-fertilization workshop") useful to achieve the objectives of the CC
in the proposed process. The two latter steps (3 and sufficiently easy to understand.
and 4) were not implemented due to practical
reasons, even though the methodology of a
CPX could be seen as implementation of the
step 4 ("joint crisis exercises"). The CPX was
not, however, conducted with that purpose, that
is promoting common ground. The proposed
activities were implemented as a TTX (see
D4.3 Chapter 7.4.3), during which some of the
proposed TQs were used. The CC lacks
mechanisms for the phase "during a crisis" and
"after
a
crisis".
7) The suggested process is interpreted as the
proposed mechanism. The CC does not contain
specific methods or tools, though the suggested
process steps are actually methods (workshops,
exercises). The suggested process works
equally well "before a crisis" as well as "after a
crisis". The CC is lacking explanation of how
the different phases are connected and is
mainly about the "before a crisis" phase. The
CC does not explain how to implement the
mechanism in a systematic manner. It is
unclear whether the suggested process should
be implemented as a single activity or repeated
in cycles. In Pilot 4 the CC was implemented
with minimal changes (step 1 and 2). It was
integrated in the TTX-methodology, but could
easily be implemented through a wide array of
other mechanisms.

Outcome

8) The outcome of the implementation was that
differences between different stakeholders
regarding the terminology, perception of the
mission, means of collaboration, and how
different stakeholders act during the response
to the main scenario of Pilot 4 were identified.
The discussions during the TTX supported
increased awareness about each other. This
new knowledge was then used during the CPX
to facilitate more effective collaboration.
9) The outcome of the TTX as well as the

The research leading to these results has received funding from Horizon 2020, the European Union's
Framework Programme for Research and Innovation (H2020/2014-2020) under grant agreement n° 653289.
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experience from the following CPX have been
used to adjust actual operating procedures for
coordination in the Region Ostergotland. Some
elements of this experience have also been
implemented in the national capacity
development project for SAR for further
evaluation. Specifically, the so called target
participants of the pilot, to increase their
awareness of which actors are likely to be
involved in such scenarios and what roles and
responsibilities they may have.

D.2 I-CMO analysis for Concept Card 2.2
2.2
I-CMO

Establishing Network
Swedish Pilot

Intervention 1) The intervention, that is to promote inter-

Italian Pilots
N/A

organizational collaboration. The intervention
was perceived by the stakeholders (actors
participating in the TTX) as highly relevant as
there is experience from actual rescue
operations
where
unclear
roles
and
misunderstandings of how different actors
operate led to difficulties in collaboration. The
intervention was perceived as primarily
contributing to better understanding of the
emergency
response
system,
overall
operational capabilities as well as how the
response system may behave when exposed to
disturbances
and
high
load.
2) The rationale of the intervention is well
described. But the link among the rationale, the
proposed process (protocol) and the triggering
questions is unclear and needs to be developed
and clarified.

Context

3) The intervention was successfully applied in
the context of inter-organizational collaboration
and even in the context of intra-organizational
collaboration. The effect of the intervention
was
strongest
for
inter-organizational
collaboration. The CC is highly relevant even for
inter-organizational collaboration in the case of
large
organizations.

N/A

4) It can be difficult to achieve the expected
benefits of the intervention in cases (context)
where the development of the crisis or the

The research leading to these results has received funding from Horizon 2020, the European Union's
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effect of the crisis on the society is unclear and
difficult to predict. The intervention is suitable
for crises where actors who will be involved can
be identified and are aware of their roles and
responsibilities.
5) The CC does not include an explanation of
prerequisites regarding the context, but should
be fully implementable in a wide array of
contexts. The CC needs to explain whether to
address crises characterized by a low degree of
predictability, an impact difficult to predict as
well as difficulties in identifying who will be
involved, and how.

Mechanism

6) The CC describes a process (protocol) but no
further methods on how to implement the
protocol and achieve the effects of the
intervention. The proposed process only relates
to the "before a crisis" phase. Pilot 4
implemented steps 1, 2, and 3 of the process.
Steps 4 and 5 were excluded due to practical
constraints. The pilot implementation of steps 2
and 3 had the form of the TTX, were a
dedicated methodology was used (REF). The CC
was easily integrated in the methodology used
and minimal additional work was necessary.
Alternative mechanisms could be used here in
order to achieve the benefits of the
intervention such as workshops and seminars.

N/A

7) The proposed process (protocol) is clearly
described, but the CC does not mention any
methods or tools to be used as a part of the
process. The experience from the pilot (TTX)
suggests it would be quite resource and time
demanding to apply such mechanisms (TTX) on
all types of scenarios and all the possible actors’
constellations. The CC should therefore provide
some sort of guidance on how to identify and
prioritize among representative scenarios in
order to select a suitable subset of scenarios on
which the CC should be applied.

Outcome

8) As a result of the implementation of the CC in
Pilot 4, in this case in the form of the TTX,
unclear
points
of
contacts
and
misunderstandings about certain roles were
identified. Moreover, additional actors of high
relevance for the scenario of Pilot 4 were
identified. In sum the TTX helped the
stakeholders, and specifically the so called
target participants of the pilot, to increase their
awareness of which actors are likely to be

N/A
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involved in such scenarios and what roles and
responsibilities
they
may
have.
9) The outcome of the TTX as well as the
experience from the following CPX have been
used to adjust actual operating procedures for
coordination in the Region Ostergotland. Some
elements of this experience have also been
implemented in the national capacity
development project for SAR for further
evaluation. specifically, the so called target
participants of the pilot, to increase their
awareness of which actors are likely to be
involved in such scenarios and what roles and
responsibilities they may have.

The research leading to these results has received funding from Horizon 2020, the European Union's
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D.3 I-CMO analysis for Concept Card 2.3
2.3
I-CMO

Understanding Roles and Responsibilities
Swedish Pilot

Italian Pilots

Intervention 1)The intervention of the CC is to ensure that
actors involved in management of different kinds
of crises have a clear understanding of roles and
responsibilities. Such intervention was perceived
by the stakeholders, and specifically the so called
target group as highly relevant. The intervention
was perceived as primarily contributing to better
understanding of the emergency response
system, overall operational capabilities as well as
how the response system may behave when
exposed to disturbances and high load. The
intervention was also perceived as helping to
create better prerequisites for making
assumptions about others possible actions.

In the majority of cases the intervention is
considered very useful in order to increase
the preparedness of organizations in case of
emergency/crisis
situations.
The practitioners easily understood the
essence of the proposed intervention.

2) The rationale of the intervention is rather
short and needs to be developed. The link among
the rationale, the proposed process (action list)
and the triggering questions is unclear and needs
to be developed and clarified.

Context

3) The intervention was successfully applied for
both intra- and inter-organizational coordination.
The effect of the intervention was strongest for
inter-organizational coordination. The CC is
highly relevant even for inter-organizational
coordination in the case of large organizations.
4) No limitation regarding the context since the
implementation of the CC can cover multiple
scenarios
within
the
same
process.
5) The CC does not include an explanation of
prerequisites regarding context, but should be
fully implementable in a wide array of contexts.

Mechanism

6) The CC describes mechanisms for all three
phases, that is "before a crisis", "during a crisis"
and "after a crisis". During Pilot 4 mechanisms
for the "before a crisis" and "after a crisis"
phases
were
implemented.
Regarding
implementation, the "before a crisis" the pilot 4
followed the first four steps of the proposed

The intervention proposed in the CC is expected
to mainly work in a context where a shared
procedure among different organizations has
been already formalized in some way. On the
contrary, when different organizations have
only some forms of collaboration, without a
well-established shared procedure, it is un
unlike that the proposed intervention will
produce
the
desired
benefit.
In some occasions the importance of such
characteristics of the context was not fully
understood by the practitioners. Some of them
thought that the proposed intervention could be
achieved also via shared training activities
among front-end operators and had difficulties
to perceive the differences with the
intervention proposed in the card "Promoting
Common Ground".
The proposed mechanism are perceived useful
by the stakeholders, but it appear that there is a
lack of clarity on the fact that the CC actions are
not intended to replace shared training
activities or full scale simulations or drills.
When applying the card in the Pilot exercise it
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process. The TTX (see D4.3 section 7.4.3.)
corresponded to a "periodic coordination
activity" (step 2) and the WS2 (see D4.3 section
7.4.4) to "updating internal activity" (step 4). The
implementation "after a crisis" corresponded to
an "extraordinary coordination activity", which
was referred to as the WS3 and had the form of
after-action-review workshop (see D4.3 section
7.4.6.). Such implementation differs significantly
from the current practises. The distinction is that
the implementation according to the CC is
conducted in systematic manner, something
which was highlighted as important by the so
called target group (stakeholders). The proposed
Quick Reference Guide (QRG) was not
implemented in Pilot 4 due to practical reasons.
Moreover, the so called target group was
sceptical to such a mechanism as it is quite
demanding to create such a QRG for all relevant
crises and the wide spectrum of actors involved.
Such QRGs become rapidly obsolete due to
continuous changes taking place among all the
actors, as the target group pointed out.

was not immediately clear that the proposed
mechanism can help to revise and/or improve a
shared procedure.

7) The proposed process (action list) for both the
"before a crisis" and "after a crisis" phases was
interpreted in Pilot 4 as a form of mechanism.
The CC contains no or very few explanations, in
terms of methods or tools, of how to implement
the suggested activities in the process. At the
same time the process in its current form could
be applied with minimal extra work and was
easily integrated in Pilot 4 (TTX, WS2, WS3). The
assumption made in the context section was that
the CC can be implemented in generic terms. If
the CC should be implemented scenario specific,
it could be quite resource and time demanding to
apply it on all types of scenarios and all the
possible actors’ constellations. In that case the
CC should therefore provide some sort of
guidance on how to identify and prioritize among
representative scenarios in order to select a
suitable subset of scenarios on which the CC
should be applied.

Outcome

8) As a result of the implementation of the CC in
the pilot 4, in this case in the form of the TTX,
unclear
points
of
contacts
and
misunderstandings about certain roles were
identified. Moreover, additional actors of high
relevance for the scenario of the pilot 4 were
identified. In sum the TTX helped the
stakeholders, and specifically the so called target
participants of the pilot, to increase their
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awareness of which actors are likely to be
involved in such scenarios and what roles and
responsibilities
they
may
have.
9) The outcome of the TTX as well as the
experience from the following CPX have been
used to adjust actual operating procedures for
coordination in the Region Ostergotland. Some
elements of this experience have also been
implemented in the national capacity
development project for SAR for further
evaluation. further need of clarification regarding
roles, routines and responsibilities was identified.

The research leading to these results has received funding from Horizon 2020, the European Union's
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D.4 I-CMO analysis for Concept Card 3.1
3.1
I-CMO

Adapting to Expected and Unexpected Events
Swedish Pilot

Italian Pilots

Intervention 1) The intervention of the CC, interpreted to the

N/A

stakeholders, is to help actors in understanding
how they adapt in their operational environment
and contribute to further enhance their capacity to
adapt. The intervention was perceived as
contributing to the kind of adaptation that might
be necessary for different kinds of scenarios and
the spectrum of the adaptive capacity needed to
demonstrate
such
adaptation.
2) The CC contains more interventions. These
interventions, excluded from the pilot, go very far
in what is proposed versus what is described in the
CC and what mechanisms are suggested. A welldeveloped explanation is necessary to begin with.
The interventions needs to be reviewed so they are
achievable with respect to what mechanisms that
are proposed in the CC.

Context

3) The CC was successfully applied on both generic
and
specific scenarios
during Pilot 4.
4)

No

limitation

regarding

N/A

context.

5) The CC does not include an explanation of
prerequisites regarding the context, but should be
fully implementable in a wide array of contexts.

Mechanism

6) The CC does not describe any mechanisms to be
used. The CC also consists, to a large degree, only
of triggering questions (TQ). As a part of Pilot 4 TQs
from different cards (3.2, 4.1, 4.2) were organized
in topics as these TQs overlap to a certain degree
or address similar kinds of issues. In total six joint
topics were created; these were referred to as six
prerequisites, 6F. Regarding the implementation
“before a crisis", the 6F were included in the WS1
(see D4.3 section 7.4.1) where three generic
scenarios were used (IT-disruption, pandemic
outbreak, and chemical accident), and the TTX and
WS2 where the main pilot 4 scenario was used
(major ship accident). The 6F were used even
beyond what was intended in the CC and were
implemented as support for self-reflection during
the CPX (corresponding to "during a crisis" phase).
For the implementation "after a crisis" the 6F were
included in a workshop (WS3), which had the form
of
an
after-action-review.

N/A
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The application of the intervention worked well
with the methods used in the pilot. The experience
that can be made from Pilot 4 is, in order to
achieve the intervention, that a series of connected
sessions (workshops, TTX and similar) are
necessary in order to fully understand the content
of
the
CC.
7) The CC contain no methods or tools and
therefore there is no mechanism included in the
CC. The implementation of the CC in relation to its
intervention
is
no
further
explained.
Comprehensive effort was needed to implement
the CC and relate it to other CCs addressing similar
kinds of issues or overlapping to a certain degree. A
systematic implementation of these CCs (3.1, 3.2,
4.1, 4.2) with a holistic perspective demands a high
level of competence in the domain of resilience,
emergency response as well as organizational
development of the persons in charge of the
intervention.

Outcome

8) The implementation during the WS1 resulted in
the finding that different types of scenarios
demand different types of adaptations and
adaptive capacities. To achieve the intervention of
the CC it is suggested to use a set of different
scenarios with a wide degree of variation. The
implementation in the context of the main scenario
in Pilot 4 regarding the "before a crisis" phase (TTX,
WS2) showed the scope and type of adaptations
needed by the stakeholders and specifically the so
called targeted participants. The implementation
"during a crisis" (CPX) and "after a crisis" (WS3)
highlighted that several exercises and other
training sessions are likely necessary to achieve the
adaptation and understand which mechanisms
leads to such adaptation as outlined in the CC. The
effect "facilitate the development of response
plans" is not possible to be achieved with the
current state of the CC. The CC does not facilitate
such
development.

N/A

9) The experience from Pilot 4 and specifically the
use of 6F have been used by the Region
Ostergotland and specifically the so called target
group during a real incident (IT-disruption) taking
place after the pilot was concluded. The use of 6F
has been seen as having positive effect on the
response during this incident. The Region
Ostergotland is currently reviewing how the
concept of 6F could be incorporated in educational
training for personnel working in command staff.

The research leading to these results has received funding from Horizon 2020, the European Union's
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D.5 I-CMO analysis for Concept Card 3.2
3.2
I-CMO

Adapting Plans and Procedures During Crises
Swedish Pilot

Intervention 1) The intervention of the CC is to establish

Italian Pilots
N/A

conditions for adapting plans and procedures,
especially focusing on larger crises. The
intervention was perceived as primarily
contributing to better understanding of the
emergency
response
system,
overall
operational capabilities as well as how the
response system may behave when exposed to
disturbances and high load. The intervention
was also perceived as helping to create better
prerequisites for making assumptions about
others
possible
actions.
2) The rationale of the intervention is a bit
difficult to follow. The link among the rationale,
the proposed four main blocks and the
triggering questions is unclear and needs to be
developed and clarified.

Context

3) The CC was successfully applied during Pilot 4
and the context of a scenario with a high
degree of inter-organizational collaboration and
coordination.

N/A

4) There are some limitations regarding the
context. The cause of the limitation is that
organizations traditionally work with learning
processes and capability development as an
internal manner. It occurs in a rather small
degree that learning processes and capability
development are coordinated among multiple
organizations. There are no contextual
limitations with respect to crisis scenarios but
there are limitations regarding applicability in
an
inter-organizational
context.
5) The CC does not include an explanation of
prerequisites regarding context, but should be
fully implementable in a wide array of contexts.
There might be need to provide guidance on
how to address the issue of learning processes
and capability development in interorganizational settings if these are an important
prerequisite for the CCs implementation.

The research leading to these results has received funding from Horizon 2020, the European Union's
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Mechanism

6) The CC gives no guidance on how to achieve
the
intervention
with
respect
to
implementation "before a crisis". The block 1
("nature of plans and procedures") and the
block 3 ("capabilities issues") with related TQs
were incorporated in the concept of 6F.
Regarding the implementation “before a crisis",
the 6F were included in the WS1 (see D4.3
section 7.4.1) where three generic scenarios
were used (IT-disruption, pandemic outbreak,
and chemical accident), and the TTX and WS2
where the main Pilot 4 scenario was used
(major ship accident). The block 2 in the CC
corresponds to the CC 2.3 and was thus
implicitly implemented by the pilot using that
CC since these address the same kind of issues.
Implementation regarding "during a crisis" have
the form of keeping a log as proposed by the
CC. A relevant person in the command staff of
the Region Ostergotland was assigned this task.
The CC does not contain any mechanisms for
the "after a crisis" implementation. Instead, it
describes an approach and topics to focus on.
These are compatible with the methodology for
after-action-review, which the WS3 was centred
around. During the WS3 the log created during
the CPX was used a base for discussion.

N/A

7) If the content of the blocks for "during a
crisis" and "after a crisis" is intended as a sort of
mechanism, then it is relatively clear to follow.
The CC lack other explicit mechanisms. The
"before a crisis" phase is not clear enough on
how it should be implemented. The four main
blocks might also demand different types of
mechanisms to be implemented.

Outcome

8) The implementation during the WS1 resulted
in the finding that different types of scenarios
demand different types of adaptations and
adaptive capacities. The use of different
scenarios also revealed that the nature of plans
and procedures may vary extensively for
different types of scenario s within the one and
same organization. As a result of the
implementation in the form of the TTX
misunderstandings about certain roles and their
mandates (authority) were identified. The TTX
helped the stakeholders, and specifically the so
called target participants of the pilot, to
increase their awareness of which actors are
likely to be involved in such scenarios and what
roles and responsibilities they may have. The
experience created through the CPX and the

N/A
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analysis of this experience in the WS3
highlighted
the
complexity
of
interorganizational coordination in this type of
scenarios. The result of this implementation
also suggest that formats like the CPX in Pilot 4
are important to reveal and highlight important
aspects related to resilience; something that is
not possible in the other formats as workshops
and
TTX.
9) The outcome of the TTX as well as the
experience from the following CPX have been
used to adjust actual operating procedures for
coordination in the Region Ostergotland. Some
elements of this experience have also been
implemented in the national capacity
development project for SAR for further
evaluation. further need of clarification
regarding roles, routines and responsibilities
was identified.

The research leading to these results has received funding from Horizon 2020, the European Union's
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D.6 I-CMO analysis for Concept Card 4.1
All the recommendation and evaluation were coming from sources different from the Pilot Exercises (DCoP
Workshops and Small Scale Evaluation activities)
4.1
I-CMO

Assessing Community Resilience
Swedish Pilot

Italian Pilots

Intervention N/A

N/A

Context

N/A

N/A

Mechanism

N/A

N/A

Outcome

N/A

N/A
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D.7 I-CMO analysis for Concept Card 4.2
4.2
I-CMO

Identify sources of resilience
Swedish Pilot

Italian Pilots

Intervention 1) The intervention of the CC is that an
organization identifies mechanisms which are the
base for successfully handling expected and
unexpected conditions. The intervention was
perceived as primarily contributing to better
understanding of the emergency response system,
overall operational capabilities as well as how the
response system may behave when exposed to
disturbances and high load. The intervention was
helping to understand the importance of
identifying and reusing best/successful practice
with respect to adaptive capacity. The
stakeholders have experience in failures and issues
but find it more difficult to identify what is
best/successful practice and what positive effect it
has.

Based on the experience of Pilot Exercise 2, the
proposed
intervention
was
generally
understood, although the link and difference
with respect to "Noticing Brittleness" was not
fully clear and required some explanation by
the pilot exercise organizers.

2) The CC give some guidance on how to
implement the intervention, but it took
considerable effort during Pilot 4 to put the CC in
relation to other related CCs. The implementation
of this CC a singular could be pretty straight
forward, but a systematic implementation with a
holistic perspective would demand a high level of
competence in the domain of resilience,
emergency response as well as organizational
development of the persons in charge of the
intervention. The intervention of the CC builds
upon methods and practices which have their
origin from the control room and emergency
department related research. It is unclear how the
intervention can be achieved for certain types of
organizations, such as voluntary disaster response
organizations.

Context

3) The CC was successfully applied on both generic
and specific scenarios during Pilot 4.
4)

No

limitation

regarding

context.

5) The CC does not include an explanation of
prerequisites regarding the context, but should be
fully implementable in a wide array of contexts.

Mechanism

6) The CC consists of a number triggering
questions (TQ). As a part of Pilot 4 TQs from
different cards (3.1, 3.2, 4.2) were organized in
topics as these TQs overlap to a certain degree or

The CC does not include an explanation of
prerequisites regarding context, but should be
fully implementable in a wide array of
organizational contexts in which the
management is motivated to increase the level
of resilience.

Although being a bit vague, the explanation of
the mechanism was generally understood, with
the limitations already mentioned for the
Intervention (i.e. un-clarity of the link with
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address similar kinds of issues. In total six joint
topics were created; these were referred to as six
prerequisites, 6F. Regarding the implementation
“before a crisis", the 6F were included in the WS1
(see D4.3 section 7.4.1) where three generic
scenarios were used (IT-disruption, pandemic
outbreak, and chemical accident), and the TTX and
WS2 where the main pilot 4 scenario was used
(major ship accident). The 6F were used even
beyond what was intended in the CC and were
implemented as support for self-reflection during
the CPX (corresponding to "during a crisis" phase).
For the implementation "after a crisis" the 6F were
included in a workshop (WS3), which had the form
of an after-action-review. The methods suggested
by the CC were assessed as difficult to apply in
Pilot 4. Instead alternative methods were used.
These were workshops and TTX. The application of
the intervention worked well with the methods
used in the pilot. The experience that can be made
from Pilot 4 is, in order to achieve the
intervention, that a series of connected sessions
(workshops, TTX and similar) are necessary in
order to fully understand the content of the CC.

"Noticing

Brittleness).

The Air Traffic Control practitioners involved in
Pilot 2 expressed the need to have the
triggering questions formulated with a
terminology closer to the one of their own
domain. This feedback suggests the fact that, if
used in its generic format, the CC may require
the mediation of a resilience expert in order
to
be
successfully
applied.
On the other hand, when guided and
encouraged by a facilitator, the practitioners
were able to generate a huge number of
examples of sources of resilience - each one
associated to a specific triggering question than can be used in the management of a radar
loss emergency. This mechanism worked well
with both the questions 'Before Crisis' and
'After Crisis'.

7) The work process suggested in the CC for
"before a crisis", "during a crisis" and "after a
crisis" is perceived as being straightforward to
implement. However, it is unclear which of the
suggested methods such as organizational
ethnography, resilience analysis grid and problem
based learning should be selected and based on
what conditions. Likewise, it is unclear what the
benefits of using the suggested methods are. The
CC refers to the kind of similar topics as the CC 4.3
(Noticing
Brittleness),
however,
suggests
completely
different
sets
of
methods.
Comprehensive effort was needed to implement
the CC and relate it to other CCs addressing similar
kinds of issues or overlapping to a certain degree.
A systematic implementation of these CCs (3.1,
3.2, 4.1, 4.2) with a holistic perspective demands a
high level of competence in the domain of
resilience, emergency response as well as
organizational development of the persons in
charge of the intervention.

Outcome

8) The implementation during the WS1 resulted in
the finding that different types of scenarios
demand different types of adaptations and
adaptive capacities and in turn use different
sources of resilience. To achieve the intervention
of the CC it is suggested to use a set of different
scenarios with a wide degree of variation. The
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implementation in the context of the main
scenario in Pilot 4 regarding the "before a crisis"
phase (TTX, WS2) showed the scope and type of
adaptations needed by the stakeholders and
specifically the so called targeted participants. The
TTX also highlighted that different stakeholders
may have different mechanisms to handle
expected and unexpected conditions for one and
the
same
operational
problem.
The
implementation "during a crisis" (CPX) and "after a
crisis" (WS3) highlighted that several exercises
and other training sessions are likely necessary to
achieve the adaptation and understand which
mechanisms leads to such adaptation as outlined
in
the
CC.
9) The experience from Pilot 4 and specifically the
use of 6F have been used by the Region
Ostergotland and specifically the so called target
group during a real incident (IT-disruption) taking
place after the pilot was concluded. The use of 6F
has been seen as having positive effect on the
response during this incident. The Region
Ostergotland is currently reviewing how the
concept of 6F could be incorporated in educational
training for personnel working in command staff.
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D.8 I-CMO analysis for Concept Card 4.3
4.3
I-CMO

Noticing Brittleness
Swedish Pilot

Italian Pilots

Intervention 1) The intervention of the CC is that an
organization identifies sources of brittleness. The
intervention was perceived as primarily
contributing to better understanding of the
emergency response system, overall operational
capabilities as well as how the response system
may behave when exposed to disturbances and
high load. The intervention was helping to
understand the importance of identifying and
addressing sources of brittleness. The
stakeholders have experience in failures and
issues but find it more difficult to identify what
are the sources of these failures/issues.

Despite some difficulties with the term
"Brittleness", whose meaning was not
immediately clear to most of the non-native
English speakers, the practitioners attending
Pilot Exercise 1 and 3 found the proposed
intervention very relevant in order to increase
the level of resilience of their organizations.
The explanation of the intervention in the CC
was generally understood by the participants.

2) The CC give some guidance on how to
implement the intervention, but it took
considerable effort during Pilot 4 to put the CC in
relation to other related CCs. The implementation
of this CC a singular could be pretty straight
forward, but a systematic implementation with a
holistic perspective would demand a high level of
competence in the domain of resilience,
emergency response as well as organizational
development of the persons in charge of the
intervention. The intervention of the CC builds
upon methods and practices which have their
origin from the control room and emergency
department related research. It is unclear how
the intervention can be achieved for certain types
of organizations, such as voluntary disaster
response organizations.

Context

3) The CC was successfully applied on both
generic and specific scenarios during Pilot 4.
4)

No

limitation

regarding

context

5) The CC does not include an explanation of
prerequisites regarding context, but should be
fully implementable in a wide array of contexts.

Based on the experience of Pilot Exercise 1 and
2, one could say that the intervention proposed
by the CC will not produce the desired benefits
in
the
following
cases:
- in a cultural context in which the blame culture
is still prevailing and the practitioners do not
have a positive attitude towards self-criticism of
existing practices, with a tendency to consider it
as an admission of guilt for their own
organization.
- in cross-organizational studies (i.e. concerning
events involving practitioners from different
organization) in which the lack of a legal
framework induces the participants to think that
the information disclosed on the elements of
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brittleness may be used by others to damage
the reputation of their own organizations or
expose it to issues with the legal authorities of
their
own
countries.
- in exercises in which only top and medium
level managers of organizations are involved,
with no support by the front end operators in
their organizations, since their role is necessary
to enter into the details of "work as practiced"
as opposed to the "work as imagined".
These limitations in terms of applicability are
not described in the card.

Mechanism

6) The CC consists of a number triggering
questions (TQ). As a part of Pilot 4 TQs from
different cards (3.1, 3.2, 4.1) were organized in
topics as these TQs overlap to a certain degree or
address similar kinds of issues. In total six joint
topics were created; these were referred to as six
prerequisites, 6F. Regarding the implementation
“before a crisis", the 6F were included in the WS1
(see D4.3 section 7.4.1) where three generic
scenarios were used (IT-disruption, pandemic
outbreak, and chemical accident), and the TTX
and WS2 where the main Pilot 4 scenario was
used (major ship accident). The 6F were used
even beyond what was intended in the CC and
were implemented as support for self-reflection
during the CPX (corresponding to "during a crisis"
phase). For the implementation "after a crisis"
the 6F were included in a workshop (WS3), which
had the form of an after-action-review.
The methods suggested by the CC were assessed
as difficult to apply in the pilot 4. Instead
alternative methods were used. These were
workshops and TTX. The application of the
intervention worked well with the methods used
in the pilot. The experience that can be made
from the pilot 4 is, in order to achieve the
intervention, that a series of connected sessions
(workshops, TTX and similar) are necessary in
order to fully understand the content of the CC.

The mechanism to apply the concept card was
generally understood but also criticized for
being
excessively
theoretical.
In the context of Pilot 3, we observed cases in
which the practitioners intended the triggering
questions as items of a checklist to be used to
demonstrate compliance (Am I compliant?
Yes/No), rather than as a list of topics to reflect
on potential brittleness of the existing
procedures and practices. Such (mis)interpretation was more common among the
stakeholders who were in a top-medium level
management position in their organization and
therefore considering more important the need
to defend the image and reputation of it.

7) The work process suggested in the CC for
"before a crisis", "during a crisis" and "after a
crisis" is perceived as being straightforward to
implement. However, it is unclear which of the
suggested methods such as business process
modelling, cognitive task analysis and hazard
vulnerability assessment should be selected and
based on what conditions. Likewise, it is unclear
what the benefits of using the suggested
methods are. The CC refers to the kind of similar
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topics as the CC 4.2 (Sources of Resilience),
however, suggests completely different sets of
methods. Comprehensive effort was needed to
implement the CC and relate it to other CCs
addressing similar kinds of issues or overlapping
to a certain degree. A systematic implementation
of these CCs (3.1, 3.2, 4.1, 4.2) with a holistic
perspective demands a high level of competence
in the domain of resilience, emergency response
as well as organizational development of the
persons in charge of the intervention.

Outcome

8) The implementation during the WS1 resulted
in the finding that different types of scenarios
generate different sources of brittleness, which in
turn demand different types of adaptations and
adaptive capacities. To achieve the intervention
of the CC it is suggested to use a set of different
scenarios with a wide degree of variation. The
implementation in the context of the main
scenario in Pilot 4 regarding the "before a crisis"
phase (TTX, WS2) showed the scope and type of
adaptations needed by the stakeholders and
specifically the so called targeted participants.
The TTX also highlighted that different
stakeholders may need to manage different
sources of brittleness while handling expected
and unexpected conditions for one and the same
operational problem. The implementation
"during a crisis" (CPX) and "after a crisis" (WS3)
highlighted that several exercises and other
training sessions are likely necessary to achieve
the adaptation and understand which
mechanisms leads to such adaptation as outlined
in
the
CC.
9) The experience from Pilot 4 and specifically the
use of 6F have been used by the Region
Ostergotland and specifically the so called target
group during a real incident (IT-disruption) taking
place after the pilot was concluded. The use of 6F
has been seen as having positive effect on the
response during this incident. The Region
Ostergotland is currently reviewing how the
concept of 6F could be incorporated in
educational training for personnel working in
command staff.

D.9 I-CMO analysis for Concept Card 6.1
All the recommendation and evaluation were coming from sources different from the Pilot Exercises (DCoP
Workshops and Small Scale Evaluation activities)
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2.3
I-CMO

Understanding Roles and Responsibilities
Swedish Pilot

Italian Pilots

Intervention N/A

N/A

Context

N/A

N/A

Mechanism

N/A

N/A

Outcome

N/A

N/A
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D.10 I-CMO analysis for Concept Card 7.1
7.1
I-CMO

Communication with the Public
Swedish Pilot

Intervention N/A

Italian Pilots
In the context of Pilot Exercises 1 and 3 the intervention
was considered very relevant, since among the
practitioners there is a perception that the problem of
managing the communication to the public during and
emergency/crisis is becoming more and more important,
especially with the new role played by social media.
A few participants asked clarifications on the title of the
CC, since it was not fully clear the difference between
the "Public involved" and the Public not yet involved".
However this doubt did not significantly affect the
following discussion on the CC, which was just considered
as a CC concerning the communication, with no real
distinction between the two cases above.

Context

N/A

The CC is targeted to people with some kind of
competence on communication. It could be useful as a
mean to raise awareness of medium-top level managers
of an organization on the importance of being prepared
to communicate with the public during a crisis.
However, in order to be applied, it requires a context in
which the importance of communication is already
acknowledged and in which there are specific persons
appointed to take care of the topic. These requirements
are not specified in the CC.

Mechanism

N/A

The explanation of the mechanism is not difficult to
understand, but is quite vague, not very elaborated and
mostly based on the use of triggering questions.
The CC only mention "workshop, focus groups involving
communications strategists and other domain experts to
check the effectiveness of communication strategy" .
On the other hand, the communication experts involved
in the Pilot Exercises showed much interest in both
explaining the practices already existing in their
organization and in self-criticizing the limits of them. In
addition, they were very active in proposing integrations
and modifications of the topics highlighted by the
triggering questions. This can be interpreted as a sign that
the structure and contents of triggering questions work
well.

Outcome

N/A

N/A
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